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Abstract

Service-Oriented Architecture (SOA) structures applications into collections
of modular, independent, and reusable services. We propose an SOA-based
intelligent service agent framework for building AI applications that decom-
poses complex tasks into independent functional units. In the framework, the
agent operates as an intelligent executor that dynamically orchestrates and
invokes diverse services and tools to achieve its goals. The agent is exposed
as a self-contained service with a well-defined API, allowing external appli-
cations to invoke it directly. By instrumenting requests and responses at both
the service and agent layers, the framework enables tracing of the agent’s
capabilities, performance, and decision-making. We present the design of an
operational scheme for the agent with DID handling, verifiable credentials
(VC), and verifiable presentations (VP). Each of the agents collaborates on
a shared workspace based on blackboard to handle tasks to reach a goal.
Finally, we demonstrate its feasibility through a proof-of-concept (PoC) for
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Agentic AI service architecture. This proof-of-concept, structured across
Phase 1 (discovery, verification, and scoped authorization) and Phase 2
(problem posting and blackboard-mediated collaboration), demonstrates that
DID-backed credentialing can securely support multi-agent execution under
a least-privilege operational model.

Keywords: Agentic AI, service-oriented architecture, DID, verifiable cre-
dentials, verifiable presentations.

1 Introduction

Service-Oriented Architecture (SOA) [1], is a software design approach
that structures an application as a collection of modular, independent, and
reusable components called services. Instead of building a single, monolithic
application, developers create distinct services that perform specific business
functions, and these services communicate with each other over a network to
achieve a larger goal.

In a SOA approach, you would break down the complex tasks of building
an autonomous agent. Those tasks build into distinct and independent ser-
vices. Each service performs a specific function and is designed to be reusable
by other components. An autonomous agent is a high-level component in the
perspective of SOA that takes a complex task and breaks it down into smaller,
manageable steps.

The agent acts as a dynamic orchestrator that, upon receiving a task,
applies agentic reasoning and available capabilities, including other agents,
to determine the most effective sequence of actions. Rather than executing
a predefined script, it decomposes the task into subtasks and uses a set of
services and tools to achieve the goal.

To represent an agent with DID as a component in SOA, we define the
agent as a self-contained, reusable service with a well-defined API. Digital
Identity (DID) is a decentralized identity system that allows individuals and
organizations to create and control agents with their own digital identifiers.

This approach based on DID is used to handle the agent not as an internal
function, but as an external service that other applications can call to perform
a specific task.

To trace the capabilities of an agent deployed in a SOA, you need to
monitor the requests and responses at both the service level and the internal
agent level. SOA allows us to understand what the agent can do, how it’s
performing, and what steps it’s taking to fulfil a request.
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In this paper, we present the design of a verifiable-credentials (VC)
architecture and demonstrate its feasibility via a proof-of-concept (PoC)
that implements end-to-end credential issuance and verification using DIDs,
issuer-signed JWT credentials, and selective disclosure. Building on this
foundation, we design an agentic AI task-delegation process that solves
complex problems by decomposing them into subtasks executed by multiple
agents coordinated through a global blackboard.

The process follows a two-phase discipline: Phase 1 (Discovery, Verifi-
cation, Scoped Authorization) verifies agent capability with a VP challenge
and grants short-lived, scope-limited access; Phase 2 (Problem Posting and
Blackboard-Mediated Collaboration) posts the task to the shared workspace,
where verified agents contribute hypotheses/evidence and converge under
policy-based selection. This combination enforces least-privilege access,
preserves auditability and revocation awareness, and enables scalable, com-
posable multi-agent cooperation within an SOA-aligned framework.

2 Related Work

2.1 Service-Oriented Architecture (SOA)

When applying SOA, the functionalities of existing applications are bundled
into functional units with business meaning and implemented as services
through a standardized calling interface. SOA refers to a software develop-
ment architecture that composes applications with services according to a
company’s business tasks [2].

The core idea of SOA is to break down a large application into smaller,
manageable, and interconnected services. This approach is guided by several
key principles [1–4]:

• Loose Coupling: Services are designed to be independent, with minimal
knowledge of each other’s internal workings. A service consumer only
needs to know the service’s interface and the data it expects and returns.
This means you can update or replace a service without affecting other
parts of the system.

• Reusability: Services are designed to be generic and reusable across
different applications. For instance, a single “customer authentication”
service can be used by a company’s website, mobile app, and internal
tools.

• Interoperability: Services communicate using standardized protocols
(like HTTP/REST or SOAP), which allows them to be developed in
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different programming languages and run on different platforms. This
enables seamless integration between various systems.

• Discoverability: Services are registered in a central directory or service
registry, which acts as a “phone book” for the architecture. This allows
other applications to easily find and use available services without
needing to know their specific location.

SOA workflow involves three main roles [2]:

• Service Provider: This is the entity that creates and hosts a service.
• Service Registry: A central catalogue where service providers publish

their services and their capabilities.
• Service Consumer: An application or another service that needs a spe-

cific function. It queries the service registry to find the right service and
then communicates with the service provider to use it

2.2 Decentralized Identifiers (DID)

The World Wide Web Consortium’s Decentralized Identifiers (DIDs) spec-
ification defines a decentralized, standards-based model for digital identity
[5, 6]. A DID is a globally unique identifier that resolves – via a verifiable
data registry such as a blockchain or other distributed system – to a DID Doc-
ument containing public keys, verification methods, and service endpoints,
thereby removing any single, central authority from the trust path. This DID
specification aligns naturally with autonomous and agent-based architectures:
intelligent service agents in SOA-based or agentic AI systems can use DIDs
to authenticate peers, establish trusted communication channels, and transact
securely across heterogeneous environments. In combination with verifiable
credentials, DIDs enable interoperability, verifiability, and accountability at
scale.

2.3 Blackboard Architecture

The blackboard architecture enables heterogeneous knowledge sources to
post partial solutions and evidence to a shared workspace, while a controller
opportunistically selects the next action. Foundational accounts formalize
the tripartite structure – blackboard, knowledge sources, and control –
and explain how bottom-up and top-down reasoning interact to converge
on solutions under uncertainty [7–10]. Empirical roots such as Hearsay-
II demonstrated how multi-level hypotheses (from phonemes to semantics)
can compete and integrate on a common board, establishing the paradigm’s
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practical value [11]. Subsequent work compared control strategies – priority-
based, utility-driven, and parallel scheduling – highlighting the importance of
strategy selection for domain-specific performance [8].

Recent research has adapted the blackboard paradigm to LLM-based
multi-agent systems (MAS), using a shared memory/board to coordinate role-
specialized agents that iteratively propose hypotheses, critique partial results,
and refine plans. In particular, Li et al. (2025) [12] explore advanced MAS
designs grounded in a blackboard architecture, reporting gains in end-to-end
task success by leveraging round-based contribution and selective disclosure
of intermediate artifacts. This line of work aligns closely with our SOA-based
intelligent service-agent framework: services map to knowledge sources,
the registry mediates verification and dispatch, and the blackboard provides
a compositional substrate for cooperative problem solving with verifiable,
least-privilege contributions [7, 12].

3 Agent Based Service Architecture

In the context of intelligent service agents and agentic AI, DIDComm [13, 14]
equips autonomous agents with an interoperable, end-to-end encrypted mes-
saging layer. Building on this, an SOA view of LangChain [15] and MCP [16]
encapsulates each tool or chain as a service with a well-defined interface,
enabling agents to compose capabilities dynamically while preserving loose
coupling and reuse. This approach enhances modularity, reusability, and
scalability.

• Reusability: The same agent service can be used by multiple different
applications. For example, a “customer support agent” service could be
called by a mobile app, a web chat widget, and an internal tool for a
human support agent.

• Scalability: The agent service can be scaled independently of the appli-
cations that consume it. If the agent is under heavy load, you can deploy
more instances of just the agent service without affecting other parts of
your system.

• Maintainability: You can update or replace the agent’s internal imple-
mentation (e.g., switching from one LLM to another) without requiring
any changes to the applications that use it. If the service’s API contract
remains the same, the consumers of the service will not be affected.

• Interoperability: Agents can be implemented in any technology or
programming language and exposed via standard HTTP/JSON (or
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gRPC) so that any client capable of making HTTP requests can
interact with them. For agent-to-agent workflows, we use DIDComm
v2 as a transport-agnostic, end-to-end-encrypted protocol that works
across vendors and DID methods. VC/VP proofs, capability tokens,
and job/control messages are exchanged as DIDComm messages, with
mediation/routing and offline delivery support, enabling heterogeneous
agents to interoperate without a shared runtime or trusted network.
Access control remains consistent via verifiable presentations and short-
lived, scope-limited authorization tokens conveyed over DIDComm.

3.1 Agentic AI registration Process

Figure 1 shows the provisioning phase in which an agent is instantiated,
assigned a decentralized identifier (DID), and authorized through an authority
token. Three roles participate: the Agent Creator (issuer/CA-like authority),
the Agent (autonomous executor), and the Agent Registry (verifier and
dispatcher).

1. Create (Agent initialization). The Agent Creator initializes a new agent
instance. At this point the agent is an uninitialized entity with no identity
or privileges.

2. Create key pair (issuer key). Acting in a certificate-authority–like role,
the Agent Creator locally generates and retains exclusive control of an

Figure 1 Agentic AI registration process.
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issuer key pair. The private key will later be used for issuing and signing
DID-related artifacts and authority tokens.

3. Issue DID. The Agent Creator issues a DID for the agent and constructs
the corresponding DID document under the Creator’s control. This binds
the agent’s identity to the Creator’s issuer key and governance policies.

4. Register agent DID. The Agent (or the Creator on its behalf) registers
the agent DID with the Agent Registry to enable discovery and later
authorization queries.

5. Validation (issuer/DID checks). The Agent Registry resolves the DID
and validates the issuer/authority, including signature verification and
policy checks over the Creator’s identifier.

6. Validation result. The Registry returns the validation outcome to the
Agent Creator, establishing a trusted state for subsequent authorization.

7. Register authority token. The Agent Creator registers an authority token
at the Registry. The token encodes the agent DID and its capabili-
ties/scopes (e.g., data-access class, resource constraints, expiry), thereby
authorizing the agent to request and execute jobs under least-privilege
constraints.

After step 7, the Registry holds a validated mapping between the agent DID
and a signed authority token issued by the Agent Creator. This completes
identity bootstrapping and sets the preconditions for later phases (proof
request, VP presentation, and job dispatch).

3.2 Agentic AI Task Delegation Process

We structure the agentic AI task-delegation process into two phases. Phase 1
(Discovery, Verification, and Scoped Authorization) identifies eligible agents
and grants least-privilege access: the Service Requester issues a capability-
constrained dispatch request; the Agent Registry challenges candidate agents
for a verifiable presentation (VP); any missing capability credentials are
issued; agents assemble and present VPs; and, upon successful verifica-
tion (signatures, DID binding, status/revocation), the Registry issues short-
lived, scope-limited blackboard access tokens. Phase 2 (Problem Posting
and Blackboard-Mediated Collaboration) coordinates cooperative problem
solving: the Service Requester posts the problem to the blackboard; veri-
fied agents subscribe, read, and contribute hypotheses/evidence under their
scoped permissions; the Registry (or an arbiter) evaluates claims by policy
(confidence, cost/time, reputation) until convergence; and the final result is
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returned with an auditable trail. This two-phase structure preserves a prove–
reveal–dispatch discipline while enabling scalable, verifiable multi-agent
collaboration.

3.2.1 Phase 1 – Discovery, verification, and scoped
authorization

Figure 2 presents details about Phase 1 – Discovery, Verification, and Scoped
Authorization of the agentic AI task-delegation process, showing how the
registry identifies eligible agents, verifies their capabilities via verifiable
presentations (VPs), and grants short-lived, scope-limited access to the
blackboard for subsequent collaboration.

1. Capability-constrained dispatch request. The Service Requester asks the
Agent Registry to dispatch a task with a specified capability requirement
and relevant constraints (e.g., deadline, data policy).

2. VP challenge to candidates. The Registry selects eligible candidate
agents and issues a verifiable presentations(VPs) challenge to each
(nonce- and audience-bound).

3. Capability credential issuance (if needed). Agents lacking current proofs
request a capability credential from the Agent Creator; the Creator issues
the credential (e.g., VC or SD-JWT).

Figure 2 Discovery, verification, and scoped authorization.
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4. Presentation assembly and submission. Each Agent prepares a VP with
selective disclosure and presents it to the Registry.

5. Verification and authorization. The Registry verifies signatures, DID
binding, and status/revocation. Upon success, it issues a short-lived,
scope-limited blackboard access token to each verified Agent.

Outcome. Only VP-verified agents receive time-bounded, scope-restricted
authorization to access the blackboard; no agent list is exposed to the Service
Requester.

3.2.2 Phase 2 – Problem posting and blackboard-mediated
collaboration

Figure 3 shows details Phase 2 – Problem Posting and Blackboard-Mediated
Collaboration of the agentic AI task-delegation process, showing how a
shared workspace coordinates cooperative problem solving among verified
agents under least-privilege controls.

1. (Problem posting) The Service Requester posts the problem to the
Blackboard Service (inputs, constraints, trace ID).

2. (Subscription and intake) Verified Agents subscribe to the blackboard
feed and read the problem; each access is checked against the short-
lived, scope-limited token from Phase 1.

3. (Contributions) Agents contribute hypotheses and evidence/artifacts
under their Agent DID, signing each contribution and adhering to scope
constraints (e.g., bb:read, bb:write:hypothesis, bb:write:claim).

4. (Policy-based selection and convergence) The Agent Registry (or an
arbiter) evaluates claims by policy – confidence, cost/time, reputation –
and iterates if needed until a best claim is selected.

Figure 3 Problem posting and blackboard-mediated collaboration.



10 Dong Bin Choi et al.

5. (Returning the result) The Registry returns the final result to the Service
Requester with an auditable trail (trace ID, proofs, and contribution
lineage).

As illustrated in Figures 2 and 3, the workflow adheres to a prove–reveal–
dispatch discipline: credentials are verified before any access is granted,
authorizations are least-privilege and time-bound, and collaboration occurs
via verifiable, loosely coupled contributions.

4 Experiment

4.1 Experimental Setup

Our experimental environment comprises four components:

• Registry (Verifier/Dispatcher). Implemented with ACA-Py [17]; veri-
fies VPs, checks status/revocation, and issues short-lived, scope-limited
authorization tokens for blackboard access.

• Agent (Holder/Executor). Assembles and presents VPs that satisfy
capability requirements, then executes assigned tasks (single-agent or
collaborative).

• Creator (Issuer). Issues capability credentials (JWT-VC or JSON-LD
VC) bound to the agent’s DID; publishes the issuer key via did:web for
verification.

• Blackboard Service. HTTP-exposed, append-only workspace where
problems, hypotheses, and claims are posted; supports policy-based
selection and auditing.

All agents run in a containerized environment with ACA-Py (v1.2 LTS) and
no ledger. Agents use did:key, the issuer is published as did:web. Experiments
run on a local Docker bridge network.

Phase 1 establishes discovery, verification, and scoped authorization. The
Registry challenges candidate agents with a VP request that includes a nonce
(challenge) and an audience (domain). Agents present proofs of capabil-
ity using ACA-Py Present-Proof v2 (DIF/PE) based on credentials issued
by the Creator (JWT-VC or JSON-LD VC). The Registry verifies issuer
signatures, DID binding, and credential status or revocation, then grants least-
privilege access by issuing a short-lived, scope-limited authorization token
for blackboard operations. This phase ensures that only verified agents obtain
time-bounded permissions before any problem is posted or collaboration
begins.
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Phase 2 evaluates multi-agent coordination on an image-classification
micro-task (100–1,000 images), decomposed into a pipeline of preprocess,
coarse labeling, specialist checking, and claim submission. This structure
lets us measure end-to-end performance while observing how the blackboard
mediates hypothesis sharing and policy-based convergence.

4.2 Phase 1: Discovery, Verification, and Scoped Authorization

The following is the scenario for prove the designed operational scheme:

1. The Agent Creator launches a new agent (ACA-Py) and initializes it as
an unprivileged entity.

2. The Creator issues a DID for the agent and publishes the corresponding
DID document as required by the chosen method.

3. Figure 5 illustrates an issued token with the description of capability.
The Creator generates and signs the agent capability token as a JWT

Figure 4 DID issuance.

Figure 5 Capability token issuance.
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Figure 6 Agent registry catalogue.

containing, at minimum: iss = Creator DID, sub = Agent DID, capa-
bilities (e.g., ["ml.image.classify"]), aud = Agent, iat/exp for bounded
lifetime, and a nonce/identifier for replay protection.

4. In registration phase, the Creator registers the JWT with the Agent
Registry as shown in Figure 6. The registry validates the signature and
claims (issuer DID, audience, expiry, scope) and records the mapping
from Agent DID to authorized capabilities.

4.3 Phase 2: Problem Posting and Blackboard-Mediated
Collaboration

The following scenario demonstrates the execution of Phase 2, showing how
verified agents interact through the Blackboard Service using the scoped
authorization token issued in Phase 1.

1. The Service Requester submits the task to the Blackboard Service
(Figure 8), including the input payload, operational constraints, and the
trace identifier. The blackboard stores the task as an append-only entry
accessible only to agents holding valid short-lived tokens from Phase 1.

2. Agents A and B, whose VPs are successfully validated in Phase 1,
subscribe to the blackboard event stream. Each read request is evaluated
against the scope-limited authorization token (e.g., bb:read). Unautho-
rized or expired access attempts are rejected by the Blackboard Service
(Figure 9).
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Figure 7 Verification.

Figure 8 Submit the task to blackboard service.

3. Upon reading the task, each agent processes the input according to its
capabilities – for example, image preprocessing or coarse classifica-
tion – and submits results to the blackboard. Each submission includes
the agent’s DID, a cryptographic signature, the applicable capability
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Figure 9 Get task by authorized token.

Figure 10 Signed agent contribution.

scope, and a timestamp. These signed contributions form an auditable
chain of intermediate steps (Figure 10).

4. The blackboard controller evaluates contributions based on confidence,
latency, cost, and agent reputation. The arbiter iterates through multiple
evaluation rounds as new hypotheses arrive, discarding out-of-scope or
low-confidence entries. The process continues until the final claim meets
convergence requirements.

5. The selected claim is packaged with the trace ID, verification meta-
data, capability proofs, and the full lineage of hypotheses. The Service
Requester receives not only the final output but also a verifiable audit
trail showing how the collaborating agents produced the result under
scoped authorization.

5 Result and Discussion

The proof-of-concept successfully demonstrated agent registration, retrieval,
and verification. However, for large-scale operations involving interactions
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among multiple agents, additional security considerations are required.
Such inter-agent collaboration can be facilitated through DIDComm [1, 2].
The proof-of-concept implementation successfully demonstrated the end-
to-end workflow of the proposed scheme, including agent instantiation,
DID issuance, capability-token generation, registry validation, and verifiable-
presentation–based authorization. The results confirm that the designed
SOA-aligned operational model can enforce least-privilege access while
maintaining auditability across the full agent lifecycle. In particular, the
experiment shows that short-lived, scope-restricted tokens – issued only after
VP verification – are sufficient for securing multi-agent task execution within
a blackboard-mediated environment.

However, several considerations emerge when scaling the system to
larger deployments involving many heterogeneous agents. First, coordination
overhead increases as the number of contributions grows, requiring more
advanced policy-based arbitration or distributed control strategies. Second,
inter-agent communication must remain secure and interoperable across dif-
ferent execution environments and DID methods. These challenges can be
addressed by incorporating DIDComm-based secure channels, which provide
authenticated, encrypted, and routable messaging suitable for cross-domain
agent interactions [1, 2].

Overall, the PoC validates the feasibility of the proposed credential-driven
agentic AI architecture while highlighting areas – such as trust negotiation,
routing, and scalable blackboard control – that warrant deeper investigation
for real-world, multi-agent ecosystems.

6 Conclusion

In this paper, we presented an SOA-based operational scheme for agentic AI
systems, leveraging decentralized identifiers (DIDs) to enable verifiable cre-
dentials throughout the lifecycle of agent interaction and task execution. The
proposed architecture consists of two core processes: the Agentic AI regis-
tration process, which establishes identity and capability through DID-based
credentials, and the task-delegation process, which coordinates multi-agent
collaboration via scoped authorization and a blackboard-mediated workflow.
A proof-of-concept prototype demonstrates the feasibility of the approach
and validates that DID-backed credentialing can securely support multi-agent
execution under least-privilege constraints.

For future work, we aim to extend this framework toward building
trustworthy service agents capable of negotiating products and services
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within a multi-agent environment. This includes handling transactional work-
flows, dynamic capability exchange, and broader interoperability, ultimately
enabling secure and autonomous service ecosystems.
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