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Abstract

In this study, we propose an on-chain-based ML ownership proof system (PK-
PoMLO), which combines a digital signature and a blockchain timestamp
value to generate a certificate of ownership that is publicly disclosed on-
chain, enabling strong claim of ML ownership. First, the owner creates a
certificate signed with their private key using the hash value of the ML model
and a structured message, and includes a timestamp. This is then used to
generate an ML ownership certificate and registered on-chain. At this time,
the owner uses their private key to create a standard signature value as a
128-bit mark and embeds it in the ML model. Anyone wishing to verify ML
ownership then uses the owner’s public key to compare the hash value of the
on-chain ML ownership certificate with the timestamp value to verify ML
ownership. In other words, we can verify the authenticity of the owner by
testing whether the bit error rate (BER) between the mark extracted from
the ML ownership certificate and the internally stored mark string satisfies
BER ≤ τ , and verifying it with the signature value of the ML ownership
certificate. To verify the results of this study, we implement and evaluate a
prototype on the MNIST MLP and the Ethereum Sepolia test network.
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1 Introduction

As digital transformation accelerates, large scale machine learning (ML)
models have become core intangible assets across industries. A model is not
a mere bundle of code it embodies substantial value accumulated through
extensive data collection, compute expenditure, and expert time over long
periods. However, once a model is distributed externally as a weight file,
container image, or prediction application programming interface (API), it
is immediately exposed to disputes arising from unauthorized redistribution,
model extraction, or minor modifications followed by re asserted ownership.
Recent studies have shown that the functionality of a machine learning
model can be closely replicated using only its prediction API. This makes
model extraction not just a theoretical concern, but a practical threat even in
commercial environments [1].

To defend model ownership there are a lot of ways such as collecting
internal artifacts such as file creation timestamps, operational logs, or deploy-
ment histories. However, these evidence assume trust in the model operator
and are susceptible to tampering or loss. Traditionally, machine learning
watermarking has been actively explored as a way to embed ownership
information directly into the model. These watermarks usually use bit string
patterns embedded in the parameter space, intermediate activations, or input,
output behavior can help identify the rightful owner [2–5].

However, two key challenges remain unresolved in real world ownership
disputes. First, it’s unclear whether existing watermarking methods crypto-
graphically bind the mark to a specific identity. Second, there’s no strong
mechanism to objectively prove when a claim was first made. Evidence stored
in centralized systems or private repositories offers limited trust guarantees,
and weak links between identity and watermark leave the system vulnerable
to attacks, such as key substitution.

To address this, this paper suggest strong ownership claim mechanism
that combines cryptographic identity binding and blockchain based times-
tamps. Public blockchains is a decentralized and tamper resistant alternative.
By anchoring data hashes through a consensus mechanism. This allows third
parties to independently verify the specific data actually exist at a specific
point in time, asserting model ownership.

Also designed to be reproducible and verifiable by third parties. We
provide strong attribution by embedding a 128-bit internal watermark derived
from the owner’s digital signature into the model. By committing the
model hash and structured message to a public blockchain, anyone can
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independently verify the transaction to determine who owns the model and
when it was objectively.

The embedded watermark is used as evidence through a judgment process
based on the Bit Error Rate (BER). A match is determined when the BER
between the extracted watermark and the expected watermark is below a
predefined threshold τ . Using practical parameters (T = 128, τ ≤ 0.2),
we show that the false acceptance rate (FAR) from the attacker’s perspective
is offset by the binomial tail probability and is negligibly small in real-world
environments.

2 Background & Related works

2.1 Machine Learning Ownership Techniques

In Machine Learning ownership techniques there are ML watermarking,
Backdoor, model fingerprinting etc. These techniques broadly divided into
black-box and white-box categories. Both focus on proving the existence of a
watermark, but they differ significantly in terms of access rights, deployment
environment, verification procedure, and reproducibility. Below, we summa-
rize the key ideas, advantages, and disadvantages of each category [4, 5].

The black box category assumes an environment without access to the
model internals, and determines the existence of a watermark based on the
outputs for a specific query set (triggers). Representative work by Adi et al.
proposed backdoor based watermarking, which induces predefined responses
to trigger inputs, thereby enabling verification in remote environments [6]. Le
Merrer et al. presented a method that verifies the watermark through query
response patterns by manipulating the decision boundary [7].

White box techniques directly insert bit string into the model and then
extract them using internal statistics such as projection techniques [8]. Uchida
et al. proposed a method which encode a watermark by adjusting the weight
distribution of a specific layer and verify its presence through statistical
testing [2]. Chen et al. presented a general framework for imposing projection
constraints on intermediate activations and comparing them to the target bit
string. This method has demonstrated high applicability across a variety of
network architectures and tasks [3].

In summary, black box watermarking techniques offer the advantage of
being deploymented, and suffer from limitations such as trigger input man-
agements. Verification threshold settings, and often the lack of attribution and
timestamp evidence. White box techniques offer high reliability in watermark
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extraction, but require access to the model file, which can pose operational
limitations.

Previous research has explored the presence and robustness of water-
marks in these two categories, that the specific owner isn’t bind to this
watermarked machine learning or providing non repudiation by using public
timestamping.

In this study, we adopt the white box approach, which is more compatible
with cryptographic binding via private keys. For implementation, we build
upon the open source DeepSigns framework [9].

2.2 Digital Signature (ECDSA, EIP-712)

A digital signature provides message integrity, signer authentication,
and non-repudiation. This study employs elliptic curve digital signatures
(ECDSA) over secp256k1, where for a message m the signer generates
σ = Sign sk(m), and verification accepts the signature if Verify (PK, σ,
m) = true. Since ECDSA is sensitive to the entropy of the nonce k, we adopt
the deterministic signing procedure of RFC 6979, which derives k from an
HMAC-DRBG so that identical (sk, m) pairs yield identical signatures [10].
In addition, the Ethereum ecosystem enforces low S normalization (s ≤ n/2)
under EIP-2, thereby eliminating representation variability of signatures for
the same message [11, 12]. To make the semantics of signed data explicit
to both users and verifiers, this work adopts the structured data hashing and
signing specification of EIP-712 [13].

2.3 Blockchain Stamping (Ethereum, Keccak-256)

A public blockchain functions as a distributed timestamping server by linking
blocks containing hashes through decentralized consensus, thereby allow-
ing anyone to verify that specific data existed prior to a given point in
time [14]. For convenience of verification and ecosystem tool support, this
study employs Ethereum (Sepolia testnet). Ethereum uses Keccak-256 as
its default hash function for key data such as block state, transactions, and
roots; commitments are aggregated into the block header via the RLP/Patricia
Trie structure, forming part of the chain’s immutability [15, 16]. To balance
privacy and gas costs, only summary hashes (e.g., H(m), H(σ)) are minimally
recorded on-chain, while the original data are kept and submitted off-chain to
provide a reproducible verification path [17, 18].
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3 System Overview

In this section, we will describe the system overview briefly. The full
proposed process will be explained in Section 4.

Figure 1 System overview.

As shown in Figure 1 the core of the system is that the owner’s signature
value is directly used to derive an internal mark b bound into the model, while
its counterpart sig(m) and PK are committed on-chain, thereby providing
attribution and timestamping simultaneously. Attribution arises from the fact
that b is not an arbitrary secret but is deterministically derived from sig(m).

Since sig(m) can only be generated with the corresponding private key,
the probability that a third party could independently produce the same
b is essentially eliminated. Conversely, timestamping is achieved through
the minimal on-chain commitment of sig(m) and PK. Such a commitment,
without revealing the original content, records in a public ledger which public
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key claimed which signature value at what time, thereby enabling objective
determination of priority in case of disputes.

In this design, the computations and embedding namely, the generation
of b and its binding within M are performed entirely off-chain, ensuring that
sensitive information is not exposed. The on-chain layer focuses solely on
notarization (anchoring) with minimal data. A verifier checks the existence of
the on-chain commitment to establish the timestamp, validates the signature
(PK, m, σ), and, within allowed access, extracts b′ from M. Ownership is then
confirmed if the condition BER (b, b′) ≤ τ holds. The fact that b is derived
from the signer’s own sig(m) provides the technical basis for attribution,
while the commitment of sig(m) and PK on-chain serves as the technical
basis for timestamping.

This approach offers several key advantages over conventional water-
marking techniques. Traditional watermarking can confirm the presence of
a watermark but typically provides only weak attribution, as the mark is not
inherently tied to a specific owner.

In contrast, the proposed system cryptographically binds the watermark
to the owner’s public key by deriving the embedded bit string b from the
signature value sig(m), thereby enabling strong ownership attribution.

Furthermore, by committing this signature on-chain, a publicly verifiable
timestamp is created, which can be used as a powerful piece of evidence to
resolve ownership disputes, especially when identical or competing claims
arise. Moreover, the activation-based extraction mechanism tied to the input
set A ensures that b′ can only be retrieved under controlled conditions.

4 Proposed Method

This section follow the Figure 2 steps ( 1⃝– 11⃝), focusing on why each step is
necessary and what guarantees are obtained. The notation is kept identical to
the diagram.

4.1 Create Ownership Proof

The owner first prepares a key pair, then generates sig(m) for message m
using the private key, and derives b = Trunc (sig(m), L) from this signature
value. In the Select layer, projection A = Target layer activation key (. . . )
step, the embedding target layer, projection A, and activation conditions are
determined. During the Embed signature by fine-tune step, fine-tuning is
performed so that b is stably bound to the internal representation of M without
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Figure 2 Proposed method.

degrading the model’s original functionality. Once embedding is completed,
the process outputs the watermarked model M, and then commits sig(m) and
PK on-chain. This commitment anchors equivalence and timestamp without
revealing the original data, and allows objective proof of priority for the
corresponding signature–public key pair in the event of disputes. The essence
of issuance is binding b within M and committing the supporting evidence
sig(m) and PK on-chain. By deriving b directly from sig(m), the embedded
value becomes a structure generable only by the private key, rather than a
mere identifier or random token. As a result, it is practically infeasible for a
third party to independently reproduce the same b, and even if the model is
replicated or redistributed, the internal mark is automatically attributed to the
original owner.

4.2 Verification of Ownership

The purpose of the verifier’s procedure is to confirm who, when, and what
(i.e., the mark b derived from sig(m)) is being claimed as ownership. The
verifier first checks in step 6⃝ whether Commit (sig(m), PK) exists on-chain.
This confirmation anchors the claim to a specific time prior to a given block
height, serving as the prerequisite for subsequent procedures. Next, for the
submitted (publickey, m, sig), the verifier performs step 7⃝ verify (publickey,
m, sig) and confirms the outcome of step 8⃝ (True). This step guarantees
that sig(m) is indeed a valid signature under PK, ensuring that all subsequent
conclusions are grounded in attribution to the owner’s key. With these two
checks alone, the core guarantees intended by the design attribution (who the
claim belongs to) and timestamping (when the claim was made) are satisfied.
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Figure 3 Verification of ownership.

As shown in Figure 3 for dispute resolution or in contexts demanding
additional assurance, the actual existence of the embedding can be lightly
verified. In such cases, the verifier initiates step 9⃝, a restricted verification
procedure, and when necessary derives b’ from M according to A in step
10⃝. This process is performed in a controlled environment under the owner’s
supervision, without releasing the model externally; only the procedure and
logs may be shown to outsiders. The final judgment is made in step 11⃝ by
checking whether BER (b, b′) ≤ τ holds.

5 Experiments & Evaluation

5.1 Experimental Environment

We conduct our experiments on the MNIST handwritten digit dataset. As
the target model, we use a three-layer fully-connected neural network with
architecture 784 → 256 → 128 → 10 and ReLU activations. For watermark
embedding, we reuse the open-source implementation of DeepSigns [15] as
our baseline. In the original DeepSigns setting, the embedded bit string is
sampled uniformly at random. In our prototype, we instead derive the embed-
ded bit string from the owner’s public key, so that the internal watermark
is cryptographically tied to a specific public key rather than to a random
identifier.

All experiments are performed on a desktop PC. AMD Ryzen 5 5600X
CPU, an NVIDIA GeForce RTX 3070 Ti GPU (8 GB), 8 GB of DDR4-3200
RAM, and a 1 TB SK hynix Gold P31 NVMe SSD, with a Gigabyte B550M
AORUS PRO-P motherboard running Windows.

For on-chain anchoring and verification, we implement and deploy the
smart contract using the Remix IDE on the Ethereum Sepolia test network,
and we inspect transactions and gas usage through Etherscan.

5.2 Offchain Evaluation

Off-chain, we first generate a digital signature σ = sig(m) on a message m, and
derive the L-bit internal mark b=Trunc (sig(m), L). The projection matrix A is
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fixed in advance, and watermark embedding is performed by fine tuning the
designated hidden layer of the model M using the DeepSigns procedure [3,
15]. We set the watermark length to L=128 bits, which we found to be the
maximum length that does not noticeably degrade the model’s classification
accuracy; in our prototype, the watermarked model achieves about 96% accu-
racy on MNIST, comparable to the non watermarked model. After training,
we repeatedly extract b′ from the marked model under the same projection
A and compute the bit error rate BER (b, b′). In our experiments with the
public key derived mark, the observed BER (b, b′) for the legitimate owner
remained below 0.01, which is well within the decision threshold τ that we
consider acceptable. Thus, for the intended owner, the ownership verification
test BER (b, b′) ≤ τ consistently succeeds, indicating that using a public key
derived bit string as the internal watermark does not hinder reliable extraction.

5.3 False accept rate under random-key attacks

We next examine how likely it is for an adversary, who does not know the
embedded mark b, to succeed by random guessing in Figure 4. In our threat
model, the adversary can freely choose a key pair and derive a candidate bit
string b∗ from the public key using the same rule as the legitimate owner
(secp256k1 key generation, SHA-256 of the uncompressed public key, and
truncation to 128 bits). The question is how often such a candidate bit string
could accidentally satisfy BER (b, b∗ ≤ τ). For the analytical estimate, we
model the number of matching bits between b and b∗ as a binomial random
variable X∼Binomial (L, 1/2), since each bit matches with probability 1/2

Figure 4 False accept rate.
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under random guessing. The probability that a random wrong mark passes
the test BER (b, b∗ ≤ τ) is given by the left tail of this distribution.

Pr[BER(b, b∗) ≤ τ ] =

⌊τL⌋∑
k=0

(
L

k

)
2−L

For L = 128 and τ ≤ 0.2, this probability becomes extremely small, and
for stricter thresholds τ = 0.1 it rapidly approaches a negligible value. To
empirically confirm this behavior under our key-derivation rule, we perform a
Monte Carlo experiment with T = 128 bits and N = 1,000,000 trials. In each
trial, we generate a random secp256k1 key pair, compute the corresponding
public key, hash it with SHA-256, truncate the result to 128 bits to obtain a
candidate b∗, and compute BER (b, b∗) against a fixed reference bit string b.
The resulting BER values form a bell-shaped distribution centered near 0.5,
consistent with the binomial model. For thresholds τ up to 0.2, the empirical
false accept rate is extremely small; in particular, when τ = 0.01, the
probability that a random key derived bit string passes the test effectively
converges to zero in our experiments.

These results indicate that, under random-key attacks, PK-PoMLO’s own-
ership test has a negligible false accept rate at the parameter sizes considered,
and a random third party is extremely unlikely to generate a key that yields a
bit string close enough to the embedded mark to be falsely accepted.

6 Conclusion

This paper presented a concise framework that simultaneously achieves attri-
bution and timestamping by binding a mark b derived from a private-key
signature value into the model, while anchoring the corresponding sig(m) and
PK on-chain. All computations are performed off-chain prior to commitment,
and the blockchain is used solely as a minimal anchor through Commit
(sig(m), PK), which objectively fixes the claim’s timestamp. Verification pro-
ceeds by confirming the on-chain commitment and validating verify (pubkey,
m, sig), thereby resolving the essential questions of who and when. If needed,
the restricted procedure extracts b′ according to A from M, and only checks
whether BER (b, b′) ≤ τ , serving as auxiliary confirmation of embedding.

This approach separates attribution and timestamping by anchoring the
signed message sig(m) and the public key PK on-chain. In the real world,
this method is particularly will be suitable where model ownership poten-
tially holds significant value, such as AI model experimentation, research,
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compliance during AI deployment, and record-keeping for proprietary mod-
els. For example, startups or companies distributing models such as APIs
or edge devices can leverage this mechanism to embed ownership without
exposing secret data.

But this study have some limitations. To verify whether the inserted bit
string b actually exists within the model, b′ must be extracted, a process that
currently requires controlled access or specific procedures. However, these
limitations can be seen as a deliberate trade off that prioritizes simplicity
and privacy over widespread public accessibility. However this does not
compromise the system’s core guarantee that the watermark exists within
Model M as a cryptographically bound form to the owner’s signature, and
that the ownership claim is publicly and verifiably committed on-chain at a
specific point in time.

For future work, we plan to use zero-knowledge techniques such as
zkml, zkVM to leave verifiable evidence of extracting b′. This would allow
the construction of a complete ownership certificate that can be registered
on-chain without requiring direct inspection of the model.
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