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Abstract

Latent diffusion models (LDMs) have rapidly become the de facto backbone
of web-scale generative systems, powering text-to-image platforms such as
Stable Diffusion and their video, 3D, and domain-specific extensions. By
performing the diffusion process in a compressed latent space rather than
directly in pixel space, LDMs achieve a favorable trade-off between compu-
tational efficiency and generative fidelity, enabling deployment in interactive
web applications and large-scale content pipelines. This paper presents a
comprehensive survey of LDMs from the perspective of both foundational
modeling and web engineering. We first review the background of diffusion
models and latent representations, contrasting LDMs with classical VAE:s,
GANSs, and pixel-space diffusion models. We then dissect the architectural
design of LDMs, including autoencoder backbones, latent-space U-Nets and
diffusion transformers, conditioning mechanisms, training objectives, and
sampling accelerations. Building on recent general surveys of diffusion mod-
els in vision, temporal data, and inverse problems, we propose a taxonomy
of LDM variants, covering 2D image models, video and 4D models, and
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domain-specific LDMs in medical imaging, watermarking, time series, and
text. From a web engineering viewpoint, we analyze LDM-based services
exposed via web APIs, hosted user interfaces, and developer platforms, and
discuss system-level concerns such as scalability, latency, cost, safety, and
governance. We review current evaluation methodologies (quality, diversity,
downstream task performance, robustness, watermarking) and highlight open
challenges in controllability, interpretability, resource efficiency, and regula-
tory compliance, especially in light of recent legal and societal developments
around generative deepfakes and copyright. This survey aims to provide both
a conceptual map of LDM research and practical guidance for designing,
deploying, and governing LDM-driven web systems.

Keywords: Latent diffusion models, diffusion models, generative Al, web
engineering, Stable Diffusion, text-to-image, video diffusion, medical imag-
ing, watermarking, content moderation, web services.

1 Introduction

The last few years have seen diffusion models emerge as the dominant
paradigm in deep generative modeling, surpassing GANs and VAEs in image
quality and diversity across many benchmarks. Comprehensive surveys give
broad overviews of diffusion models in vision and beyond, covering theory,
variants, and applications; representative examples include the general diffu-
sion survey by [2], the vision-focused survey by [3], and the design-oriented
survey by [4]. A more application-centered overview is provided in [18].
However, most of these surveys treat latent diffusion either as one exam-
ple among many architectures or focus on specific domains (e.g., medical
imaging, watermarking, or time series) as discussed in [5, 12-14], and [17].

Latent diffusion models (LDMs) were introduced as a way to push
diffusion models to high-resolution image synthesis with tractable train-
ing and inference costs by performing the diffusion process in the latent
space of a learned autoencoder. The seminal formulation of LDMs appears
in [1], which combines a perceptual autoencoder with a latent-space diffu-
sion backbone and cross-attention conditioning. This idea underlies widely
used open-source models such as Stable Diffusion and its successors (e.g.,
SDXL, SD 3.x), which are extensively deployed through web APIs, browser-
based interfaces, and SaaS platforms documented in [7] and in the Stability
developer documentation [8, 24]. These systems have transformed how
web applications generate and manipulate images, videos, and other media,
especially in creative, entertainment, and design workflows.
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1.1 Motivation and Scope

From a modeling perspective, LDMs occupy a sweet spot: by combining
perceptual compression with diffusion in the latent space, they retain the
expressive power of diffusion models while significantly reducing memory
and computational requirements, as shown in [1] and further discussed in
design-centric surveys such as [4]. From a web-engineering perspective,
this efficiency is essential to support interactive latency, large-scale content
workflows, and cost-effective cloud deployment for web services that expose
LDMs over HTTP APIs or interactive web user interfaces, as exemplified by
the platforms in [19, 22, 23], and [8, 24].

Existing diffusion surveys are broad but not tailored to (i) the specific
design space of LDMs and (ii) their system- and web-oriented implications.
The general diffusion survey by [2] provides a taxonomy of diffusion methods
and applications but treats the latent versus pixel-space design choice as one
axis among many. The vision-oriented survey by [3] focuses on computer-
vision tasks and model families, and the design fundamentals survey by [4]
emphasizes component-wise design but does not delve deeply into web
deployment. Domain-specific surveys in medical imaging [12—14], inverse
problems [15], text [16], and time series [17, 20] cover subsets of LDM
applications but lack a unified web-engineering lens. The comprehensive
survey of diffusion models and their applications in [18] again does not center
LDMs as a distinct architectural family.

A leading venue in web engineering explicitly welcomes survey articles
that connect technical foundations to concrete web systems, as described in
its Aims and Scope and Guidelines for Authors [25]. Our work follows the
tradition of earlier surveys on faceted search [26] and question-answering
systems [27] by taking a web-centric perspective on a broader technical field.
In this spirit, we position this survey at the intersection of latent diffusion
model (LDM) research and web-scale system design. We emphasize both
the algorithmic foundations of LDMs and the practical aspects of integrating
them into web services, APIs, and content pipelines.

1.2 Contributions
This paper makes the following contributions:

» Unified LDM-centric perspective. We synthesize the rapidly growing
literature on latent diffusion models, starting from the foundational work
in [1], the SDXL architecture in [7], and extensions to video in [6] and
platform-level deployments in [8, 24], while relating these to general
diffusion surveys [2—4, 18].
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* Architectural survey. We provide a component-wise analysis of LDMs,
covering autoencoders, latent diffusion backbones, conditioning mech-
anisms, training objectives, and sampling strategies, drawing primarily
on [1, 7], and domain-specific implementations such as [9, 10], and [11].

* Taxonomy of LDM variants. We propose a taxonomy spanning 2D
image, video/4D, medical, watermarking, textual, and temporal LDMs,
integrating results from domain-specific surveys and application studies
in [6, 9-17, 20], and [5].

* Web-engineering angle. We analyze LDM-based services (e.g., Stable
Diffusion APIs, web Uls, and hosted spaces) as web systems, discussing
latency, scalability, deployment patterns, content pipelines, and safety
controls, taking practical examples from [19, 22, 23], and [8, 24].

 Evaluation and governance. We review evaluation methodologies and
discuss legal, ethical, and societal issues (e.g., copyright, deepfakes,
watermarking) that are particularly salient for web-exposed LDM ser-
vices, referencing recent legal cases and policy discussions such as those
reported in [29] and [28], alongside technical proposals for watermark-
ing and provenance in [5] and broader governance perspectives in [18]
and [25].

1.3 Organization

Section 2 reviews background on generative models, diffusion, and latent
representations. Section 3 dissects LDM architecture. Section 4 proposes
a taxonomy of LDM variants. Section 5 surveys evaluation methodologies.
Section 6 addresses system-level considerations and web-scale applications.
Section 7 discusses safety, ethics, and governance. Section 8 outlines open
research directions, and Section 9 concludes.

2 Background: From Generative Models to Latent
Diffusion

2.1 Generative Models in Brief

Before the recent advances in diffusion models, deep generative modeling on
the web was dominated by four major families:

* Variational autoencoders (VAEs): Learn a probabilistic encoder and
decoder, optimizing an ELBO that balances reconstruction fidelity and
latent regularization.
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* Generative adversarial networks (GANs): Use a generator—discriminator
game to learn realistic samples but these often suffer from mode collapse
and training instability.

* Autoregressive models: Factorize likelihoods into sequential condition-
als (e.g., PixelCNN, GPT-style language models).

* Normalizing flows: Learn invertible transformations with exact likeli-
hoods but architectural constraints.

Figure 1 provides a compact map of the deep generative modeling
landscape and clarifies where latent diffusion models (LDMs) fit within
it. Specifically, it highlights diffusion models as a complementary family
alongside VAEs, GANSs, autoregressive models, and normalizing flows, while
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Figure 1 Landscape of deep generative models, highlighting the position of latent diffusion
models (LDMs).
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also making explicit the conceptual and practical links across these paradigms
(e.g., score-based/SDE viewpoints, conditioning mechanisms, and the use
of learned representations). The figure further organizes the diffusion-model
literature by core algorithmic dimensions — sampling efficiency (learning-free
solvers vs. learning-based acceleration/distillation), architectural improve-
ments, and adaptations to structured or manifold-valued data — and by a broad
spectrum of application areas spanning computer vision, language and multi-
modal generation, temporal data modeling, robustness-oriented learning, and
interdisciplinary domains such as life sciences and medical imaging. Within
this landscape, LDMs occupy a particularly important practical position:
they preserve the strong quality and diversity properties of diffusion models
while leveraging perceptually meaningful latent spaces to reduce computa-
tional cost, thereby enabling high-resolution generation that is feasible for
large-scale and interactive deployments [2, 3, 18].

Diffusion models offer a complementary approach by learning to iter-
atively denoise noisy samples toward the data distribution, often yielding
superior sample quality and diversity at the cost of many denoising steps.
The technical foundations and variants of diffusion models are extensively
summarized in [2-4], and [18].

Table 1 summarizes the dominant deep generative model families in
terms of their training objectives, empirical strengths and weaknesses, and the
deployment implications that matter in practice. VAEs and normalizing flows
provide principled likelihood-based training and useful latent representations,

Table 1 Overview of deep generative model families

Objective/Training Typical Web
Model Family Signal Strengths Limitations Applications
VAE ELBO Likelihood, latent ~ Blurry samples Representation
(reconstruction + structure learning,
KL) compression
GAN Adversarial loss Sharp images, Mode collapse, Image generation,
high realism unstable training style transfer
Autoregressive Next-token/pixel Exact likelihood,  Slow sampling Language, some
likelihood flexible images/audio
Normalizing flows Exact likelihood Exact likelihood Architectural Density estimation
via invertible constraints
maps
Diffusion Denoising/score High quality & Many sampling Images, audio, etc.
matching diversity steps
LDM Diffusion in Efficient, high Requires good Web-scale
learned latent resolution autoencoder image/video

space generation
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which makes them attractive for compression, representation learning, and
density estimation, but they often face a quality gap (VAEs) or architectural
rigidity (flows). GANSs have historically delivered sharp, realistic samples and
enabled many web-facing creative workflows, yet their adversarial objectives
can lead to mode collapse and unstable training. Autoregressive models offer
flexible, exact-likelihood formulations and have been especially influential
for language, but their strictly sequential generation makes high-throughput,
low-latency sampling challenging at scale. Diffusion models — and, more
recently, LDMs — shift this trade-off frontier by prioritizing sample quality
and diversity via denoising/score-matching objectives, at the cost of iterative
sampling; LDMs mitigate this cost by performing diffusion in a learned
latent space, making high-resolution generation substantially more feasi-
ble for large-scale services and interactive applications when paired with
acceleration techniques such as improved samplers and distillation [1-3, 18].

2.2 Diffusion Models: Forward and Reverse Processes

Classical denoising diffusion probabilistic models (DDPMs) define a forward
process that gradually adds Gaussian noise to data, forming a Markov chain
from data to nearly isotropic Gaussian noise. A neural network learns a
reverse process that denoises step by step. Score-based generative modeling
frames a similar idea in terms of stochastic differential equations and score
matching.

Key design dimensions — including noise schedules, parameterization
(predicting noise, clean sample, or velocity), variance choices, and sampling
schemes — have been systematized in recent technical surveys such as [2—-4],
and [18].

Table 2 summarizes the principal “knobs” that define the behavior of
diffusion models and, by extension, LDMs-across both training and infer-
ence. In practice, these dimensions are tightly coupled: the noise schedule
and variance treatment shape optimization stability and the effective diffi-
culty of denoising at different timesteps, while the chosen parameterization
(e.g., predicting €, x, or v) influences loss scaling, gradient condition-
ing, and downstream sampling behavior. Guidance mechanisms, especially
classifier-free guidance and multi-condition variants, provide a controllable
trade-off between conditional alignment (e.g., prompt faithfulness) and
sample diversity, but can also increase sensitivity to prompts and hyperpa-
rameters. Finally, the sampling strategy — ranging from ancestral DDPM
sampling to deterministic DDIM, high-order solvers (e.g., DPM-Solver), and
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Table 2 Design dimensions of diffusion and LDMs

Dimension Options/Examples Impact on Model Behavior ~ References

Noise schedule Linear, cosine, sigmoid, Trade-off between stability [2—-4, 18]
custom and quality

Parameterization e-prediction, Affects loss scale and [2-4, 18]
x-prediction, v-prediction  sampling

Variance Fixed, learned, hybrid Controls stochasticity at [2-4, 18]

each step

Guidance Classifier, classifier-free, Alignment vs. diversity, [2-4, 18]
multi-cond. prompt sensitivity

Sampling strategy DDPM, DDIM, Sampling speed vs. quality [2-4, 18]

DPM-solver, distillation

distillation — largely determines the quality—latency—compute frontier: fewer
steps improve throughput and responsiveness but can degrade fine details or
increase artifacts if not carefully tuned. These system-level trade-offs have
been extensively organized in recent diffusion surveys [2—4, 18] and motivate
why implementation choices in LDM deployments are often driven as much
by efficiency constraints as by purely generative quality considerations.

2.3 Latent Representations and Perceptual Compression

Training diffusion directly in pixel space for high-resolution images (e.g.,
1024 x 1024 and beyond) is extremely expensive. A natural idea is to
first learn a compressed latent representation via an autoencoder (often a
VAE with perceptual and adversarial reconstruction losses) and then perform
diffusion in that latent space, as proposed in [1].

The encoder E' maps an image x to a latent representation z = FE(z)
in a lower-dimensional space, while the decoder D reconstructs & = D(z).
Training usually combines pixel-wise losses with perceptual losses (e.g.,
feature-space distances) and, in some cases, adversarial losses to encourage
sharpness and realistic textures, as described in [1]. The latent space is chosen
to balance:

* Compression: Reduce spatial dimensions and channels for efficient
diffusion.

* Perceptual fidelity: Preserve semantic and structural information rele-
vant to downstream generation and editing [1, 7].

Figure 2 illustrates the core architectural decomposition that makes latent
diffusion practical at high resolution. Instead of running the forward and
reverse diffusion processes in pixel space, an encoder—decoder autoencoder
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Figure 2 Conceptual architecture of a latent diffusion model (LDM). An autoencoder
(E, D) compresses images from pixel apace into a perceptually meaningful latent space,
where the diffusion process and denoising U-Net operate with cross-attentional conditioning.

(E, D) first maps an input image z into a lower-dimensional latent repre-
sentation z = F(x), and the denoising process is then executed on noisy
latent variables z; using a U-Net parameterized by €g. This shift yields a large
reduction in compute and memory footprint because the iterative denoising
steps operate on compressed spatial grids, while the decoder D reconstructs
the final image & = D(zp) only once at the end. The figure also highlights the
standard conditioning pathway used in many LDM systems: external signals
(e.g., text embeddings, semantic maps, or reference images) are injected
into the U-Net via cross-attention modules, enabling controllable generation
and editing without changing the diffusion objective itself. Finally, the skip
connections and concatenations shown in the U-Net block emphasize that,
although the diffusion occurs in latent space, the model retains multi-scale
feature aggregation — an important factor for preserving global structure while
synthesizing fine-grained details during the denoising trajectory [1].

In video LDMs, this idea extends to spatio-temporal autoencoders that
compress both spatial and temporal dimensions, as shown in [6] and the
Stable Video Diffusion family described in [8]. In medical imaging and
privacy-preserving setups, autoencoders can be tailored to domain-specific
structures and anonymization requirements, as illustrated in [9] and [11].

2.4 From Pixel-space Diffusion to Latent Diffusion Models

The term “latent diffusion models” was formalized in [1], which showed that
performing diffusion on compressed latents drastically reduces memory and
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computes while retaining or improving visual quality. The LDM formulation
combines:

1. A high-quality autoencoder providing perceptual compression and
reconstruction [1].

2. A U-Net diffusion backbone operating in latent space [1, 7].

3. Cross-attention layers that inject conditioning signals (e.g., text embed-
dings, class labels, bounding boxes) [1, 7].

This design underpins Stable Diffusion and its derivatives, which have
become standard building blocks in web-exposed generative services and
developer APIs [1, 8, 19, 24].

3 Architectural Design of Latent Diffusion Models

3.1 Autoencoder Backbone

The autoencoder in an LDM defines the latent space in which diffusion
operates, and its design strongly influences both reconstruction fidelity and
computational cost. Many practical LDMs adopt spatial downsampling fac-
tors of 4 or 8 to strike a balance between compression and reconstruction
quality [1, 7]. The latent dimensionality, i.e., the number of channels in
the latent tensor, is another key degree of freedom: increasing the channel
count typically improves visual fidelity but also raises the cost of diffusion.
Training objectives usually combine pixel-wise reconstruction losses (L1/L.2)
with perceptual losses such as LPIPS and patch-based adversarial losses to
encourage sharp, realistic reconstructions [1]. In addition, various regular-
ization mechanisms are employed, including Kullback—Leibler divergence
in VAE-style encoders, noise injection, and quantization in vector-quantized
(VQ) variants, to stabilize training and shape the structure of the latent space.
In video LDMs, the autoencoder is extended to encode spatio-temporal
volumes and decode them back to video, as discussed in [6] and [8]. In
medical imaging, domain-specific autoencoders trained on modality-specific
data (MRI, CT, X-ray) have been used as backbones for LDMs [9-14, 21].
Table 3 provides a representative cross-section of widely used LDM fam-
ilies and highlights how architectural choices co-vary with target resolution
and application domain. A consistent pattern is that higher output resolutions
are enabled primarily by (i) operating diffusion on aggressively downsampled
latents (e.g., 64 x 64 x 4 latents for 512 x 512 images) and (ii) scaling the
denoising backbone — moving from standard attention-augmented U-Nets to
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larger-capacity variants and, increasingly, hybridizations with transformer-
style blocks (DiT-like components) to better model long-range dependencies
for complex prompts. The table also emphasizes that “LDM” is not a sin-
gle fixed architecture but a design template that generalizes across data
modalities: for video, the same latent-diffusion principle is paired with spatio-
temporal latents and 3D/temporal attention backbones, while in medical
imaging the backbone and latent representation are adapted to volumetric
structure and modality-specific priors. Overall, the entries illustrate the cen-
tral trade-off surfaced in Section 3.1: increasing latent capacity and backbone
scale tends to improve fidelity and controllability, but it directly increases
the computational cost of iterative denoising — making the choice of latent
resolution, channel count, and backbone family a first-order systems decision
in real deployments [1, 7, 8, 19].

3.2 Latent Diffusion Backbone: U-Nets and Diffusion
Transformers

Most LDMs adopt a U-Net-style architecture as the diffusion network. The
original LDM employs a multi-scale U-Net with residual blocks, attention at
lower resolutions, and cross-attention blocks for conditioning [1]. Subsequent
models, such as SDXL, expand this backbone by increasing network depth
and width, adding more attention layers to better handle complex prompts and
high-resolution images [1, 7]. In parallel, diffusion transformers (DiT) have
been introduced, in which transformer blocks operate on latent patches to
provide improved scalability for large datasets and multimodal conditioning
[7, 18]. For video LDMs, the diffusion backbone is further extended with tem-
poral attention layers and spatio-temporal convolutions to capture temporal
coherence across frames and maintain consistency over time [6, 8].

3.3 Conditioning Mechanisms

LDMs support flexible conditioning mechanisms that are central to many web
applications. In text-to-image systems such as Stable Diffusion, text condi-
tioning is implemented via cross-attention, where CLIP-like text embeddings
are injected at multiple depths of the U-Net through cross-attention layers
[1, 7], and these implementation patterns are reflected in production pipelines
such as those described by the Diffusers library [19]. To control the trade-
off between alignment and diversity, modern models commonly employ
classifier-free guidance, which generates both conditioned and unconditioned
predictions and interpolates between them; this strategy is widely used in
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SDXL and related models and is surveyed in [2, 3], and [18]. Beyond pure
text conditioning, many web-based editing tools rely on latent editing and
inversion, in which invertible encoders and tailored noise scheduling map
existing images into the latent space to enable operations such as background
replacement, localized edits, and style transfer [1, 8, 19]. In domain-specific
settings, such as medical imaging, LDMs (e.g., MedFusion and brain imaging
LDMs) can additionally condition on clinical attributes, segmentation masks,
or scanner parameters to better capture task-specific constraints.

3.4 Training Objectives and Noise Schedules

Training an LDM typically involves optimizing a denoising loss over a range
of diffusion timesteps, and several design choices in this process strongly
affect performance. A first choice is the noise parameterization: models may
be trained to predict the injected noise (e-prediction), the clean latent variable
(x-prediction), or hybrid velocity-type quantities; comparative analyses of
these parameterizations and their trade-offs are provided in [2, 3], and [4].
A second key component is the variance and noise schedule, where cosine or
sigmoid schedules and learned variances are used to improve training stability
and sample quality; these designs are broadly investigated in [2] and are sum-
marized for practitioners in [18]. Finally, guidance strategies play a central
role in aligning model outputs with desired conditions: classifier-based and
classifier-free guidance, multi-condition guidance, and task-specific guid-
ance mechanisms have all been explored, including approaches tailored for
robust watermarking and safety constraints, as reviewed from a watermarking
perspective in [5].

3.5 Sampling and Acceleration

Naive diffusion sampling requires hundreds or even thousands of reverse
steps, which is prohibitive for real-time or near-real-time web services. Con-
sequently, practical LDM deployments rely heavily on sampling acceleration
techniques. Deterministic samplers such as DDIM reduce the number of
sampling steps while largely preserving image quality and are widely adopted
in Stable Diffusion pipelines [2, 19]. Higher-order solvers, including DPM-
solver-type integrators, further shrink the number of denoising steps (often
to 10-30) with minimal degradation, and their design rationale is discussed
in [4] and [18]. Distillation offers a complementary route, in which compact
student models approximate the multi-step diffusion process in only a few
steps; diffusion distillation methods are surveyed in [18] and are increasingly
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integrated into production systems [8]. In addition, quantization and low-rank
adaptation (LoRA) techniques reduce memory usage and enable efficient
fine-tuning, which is particularly important for maintaining customized LDM
instances in web applications [18, 19]. Together, these methods make efficient
sampling a core enabling factor for deploying LDMs over web APIs at scale,
where latency targets of only a few seconds per request are common.

4 Taxonomy of Latent Diffusion Models

We now categorize LDMs by data modality and application context, empha-
sizing representative models.

4.1 2D Image LDMs

The canonical LDM is the model of [1], which operates on 2D images
through a latent autoencoder and a U-Net diffusion backbone with text
conditioning. Stable Diffusion v1/v2 follow this design, differing in training
data, resolution, and text encoders; their implementation details and pipelines
are described in [1, 19], and the platform-oriented documentation in [8].
SDXL extends the architecture with larger capacity, multi-scale conditioning,
and improved training recipes, enabling high-resolution synthesis suitable
for production web services, as detailed in [7] and analyzed from a systems
perspective in [8, 24]. These models serve as building blocks for many web
applications and APIs.

4.2 Video and 4D LDMs

Latent video diffusion models extend LDMs to generate temporally coherent
video by operating in a learned latent video space rather than directly on
pixels. He et al. [6] introduce latent video diffusion models (LVDMs), which
first learn a compact latent representation of video sequences and then apply
diffusion in this space, achieving high-fidelity generation for long videos.
Building on similar ideas, the Stable Video Diffusion family and related
latent-video models are exposed through the Stability developer platform,
providing video generation and editing capabilities via web APIs [8]. Recent
“4D” extensions, which incorporate camera motion or 3D-aware representa-
tions, often combine LDMs with 3D priors and are discussed more broadly
in diffusion-based vision surveys such as [3] and [4]. Compared with image-
only LDMSs, these video and 4D models face stricter memory and latency
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constraints, which in turn motivate more aggressive compression schemes
and sampling acceleration strategies, as emphasized in [6] and [8].

4.3 Domain-specific LDMs

Table 4 summarizes how the LDM paradigm has been specialized beyond
general-purpose text-to-image generation to accommodate domain con-
straints, data structures, and task-specific objectives. In medical imaging,
LDMs are frequently used for synthesis and reconstruction under strong
regulatory and privacy requirements; consequently, model design often incor-
porates modality-specific autoencoders (e.g., 2D/3D latents for MRI/CT
volumes), task-aware conditioning (segmentation masks, acquisition param-
eters, or anatomical priors), and governance-oriented constraints such as
anonymization, auditability, and controlled deployment — features that dif-
ferentiate these systems from open-ended creative generators [9-14, 21].
Watermarking-oriented LDM pipelines, by contrast, treat diffusion as a con-
trollable transformation process where the central trade-off is robustness
versus perceptual invisibility: the model and post-processing chain must
preserve imperceptibility while maintaining reliable detection under com-
mon transformations (compression, resizing, mild edits), which motivates
specialized objectives and evaluation protocols [5]. For text, diffusion-based
generation typically requires bridging the discrete token space and continuous
denoising dynamics (e.g., via continuous relaxations, embeddings, or latent-
variable formulations), with the goal of retaining diffusion’s parallelizable
sampling advantages while achieving competitive linguistic quality [16]. In

Table 4 Domain-specific LDMs by modality

Example

Domain/Modality Typical Tasks Models/Works Notes References

Medical imaging  Synthesis, Brain MRI LDM, Regulatory & [9-14, 21]
reconstruction, MedFusion, privacy constraints
anonymization anonymization

‘Watermarking Invisible LDM watermarking Robustness vs [5]
watermarking, pipelines imperceptibility
detection

Text Non-autoregressive Text diffusion models  Discrete to [16]
text generation continuous mapping

Time series Forecasting, Time-series diffusion ~ Long-range [17, 20]
imputation with latents dependencies

Inverse problems  Deblurring, LDM priors in inverse ~ Data-consistency [15]

super-resolution, CT

problems

constraints




614  Jee-Woo Shin et al.

time-series settings, LDMs are adapted to capture long-range dependencies
and uncertainty in forecasting and imputation, often combining temporal
encoders with latent diffusion to balance expressivity and computational
efficiency on long horizons [17, 20]. Finally, for inverse problems such as
deblurring, super-resolution, and CT reconstruction, LDMs are increasingly
used as powerful learned priors integrated with data-consistency constraints;
here, the dominant design question is how to couple the generative prior with
the forward measurement model to achieve faithful reconstructions while
remaining stable and efficient at inference time [15].

4.3.1 Medical imaging

LDMs have been actively explored in medical imaging. Pinaya et al. [9]
introduce a brain-imaging generation pipeline using LDMs that produce
realistic 3D MRI samples for data augmentation and analysis. Miiller-Franzes
et al. [10] show that diffusion probabilistic models can outperform GANs
on a range of medical image synthesis tasks, including models that operate
in latent spaces. Campos et al. [11] propose LDMs for privacy-preserving
medical image anonymization, demonstrating that carefully designed latents
can remove identifiable information while preserving clinical utility.

Several surveys synthesize diffusion-based methods for medical imaging.
[12, 13], and [14] review diffusion models for medical image analysis,
covering applications such as reconstruction, segmentation, synthesis, and
domain adaptation. A curated list of diffusion models in medical imaging is
maintained in [21]. These works highlight LDM variants for MRI, CT, X-ray,
and ultrasound, including models that serve as priors in inverse problems and
in domain-adaptation pipelines [12-15, 21].

4.3.2 Watermarking and provenance

Hur et al. [5] review latent diffusion models for image watermarking, survey-
ing recent trends in embedding and detecting watermarks in LDM outputs.
LDMs can incorporate watermarking directly in latent space or in image
space, balancing robustness and imperceptibility; these mechanisms are par-
ticularly relevant to web-exposed generative services that need to signal
Al-generated content and support provenance [5].

4.3.3 Text and discrete data
Li et al. [16] survey diffusion models for non-autoregressive text genera-
tion, including latent-space diffusion approaches where discrete tokens are
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mapped to continuous representations before diffusion. While many of these
models are not classical LDMs in the sense of [1], similar latent-space
diffusion ideas appear in compressing and modeling discrete sequences and
are also discussed in broader diffusion surveys such as [18].

4.3.4 Time series and spatio-temporal data

Yang et al. [17] present a survey on diffusion models for time series and
spatio-temporal data, covering applications such as forecasting, imputation,
and anomaly detection. Again, while not all models are strict LDMs, sev-
eral approaches use learned latent spaces to handle long time horizons and
complex dependencies. A curated list documenting diffusion models for time
series is maintained in [20], providing code and dataset links that are useful
for web-scale experimentation.

4.3.5 Inverse problems

Daras et al. [15] survey diffusion models for inverse problems (e.g., deblur-
ring, super-resolution, tomography), including LDM-style priors that oper-
ate in compressed feature spaces. LDMs are particularly appealing where
domain-specific autoencoders already exist (e.g., MRI, CT) and can be reused
for latent diffusion [10, 12, 15].

4.4 Ecosystem and Tooling

Open-source libraries and curated resources have played a central role in
accelerating the adoption of LDMs. The original latent-diffusion and Sta-
ble Diffusion repositories described in [1] and subsequently maintained
via the diffusion pipelines of [19] provide reference implementations, pre-
trained checkpoints, and configuration templates that many later works build
upon. On top of these foundations, Hugging Face Diffusers offers unified,
production-oriented pipelines for Stable Diffusion and related models, with
a strong emphasis on deployment, optimization, and interoperability across
hardware backends [19]. In parallel, curated lists such as those compiled
by [20] for time-series applications and by [21] for medical imaging catalog
tasks, datasets, and codebases, thereby supportreproducible research and
engineering practice. Collectively, these open resources shape how LDMs
are integrated into web services and platforms — from rapid prototyping in
notebooks to large-scale serving in production environments — as exemplified
by [19, 23], and [8, 24].
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5 Evaluation Methodologies

Evaluating LDMs involves both model-centric and system-centric metrics.
Surveys on diffusion models, such as [2—4, 12], and [18], provide overviews
of common evaluation practices, which we adapt here to LDM-specific and
web-centric contexts.

5.1 Image and Video Quality Metrics

Common quality and diversity metrics for LDMs largely follow those used
in the broader generative modeling literature. The Fréchet inception distance
(FID) and the Kernel inception distance (KID) quantify distributional sim-
ilarity between generated and real images and have become the dominant
benchmarks in diffusion studies summarized in [2, 3], and [18]. The inception
score (IS) also estimates the quality and diversity of generated samples,
although it has gradually been supplanted by FID and KID in recent diffusion
research [2]. For text-to-image models, CLIP-based scores such as CLIP-
Score evaluate text—image alignment, which is critical for prompt-driven
LDMs; these metrics are discussed in [3] and [18] and are commonly used
in Stable Diffusion evaluations [19]. In the video domain, temporal metrics
including Fréchet video distance (FVD) and temporal LPIPS are employed to
assess temporal consistency and perceptual quality across frames [3, 6, 18].
Table 5 highlights that no single metric is sufficient to characterize LDM
performance, because different metrics capture different failure modes. In
practice, FID and KID are most often used as primary “offline” indicators of
realism and diversity, but both depend on the chosen feature extractor and can

Table 5 Evaluation metrics for LDMs

Type
(Quality/)
(Diversity/)
Metric Alignment/etc.) Description Strengths Limitations References
FID Quality & diversity Distance between Widely used, Sensitive to feature 2, 3, 18, 19]
feature interpretable extractor
distributions
KID Quality & diversity MMD-based Unbiased estimate  Less standardized [2, 3, 18]
kernel distance than FID
Inception score  Quality & diversity —Classifier-based Simple to compute  Not robust, dataset [2,3,18]
score dependent
CLIPScore Text-image CLIP similarity Measures semantic ~ Depends on CLIP [3, 18, 19]
alignment between text and alignment biases
image
FVD Temporal quality Distance between Evaluates temporal ~ Requires video [3,6, 18]

(video) video feature coherence datasets
distributions
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be sensitive to evaluation protocol details (e.g., the number of generated sam-
ples, preprocessing, and dataset mismatch), which complicates direct cross-
paper comparisons [2, 3, 18]. Inception score remains historically influential
and easy to compute, yet it is particularly dataset- and classifier-dependent
and can be gamed by producing confident-but-narrow samples; consequently,
recent diffusion work tends to treat it as secondary to FID/KID [2, 3].
For prompt-driven LDMs, CLIPScore (and related CLIP-based measures) is
valuable because it targets text—image alignment, but it also inherits biases
and blind spots of the underlying CLIP model and does not reliably capture
photographic quality, fine detail, or safety-related attributes; thus, it is best
interpreted jointly with quality/diversity metrics and qualitative inspection
[3, 18, 19]. In the video setting, FVD and temporal perceptual metrics extend
the same logic to spatio-temporal coherence, but they are computationally
heavier, require carefully curated video datasets, and can under-penalize
certain artifacts (e.g., repeated textures or subtle temporal flicker) unless
paired with complementary temporal-consistency checks [3, 6, 18]. Overall,
Table 5 motivates a multi-metric evaluation stack — typically combining
distributional similarity (FID/KID), conditional alignment (CLIP-based), and
temporal coherence (FVD/temporal LPIPS) — with transparent reporting of
protocols (sample counts, prompts, dataset splits) to ensure that results are
reproducible and meaningful for real-world deployment decisions [2, 3, 18].

5.2 Task-specific and Downstream Metrics

Domain-specific LDMs are often evaluated indirectly through their impact on
downstream tasks rather than solely by generic perceptual scores. In medical
imaging, for example, LDM-generated images are assessed by how well they
support segmentation, detection, or reconstruction pipelines; typical metrics
include Dice coefficients for segmentation, detection precision and recall, and
reconstruction error, as used in [9-11], and the surveys [12—-14]. For text and
time-series applications, evaluations likewise rely on task-specific criteria
such as BLEU and ROUGE scores and perplexity for text, as well as fore-
casting error (MAE/RMSE) and anomaly-detection AUC for temporal data,
following the discussions in [16, 17], and [20]. In web-deployed systems,
these offline metrics are typically complemented by online measurements
obtained from A/B testing, click-through rates, and other engagement indi-
cators, which provide additional insight into user satisfaction and business
impact, as emphasized in platform documentation such as [8, 24] and in prior
web-systems survey discussions [26, 27].
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Table 6 Domain-specific/downstream evaluation

Domain Downstream Task Metrics (Examples)  Example Works Notes
Medical Segmentation from Dice, loU, HD95 [9-14] Measure if
imaging synthetic data synthetic data

improves training

Medical Reconstruction PSNR, SSIM, NMSE [10, 12-15] LDM as prior for

imaging inverse problems
Text Generation quality BLEU, ROUGE, [16] Fluency vs

human eval diversity trade-offs
Time Forecasting MAE, RMSE, MAPE [17, 20] Multi-step forecast
series performance
Inverse Super-resolution/ PSNR, SSIM, [15] Data-consistent
problems  deblurring perceptual metrics reconstructions

Table 6 emphasizes that, for domain-specific LDMs, evaluation is often
most meaningful when framed in terms of utility — i.e., whether gener-
ated or reconstructed outputs measurably improve an end task — rather
than solely in terms of generic perceptual similarity. In medical imag-
ing, this typically means assessing whether LDM-generated data improves
segmentation or detection models (e.g., via Dice/loU/HD9S5 for segmenta-
tion, precision—-recall metrics for detection), or whether LDM-based priors
improve reconstruction fidelity under limited or noisy measurements (e.g.,
PSNR/SSIM/NMSE), since these metrics align directly with clinical or oper-
ational objectives and can reveal failures that perceptual scores miss (e.g.,
anatomically implausible structures that still look “realistic”’) [9-15]. For
text and time-series diffusion models, downstream metrics likewise target
task performance: BLEU/ROUGE and human preference judgments probe
semantic adequacy and fluency in text generation, while MAE/RMSE/MAPE
and anomaly-detection AUC capture predictive accuracy and decision rele-
vance in temporal settings [16, 17, 20]. Importantly, Table 6 also underscores
a deployment reality: in web-facing products, offline task metrics are rarely
sufficient on their own, and are typically paired with online experimentation
(A/B tests, CTR, retention, satisfaction proxies) to quantify user impact and
business value under real traffic distributions, where latency, reliability, and
safety constraints interact with model quality [8, 24, 26, 27]. Consequently,
rigorous evaluation of LDM systems is best viewed as a two-layer pro-
cess — offline task-validity checks for scientific comparability, followed by
online measurement to validate usefulness and robustness in the operational
environment.



LDMs: A Survey on Foundations, Variants, and Web-scale Deployments 619

5.3 Safety, Robustness, and Watermarking

Safety and robustness are particularly important for LDMs exposed via
the web [5, 9-14, 18, 28]. In safety-critical and clinical scenarios, evalua-
tion increasingly focuses on several complementary aspects. First, content-
moderation performance is assessed by measuring a model’s ability to detect
NSFW or otherwise harmful content and by quantifying how easily prompt-
based “jailbreaking” can occur when models are repurposed or misused
[10, 12-14]. Second, robustness to adversarial edits is evaluated by testing
whether prompt manipulations can bypass safety filters, especially in hosted
services where users can iteratively refine prompts [10, 11, 18]. Third, for
watermarking schemes embedded in LDM outputs, robustness is measured in
terms of detection accuracy under common transformations such as resizing,
compression, cropping, and adversarial removal, as surveyed in [5]. These
considerations are particularly important for web platforms that serve large,
diverse user bases and must comply with regulations on medical and personal
data [11-14, 18, 25].

6 LDMs in Web Engineering: Systems and Applications

A key requirement for articles in web engineering venues is that the web-
engineering relevance be explicit [25]. LDMs are now deeply integrated into
web ecosystems as services, APIs, and end-user applications [8, 19, 22-24].

6.1 Web-exposed LDM Services

Several public platforms now expose LDMs as web services. Hosted web
user interfaces built with frameworks such as Gradio allow users to generate
images directly from their browser on managed infrastructure, often running
on Hugging Face Spaces or similar hosting platforms [19, 23]. Beyond inter-
active Uls, third-party Stable Diffusion APIs — for example, services such as
stablediffusionapi.com — offer REST endpoints for image generation, upscal-
ing, and editing, targeting mobile and web developers who wish to integrate
LDM capabilities programmatically into their applications [22]. At a larger
scale, the Stability Al developer platform provides a unified API for multiple
LDM-based models (including Stable Diffusion v3.x, SDXL, and Stable
Video Diffusion), together with documentation on authentication, pricing,
and integration that facilitates deployment in commercial web applications [8,
24]. Collectively, these platforms exemplify typical web-engineering con-
cerns — API design, authentication and authorization, rate limiting, request



620 Jee-Woo Shin et al.

Table 7 LDM-based platforms and APIs

Platform/ Access Type Supported Models

Service (UIVAPI) (Examples) Key Features Reference

Stability API REST API SDXL, SD 3.x, Stable Auth, pricing, usage [8, 24]

Video limits

stablediffusionapi. REST API Stable Diffusion Simple API, multiple [22]

com variants endpoints

Hugging Face Web UI + API WebUI apps for Stable ~ Community-hosted [23]

Spaces Diffusion Uls, Gradio

Diffusers library Python library + Many diffusion/LDM Unified API, [19]
CLIs pipelines optimization

tracing, logging, and billing — which mirror themes discussed in prior
system-oriented surveys in the web engineering literature [26, 27].

Table 7 consolidates representative access patterns through which LDM
capabilities are operationalized as web-facing products, ranging from end-
user interfaces to developer-oriented APIs and software libraries. A common
distinction is between hosted interactive experiences (e.g., browser-based
generation Uls deployed on community or managed hosting) and pro-
grammable service layers that expose generation, editing, and upscaling
as REST endpoints for integration into mobile and web applications [Dif-
fusers Team, 19; Hugging Face Spaces, 23; stablediffusionapi.com, 22]. The
Stability API illustrates a third pattern — a commercial platform API that
standardizes authentication, pricing, quota enforcement, and versioned model
access across multiple LDM families (e.g., SDXL, SD 3.x, and video vari-
ants), effectively treating model inference as a metered cloud service [8, 24].
From a systems standpoint, the table underscores that “model quality” is
only one component of deployment readiness: production offerings must also
provide predictable interfaces, backward-compatible model/version man-
agement, observability (request tracing and logging), reliability controls
(timeouts, retries, queueing), and governance mechanisms (safety filters and
watermarking where applicable). These platform concerns align closely with
recurring themes in system-level surveys of web search and question answer-
ing, where the engineering challenge lies in wrapping sophisticated models
inside robust, measurable, and economically sustainable service abstractions
rather than in the model alone [26, 27].

6.2 Application Patterns in Web Systems

Web applications employ LDMs in several recurring patterns that reflect
different modes of interaction and integration. A first class of use cases
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comprises interactive creative tools, including text-to-image user interfaces
for marketing creatives, game art, and Ul mock-ups, as well as image-to-
image editors that support style transfer, background replacement, and prod-
uct photography. A second class centers on programmatic content generation,
where content-management or e-commerce backends automatically generate
or modify visual assets for large catalogs of items, and ad-tech pipelines
produce and test multiple creatives via LDMs while optimizing them based
on user engagement. A third pattern involves domain-specific portals, such
as web platforms that provide synthetic medical images for research and edu-
cation — sometimes incorporating LDM-based anonymization [9, 11, 21] —
and scientific visualization services that rely on LDMs trained on special-
ized datasets. Finally, developer-facing platforms expose LDM capabili-
ties through API gateways and software development kits, allowing web
developers to integrate generative features with minimal machine-learning
expertise by wrapping Diffusers-based pipelines or commercial APIs [8, 19,
22, 24].

6.3 System Architecture for LDM-based Web Services

Typical architecture patterns for web-deployed LDMs largely follow mod-
ern microservice-based designs. A browser-based frontend or single-page
application communicates with a backend gateway that routes requests to
inference services hosting LDM models on GPU nodes, while auxiliary
services handle logging, metrics collection, watermark insertion and verifi-
cation, safety filtering, and caching; comparable multi-tier architectures have
been described in prior surveys of web search and question-answering sys-
tems [26, 27]. Model-serving strategies depend on workload characteristics:
offline or dataset-generation workloads can exploit batching for efficiency,
whereas interactive user interfaces typically require per-request inference. In
addition, models are often sharded across GPUs or container instances to
expose different variants (e.g., SDXL, SD 3.x, Stable Video Diffusion) under
a unified service layer [7, 8]. To handle bursty demand in public web services,
horizontal autoscaling based on GPU utilization and request-queue length is
essential [8, 24]. Latency management is also a central concern: low-step
samplers and distilled student models are used to keep synchronous image-
generation flows within target response times (often around 1-3 seconds
per image), whereas longer-running tasks such as video generation are com-
monly shifted to asynchronous workflows with status polling or notification
callbacks [6, 8].
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Table 8 System-level design patterns for LDM web services

Drawbacks/

Pattern Description Advantages Trade-offs References
Microservice  Separate gateway,  Scalability, Operational [8, 24,26, 27]
architecture inference, logging  modularity complexity
Autoscaling Scale GPU nodes Cost efficiency, Scaling delay, [8, 24, 18]

by load burst handling cold starts
Asynchronous Queue-based Handles long More complex [8, 24, 26, 27]
jobs long-running tasks (video) client logic

generation
Batching & Batch similar Higher Latency for [18, 24]
caching requests, cache throughput, individual

results lower cost requests

Table 8 distills recurring system-level patterns that determine whether
an LDM-backed service is merely “deployable” or truly production-grade
under real web traffic. The microservice decomposition (gateway, inference,
and auxiliary observability/safety components) improves modularity and
independent scaling, but it introduces operational overhead — interface ver-
sioning, service discovery, distributed tracing, and incident response become
first-order concerns once requests traverse multiple hops [8, 24, 26, 27].
Autoscaling is essential for handling bursty demand while controlling GPU
cost; however, it must be engineered around practical constraints such as
cold-start latency (container/model load times), GPU fragmentation, and
queue instability during sudden traffic spikes [8, 24, 18]. The asynchronous
job pattern is a natural fit for long-running generation (notably video), where
synchronous HTTP timeouts and interactive UX constraints make queue-
based execution with polling or callbacks the dominant design; the trade-off
is increased client and product complexity, including progress reporting,
idempotency, cancellation, and retry semantics [8, 24, 26, 27]. Finally, batch-
ing and caching directly influence unit economics: batching amortizes GPU
overhead across requests and can substantially increase throughput for offline
or high-volume workloads, while caching (at the prompt/seed/output level,
or via intermediate features) reduces redundant compute; both techniques,
however, must be balanced against latency SLOs, personalization needs, and
the risk of serving stale or policy-inconsistent outputs when safety filters
or model versions change [18, 24]. Taken together, the patterns in Table 8
formalize the central deployment trade-off for web-facing LDMs: maximiz-
ing quality and controllability while meeting latency, reliability, and cost
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constraints through careful orchestration of scaling, execution mode (sync
vs async), and inference optimization.

6.4 Resource Efficiency and Cost

Because LDMs remain computationally intensive, web engineering for
LDM-based services must explicitly account for GPU resource management,
caching, and configuration control. GPU sharing and scheduling become
nontrivial when mixed workloads — such as small versus large images or
still images versus video — compete for the same accelerators. Caching can
mitigate some of this cost by storing frequently requested prompts or inter-
mediate latent representations when privacy constraints permit, leveraging
the substantial repetition observed in public web Uls [8, 19, 23]. At the same
time, exposed inference parameters (e.g., number of diffusion steps, guidance
scale, and output resolution) must be bounded and validated to prevent
unbounded growth in latency and infrastructure cost. Diffusion-efficiency
techniques originally studied in medical imaging — such as lightweight archi-
tectures, pruning, and knowledge distillation [12—14] — are equally relevant
for web deployment. Similar considerations arise in time-series and inverse-
problem settings, where diffusion models are required to operate under tight
compute budgets while still meeting task-specific accuracy requirements
[15, 17, 20].

7 Safety, Ethics, and Governance in Web-exposed LDMs

LDMs deployed on the web raise legal, ethical, and societal challenges [5,
11-14, 18, 25, 28, 29].

7.1 Copyright and Training Data

Stable Diffusion and similar models have faced legal challenges over the use
of copyrighted training data. A recent UK case between Getty Images and
Stability Al, reported in [29], led to findings of trademark infringement for
images including Getty watermarks, while broader questions about copyright
in model training remained unresolved. This uncertainty affects both model
developers and web platforms consuming these APIs. Web-scale deployment
must therefore consider licensing of training data, indemnification clauses,
and clear documentation of content usage, as emphasized in [8, 24] and
broader governance discussions in [18] and [25].
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7.2 Deepfakes and Harmful Content

Open-source LDMs such as Stable Diffusion and newer models like Flux can
be fine-tuned into deepfake generators with minimal technical expertise. The
Oxford Internet Institute [28] reports tens of thousands of such generators
hosted on platforms including Civitai and Hugging Face, collectively down-
loaded millions of times and predominantly used to create non-consensual
explicit images, posing serious risks to privacy, harassment, and reputational
harm. In response, web-scale LDM services must incorporate multiple layers
of protection, including prompt filtering and safety classifiers, NSFW and
face-matching detection systems with strong privacy safeguards, and clearly
articulated community guidelines accompanied by reporting mechanisms and
enforcement processes [8, 19, 23, 24, 28].

7.3 Watermarking, Provenance, and Detection

As LDM-generated content proliferates, provenance mechanisms become
increasingly critical. Hur et al. [5] survey watermarking strategies tai-
lored to latent diffusion models, including schemes that embed signals in
either the latent or image domain. Building on these ideas, platform-level
approaches typically combine several measures: embedded watermarks or
invisible markers that explicitly denote Al-generated content [5]; metadata
and cryptographic signatures attached at generation time via platform APIs,
which support downstream verification and policy enforcement [8, 24]; and
detection models trained to distinguish Al-generated samples from real data,
even though adversarial training and model adaptation can erode the effec-
tiveness of such detectors over time [5, 18, 28]. From a web-engineering
perspective, watermarking and provenance must be integrated at the infras-
tructure level-during rendering, upload, and distribution-rather than being left
solely to individual applications, an architectural requirement emphasized
in both watermarking surveys and discussions within the Journal of Web
Engineering [5, 25].

Table 9 summarizes the practical mechanism stack that platforms typi-
cally assemble to manage safety and provenance for LDM-generated content,
and it highlights why these controls must be treated as end-to-end system
properties rather than isolated model add-ons. Watermarking approaches
differ primarily by where the signal is injected: latent-space embedding can
be more robust to common post-processing and may be harder to remove
without degrading content, but it can interact with the latent distribution and
potentially affect generation fidelity; image-space watermarking is simpler
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Table 9 Safety, watermarking, and deepfake mitigation techniques

625

Integration Point

(Latent/

Technique Image/Post) Strengths Limitations/Risks ~ References
Latent Latent space Harder to remove,  May affect latent [5]
watermark during generation  robust distribution
embedding
Image-space Post-processing Simple, Easier to crop or [5]
watermarking ~ on generated model-agnostic modify

images
Metadata/ At API/platform Clear provenance, Can be stripped [8, 18, 24]
signatures layer audit trails by re-encoding
Safety Post-generation Blocks Adversarial [11, 18, 28]
classifiers filtering harmful/NSFW prompts, false

content negatives

Deepfake Model-based Detects synthetic Arms race with [28, 29]
detection deepfake faces/content generator models

detectors

and model-agnostic, yet it is more vulnerable to removal via cropping,
resizing, or re-encoding transformations [5]. Metadata and cryptographic
signatures introduced at the API/platform layer provide a complemen-
tary provenance channel — enabling audit trails, accountability, and policy
enforcement — but they rely on preservation of metadata across downstream
pipelines, and thus can be weakened when content is redistributed through
channels that strip or rewrite headers and EXIF-like fields [8, 18, 24]. Safety
controls similarly require layered defenses: post-generation safety classifiers
can reduce harmful or policy-violating outputs, but they remain susceptible
to adversarial prompting and distribution shift; as a result, many deployments
combine classifier-based filtering with rate limits, abuse monitoring, and
human review workflows for high-risk cases [11, 18, 28]. Finally, deepfake
detection illustrates an inherent arms race: detector performance can degrade
as generators improve or adapt, implying that detection should be coupled
with provenance signals and platform governance rather than treated as a
standalone solution [28]. Taken together, the techniques in Table 9 motivate
a defense-in-depth architecture in which watermarking, metadata, filtering,
and detection are integrated into generation, storage, and distribution work-
flows to maintain verifiable provenance and enforce safety policies at web
scale [5, 8, 24, 25].
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7.4 Fairness, Bias, and Representation

LDMs trained on large web-scraped datasets inevitably inherit biases related
to gender, race, culture, and social roles. Although this survey does not aim
to provide an exhaustive review of fairness-mitigation techniques, several
directions are particularly relevant. First, careful curation of training data and
prompt templates is repeatedly emphasized in diffusion-model and broader
Al survey literature as a primary line of defense against amplifying harmful
stereotypes [2, 18]. Second, post-hoc debiasing strategies — such as targeted
fine-tuning or modified guidance procedures — have been proposed in the
research literature and, in some cases, reflected in platform guidelines as prac-
tical ways to mitigate biased behavior in deployed models [8, 24]. Finally,
transparency toward end-users about model limitations and bias risks remains
crucial, aligning with broader concerns around fairness and accountability in
web search and recommendation systems discussed in the web engineering
literature [26, 27].

8 Open Research Directions

We highlight several open directions at the intersection of LDM research and
web-engineering practice, synthesizing perspectives from recent diffusion
surveys, domain-specific LDM studies, and discussions on provenance and
governance in web platforms [2-5, 9-18, 20, 25, 28, 29]. First, advances in
controllable and interpretable LDMs —e.g., structured conditioning interfaces
(scene graphs, Ul layouts, and symbolic constraints) and more disentangled
or interpretable latent subspaces — would enable developers to build gener-
ative services that behave predictably under diverse prompts and production
traffic. Second, the rise of multimodal web ecosystems, where LDMs are
composed with large language models, audio diffusion models, and 3D/4D
generators for applications such as generative games and interactive story-
telling, introduces new requirements for cross-modal consistency, interface
design, and end-to-end safety management [3, 18]. Third, resource-efficient
deployment remains central: progress in distillation, low-rank adaptation,
quantization, dynamic routing, and multi-scale acceleration can substantially
reduce latency and cost while expanding feasibility to edge or on-device
settings [4, 15, 12—14, 18]. Fourth, standardized evaluation protocols tailored
to web settings are needed; beyond offline perceptual scores, benchmarks that
incorporate latency-adjusted quality, reliability, user-experience outcomes,
fairness, and safety would support more principled engineering choices [2, 3,
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Table 10  Open research directions for LDMs in web engineering

Implications for

Direction Short Description Key References Web Engineering
Controllable & Better control signals [2-4, 18] More predictable web
interpretable and interpretable services, safer UX
LDMs latents
Multimodal web LDMs + LLMs + [3, 18] Rich interactive
ecosystems audio/3D models applications, new UI
patterns
Efficiency & Distillation, [4, 12-15, 18] Lower cost, wider
deployment quantization, LoRA, hardware support
edge deployment
Standardized Benchmarks including [2, 3, 12-14, 18] Comparable systems,
evaluation safety & latency better engineering
choices
Legal & regulatory ~ Copyright, deepfakes, [25, 28, 29] Compliance
frameworks consent, liability requirements for web
platforms
Domain-specific Integrating LDMs into  [9-12, 14, 15, 21]  Specialized portals,
LDM-as-prior medical/scientific trusted domain
pipelines services

12-14, 18]. Fifth, evolving legal and regulatory frameworks will increas-
ingly shape deployment practices on the web, especially around data use,
provenance and watermarking, consent, and liability [25, 28, 29]. Finally, in
medical imaging and scientific computing, LDMs are emerging as powerful
priors or conditional generators embedded in analysis pipelines and may
be delivered through specialized web portals and APIs that support domain
constraints, auditability, and privacy-preserving operation [9-15, 21].

Table 10 summarizes these directions and makes explicit their implica-
tions for web-engineering design. Controllability and interpretability trans-
late into concrete product and API primitives — typed control signals,
constraint-aware generation endpoints, and debuggable intermediate rep-
resentations — that reduce unexpected behavior and improve operational
reliability. Multimodal ecosystems, in turn, call for compositional service
orchestration, shared safety policies across modalities, and interface patterns
that keep users “in the loop” while maintaining cross-modal coherence.
Efficiency-oriented research directly affects platform unit economics and
SLO compliance by enabling faster inference, broader hardware support, and
graceful degradation strategies under load. Standardized evaluation frame-
works would allow teams to compare systems under consistent protocols that



628 Jee-Woo Shin et al.

reflect real deployments, integrating latency, robustness, fairness, and safety
into decision-making rather than treating them as separate afterthoughts.
Legal and regulatory evolution motivates compliance-by-design architec-
tures — provenance capture, watermark/signature enforcement, auditable logs,
and policy-aware content pipelines. Finally, domain-specific LDM-as-prior
settings emphasize trusted delivery: curated portals and APIs that expose
domain-appropriate controls, privacy guarantees, and validation hooks so that
generative capabilities can be integrated into professional workflows with
clear governance boundaries.

9 Conclusion

Latent diffusion models (LDMs) have become a central paradigm for
high-fidelity generative modeling, particularly in settings where resolution,
latency, and scalability constraints matter. By separating (i) perceptual com-
pression via an autoencoder from (ii) iterative denoising in a learned latent
space, LDMs substantially reduce the computational burden of diffusion
while preserving strong sample quality — an engineering trade-off that makes
large-scale image and video generation more feasible on contemporary GPU
infrastructure [1, 7]. This practicality is reflected in widely used software
stacks and platform deployments that expose LDM capabilities as reusable
components in production content pipelines [8, 19, 24].

This survey consolidated the LDM landscape from first principles to
deployment practice. On the algorithmic side, we organized key design
dimensions — noise schedules, parameterizations, variance handling, guid-
ance mechanisms, and sampling solvers — together with the architectural
choices that dominate modern LDM families, including autoencoder back-
bones, cross-attention conditioning, and scaling strategies for higher res-
olution and more complex prompts [2—4, 18]. On the systems side, we
framed these modeling choices in terms of the quality—latency—cost frontier
that governs real services: compression ratios and latent capacity deter-
mine denoising cost; sampler and distillation choices determine respon-
siveness; and conditioning interfaces determine controllability and product
reliability.

A consistent conclusion across the literature is that evaluation must be
multi-layered. Offline perceptual and distributional metrics (e.g., FID/KID
and alignment measures such as CLIP-based scores) remain useful for
research comparability, but they are incomplete proxies for user value,
robustness, and safety under real-world usage [2, 3, 18]. In domain settings,
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the most informative signal often comes from downstream utility — e.g.,
whether generated data improves segmentation, detection, or reconstruction
performance in medical imaging — because plausible-looking outputs can still
be invalid for the task or violate domain constraints [9-15]. For web-facing
systems, offline metrics are therefore best interpreted alongside online mea-
surements (A/B tests, engagement, retention, and SLO-oriented reliability
metrics) to ensure that gains persist under shifting traffic distributions and
evolving user behaviors [8, 24, 26, 27].

From an engineering standpoint, LDMs increasingly function as web-
exposed capabilities rather than standalone research artifacts. The survey
highlighted recurring service patterns — API gateways routing to GPU-backed
inference workers, auxiliary services for safety filtering and watermarking,
observability and tracing, caching/batching for throughput, and asynchronous
job orchestration for long-running tasks such as video generation — that col-
lectively determine whether an LDM can be operated reliably and economi-
cally at scale [6, 8, 24]. Platform examples and tooling ecosystems illustrate
that interface stability (versioning and backward compatibility), workload-
aware serving (batch vs per-request inference; sync vs async flows), and
operational governance (quotas, abuse monitoring, and audit logs) are as
critical as model architecture for sustaining production deployments [8, 19,
22-24].

We also emphasized that responsible deployment requires treating safety,
provenance, and governance as first-class system requirements. Bias inherited
from web-scale datasets motivates careful data and prompt-template cura-
tion, as well as practical mitigations during fine-tuning and inference-time
guidance, supported by transparent user communication about limitations and
risks [2, 18]. Provenance mechanisms — watermarking, metadata/signatures,
and detector-based monitoring — are most effective when integrated end-
to-end across generation, upload, and distribution pipelines, since post hoc
controls can be weakened by re-encoding and adversarial adaptation [5,
8, 18, 24, 28]. Finally, evolving legal and regulatory expectations around
data use, consent, and liability reinforce the need for compliance-by-design
architectures that support auditing, policy enforcement, and traceability
[25, 28, 29].

Looking forward, the most impactful progress is likely to come from
tighter co-design of models, evaluation, and infrastructure. On the model-
ing side, improved controllability and interpretability should be expressed
as stable, typed interfaces (structured constraints, verifiable controls, and
predictable failure modes) that can be monitored and tested in production,
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rather than relying on ad hoc prompting [3, 18]. On the systems side,
standardized benchmarks and reporting practices that jointly capture quality,
latency, reliability, and safety would make web-deployed LDM systems more
comparable and would accelerate the translation of algorithmic advances into
trustworthy user experiences [2, 18]. In parallel, continued work on efficiency
(distillation, quantization, low-rank adaptation, and scalable serving) and
domain-specific integration (e.g., medical and scientific portals with explicit
governance constraints) will broaden the range of platforms and contexts
where LDMs can be deployed responsibly [4, 9-12, 15, 21].
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