Secure Semantic Smart HealthCare (S3HC)
Sanju Mishra Tiwari1,∗ , Sarika Jain2 , Ajith Abraham3
and Smita Shandilya4
1

Terthankar Mahaveer University, Moradabad, India
National Institute of Technology, Kurukshetra, India
3
Machine Intelligence Research Labs (MIR Labs), Washington, USA
4
Sagar Institute of Research Technology and Science, Bhopal, India
E-mail: tiwarisanju18@ieee.org; jasarika@nitkkr.ac.in; ajith.abraham@ieee.org;
smita.sam27@gmail.com
∗
Corresponding Author
2

Received 09 January 2019;
Accepted 13 March 2019
Abstract
Healthcare is a significant domain having a huge knowledge base, a significant
part which comes from medical, diagnostic and imaging devices and sensors.
The health status of patients may be monitored and managed remotely by
performing reasoning over this knowledge base. Specialists in HealthCare
facilities are required to handle large quantity of data generated and make decisions. However, the heterogeneous and complex nature and the huge amount
of data generated; the way it is represented and presented; and the security
challenges may overburden the core abilities of thinking and reasoning of
even highly skilled and knowledgeable experts putting the lives of patients
at risk. The situation may become even worse when data is coming from
various healthcare devices and sensors which are themselves characterized by
a number of representation and serialization formats. To address the various
challenges in healthcare, this paper tries to represent and hence exchange the
data collected by healthcare devices meaningfully and securely. This allows
all healthcare devices to operate in conjunction with each other facilitating
deeper insights and enabling generation of intelligent recommendations.
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To transfer the collected data from devices to the knowledge base and vice
versa, a healthcare IoT ontology with sensors and actuators is developed.
SPARQL queries and SWRL rules are composed to provide personalized
services and alleviating the doctors’ workload.
Keywords: Semantic Web, HealthCare, Ontology, Knowledge Base, SWRL
Rules, Semantic Web of Things.

1 Introduction
The HealthCare organization environment consists of an array of institutions,
organizations and people providing services as well as obtaining services
at the same time. The idea of e-Health [1] is considered as a new thought
for implementing a healthcare system based on internet communications and
electronic mechanisms. A healthcare system includes clients, servers and
devices [2]. Clients can be doctors, patients, guardians and, nurses who have
the permission to access the systems through sensor attached devices such
as specific health devices and mobile phones for monitoring the status of
the patient, fetching health history and sensing data. An important part of
this environment comprises of the health data provided by the healthcare
IoT sensors and IoT devices. HealthCare information systems are significant
application fields where IoT smart technologies are frequently applied to
facilitate efficient solutions. The health diagnostic sensors and devices are
effectively employed in hospitals to collect the patient data for the diagnosis,
treatment and monitoring. For example, blood glucose meter, thermometer,
heart rate sensor and blood pressure monitor are used for monitoring the
patient health status. All categories of data acquisition instruments (sensors
and IoT devices) can be associated with each other by using the Internet
in multiple ways. IoT connects these scattered data acquisition instruments
together effectively and provides a smart and connected HealthCare. A webbased healthcare system can be taken as the solution to provide healthcare
services to the people in their everyday lives. It requires a regulation of care
by secure and timely information sharing. A web based healthcare system
demands to manage semantically generous and strongly structured health data
in a heterogenous environment. Doctors can monitor their patients anywhere,
anytime and can update prescriptions when needed.
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These devices are web based and are able to monitor the health status of
any patient remotely, but are not able to provide an integrated view of the
various information collected because of the heterogeneity of the IoT devices
and lack of common accepted standards. It is required to describe the rules and
alerts under certain situation for querying, storage and analysing the collected
health data from the sensors and devices. In this context, significant aspects
are ensuring consistency, data sharing between devices and exchanging data
between devices without losing its meaning. To achieve these, semantic web
technologies are incorporated with IoT devices. The semantic web technologies and principles are greatly adopted as a solution to these interoperability
issues, leading to the development of a new domain, the Semantic Web
of Things (SWoT). The semantic web is accepted as an enrichment of the
syntactic web where information is contained with its meaning. Semantic
web consists of documents as well as data on the World Wide Web and hence
machine can assemble, execute, and transform the data in an effective manner.
For sharing and reusing data across heterogeneous applications and/or devices,
semantic web provides a general framework. This framework is based on
Resource Description Framework (RDF) that assimilates several applications,
applying Extended Markup Language (XML) is accepted for syntax and a
URI is considered for naming. Semantic web technologies are considered
as promising tools for communicating with numerous smart devices having
heterogeneous capabilities to share data and exchange their services precisely.
SWoT empowers semantic-enriched ubiquitous computing by integrating
intelligence into environments and general objects through a huge variety
of distributed micro-devices, each transmitting a little volume of information.
The Internet of Things (IoT) concept enables heterogeneous applications and
devices to interact with each other for supporting autonomous and seamless
services. Semantic web technologies need IoT-based solutions for delivering
sensor based services and remote monitoring through association among
entities and will provide comfortable and efficient services to the end users.
The IoT paradigms and semantic web are emerging more and more toward
and referred as Semantic Web of Things (SWoT) [3, 4].
Researchers are harnessing the power of SWoT in HealthCare, but
still there is a need to ensure privacy and sensitive information [5]. The
semantic models correctly includes all terminology of healthcare and their
relationships to existing models for inducing health messages, but still
needs further pragmatic evaluation to improve the security for semantic
interoperability. Semantic technologies have been effectively applied to alert
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the heterogeneity challenge to (i) infer new knowledge to design smart
applications and (ii) associated health domain data (iii) control interoperability
at data processing, storage and management. These requirements comprise
security challenges such as data integrity, confidentiality, trustworthiness,
authentication, authorization and access control within the IoT network,
the enforcement of privacy and security policies, trust and privacy among
users and objects. These security challenges can be obtained by integrating
semantics and reasoning engine in amenable devices. SWoT devices can
be integrated from different domains in a healthcare environment to assist
Physicians and patients remotely.
1.1 Issues and Challenges in Semantic Web of Things
Exploiting SWoT involves various issues such as:
• The enormous use of IoT devices produce big data.
• This big data is hererogeneous in source and format, so badly represented,
misunderstood, and under-utilized by devices and systems.
• The large amount of IoT devices are associated to devices like sensors,
actuators, RFIDS, etc. which are resource-constrained.
• Annotation of available resources
• Semantic connection / association, activation and analysis of these
resources
The challenges involved are:
• Security and Privacy: The IoT devices produce sensitive context rich data,
thus providing threat to data confidentiality and privacy. It is essential
to ensure the functioning of connected objects and to assure an adequate
and valid identified information.
• High Computational Power: The enormous heterogeneous data captured
by sensors and devices are required to be converted into high level
abstraction which demands for high end processing abilities.
• Representation and Reasoning: The semantic description of both associated objects and their information is required to be defined in order to
allow data to be universally understandable. The semantic reasoning of
this data needs to define the distinct rules in order to achieve adequate
and efficient results.
• Ensuring IoT scalability and flexibility: The sensor data can be accessed
in a scalable way through standard semantic services.
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• Standardization of IoT interconnected devices: Standards are required
for data formats, data models and ontologies
• Data Quality: The Web of Data model contains innovative aspects
focusing on data quality.
1.2 Hypothesis and Results
IoT devices are not interoperable with each other; they do not utilize general
facts or vocabulary to express the interoperability of IoT data. Exploiting,
enriching and combining this data to develop smarter interoperable applications is becoming a great challenge. The semantic technology utilization does
well in resolving the issue of interoperability among IoT devices [6]. Several
semantic models [7] are introduced for describing the physical objects using
Description Logics and ontologies to enable semantic interoperability. This
does not come without an associated cost. When two objects communicate
with each other; due to lack of safe communication link, data can be stolen
or manipulated (privacy), channels can be breached. The semantic models
for semantic interoperability needs proper identification and authentication to
enhance the semantic security for heterogeneous devices and physical objects.
In this paper, author introduced a secure semantic smart model for healthcare domain to perform the monitoring of end users and maintain security
such as: authentication, integrity and confidentiality, etc. We have presented
a semantic model with security layers interconnected with IoT devices. The
major contributions of this research are as follows:
1. Present a Secure Semantic Web of Things framework with ontology representation and reasoning to address the various challenges in
healthcare.
2. Represent the knowledge gained and data gathered from the IoT healthcare devices and sensors semantically into a HealthCare IoT Ontology
(HCIoTO). Any existing healthcare ontology can embed this ontology
and can interact with IoT devices. This ontology will collect knowledge
about the health status, threats and alerts and facilitate reasoning power
to identify implicit information from the contextual information.
3. Accessing and exploiting this semantic representation in order to provide
the investigation of the vital signs and diagnosing the patient using
SPARQL queries and SWRL Rules.
4. Maintain the security in IoT based health devices such as blood glucose
meter, thermometer, heart rate sensor and blood pressure monitor.
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1.3 Evolution of Things
Cyber-physical system is a concept where humans are interacting with the
machine to share the information globally. In every field today, it is required
to connect people with machines to make smart and intelligent life. Three
major things are discussed in this section.
• Internet of Things (IoT)
IoT is a collection of associated physical objects network such as vehicles,
devices, sensors, software and connectivity of networks that promotes
these objects to gather and share data without demanding human-tomachine or human-to-human interaction.
• Web of Things (WoT)
The Web of Things (WoT) an enhancement of IoT and represented as a
part of the major activities in the IoT applications. WoT leverages the
Web to be successful and implementing their methods to the physical
objects. It makes possible that the development of data and IoT can be
usable to a huge amount of Business and Web designers thus reusing the
knowledge available on the web to enrich the IoT applications.
• Semantic Web of Things (SWoT)
SWoT is an integration of web based IoT applications and semantic web
technologies to improve the data and enable its significance in diverse
and multiple applications and termed as “Semantic Web of Things”
(SWoT). It is domain independent; data will be produced by one domain
and applied in heterogeneous domains. An open data portal is the best
example, here data is proposed to any developer making use of it and data
format is described and simply generic, thus several applications may be
designed.
The rest of the paper is framed as: Section 2 discusses related work. Security
Issues in Semantic Web of Things are discussed in Section 3. Our semantics
framework for smart and secure healthcare is discussed in Section 4. Section 5
presents a simulation environment with a case study for healthcare where
HealthCare IoT ontology has been developed and reasoning performed over
it. Finally, the conclusion and future possibilities are drawn in Section 6.

2 Related Work
In [7], the authors introduced a semantic model to describe the smart objects by
using description logics and ontologies to promote Semantic Interoperability
among the agriculture domains. To digitize agriculture domain, it is required
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to gather the information about irrigation decisions support and crop growth
monitoring based on smart objects.
To make use cases for digital agriculture, Jayaraman et al. [8] described
an OpenIoT platform. This OpenIoT platform applied ontologies to represent
domain concepts of Phenonet for collecting smart collection of information,
validation and annotation tasks to promote the semantic based interoperability.
An intelligent and scalable IoT architecture is in demand for future era to
promote the analysis of physical sensors and their syntactic and semantic
interoperation.
Desai et al. [9] introduced a Semantic web enabled framework to provide
interoperability among various smart objects. To make an interpretation
between IoT protocols such as CoAP, MQTT and XMPP, semantic web
technologies are integrated with the Semantic Gateway as Service (SGS). For
semantic reasoning, ontologies are applied to deliver Semantic Interoperability
among different communicating messages. For semantic interoperability with
IoT devices, several approaches are designed.
Intelligent Personal Assistant (IPA) is used as software agent by the
author [10] in IoT device for doctors to provide real time information of
the patients under observation. The information is collected by the AMBRO
mobile gateway from various IPA devices and then proceeds required action.
It facilitates interoperability among various IPA devices.
Linked Open Vocabularies for Internet of Things (LOV4IoT) is considered as a dataset for different relevant domains such as weather, smart
home, agriculture and healthcare [11]. This dataset is referred by almost 300
ontology-based domain-specific projects in several domains. These domain
ontologies are categorized based on their status, such as online, not available
following real practices. Although it is accepted, but it has some limitation
such as it needs to work manually not able to perform automatically.
Bandyopadhyay et al. highlighted the secure IoT architectures at the
development phase [12]. Alam et al. highlight the IoT security reasoning
through semantic rules and ontologies and they discussed security challenges
for IoT such as integrity, confidentiality, authorization, authentication, trustworthiness, access control, etc [13]. But they do not discuss which security
processes we should combine in own IoT systems.
Semantic web technologies, offer various benefits to IoT and WoT including; a) for unifying heterogeneous data and metadata are explicitly expressed,
there are sensor datasets for semantic annotation; b) enhancing semantic sensor
datasets with their external knowledge graphs and; c) representing analytics
on the data by means of reasoning process and applied logic to infer fruitful
additional information.
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2.1 Semantic Web in Healthcare
In intelligent healthcare systems, ontologies are used for the purpose of
semantically analyzing user’s health data. In such systems, users can use
services at anytime, anywhere and also maintain privacy. The system returns
responses to the users and the care provider.
A clinical decision support system (CDSS) has been designed by Galopin
et al. in [14] for the patient management with several chronic disorders. They
have presented reasoning and an ontological modelling for the contents of
clinical practice guidelines.
Sherimon et al. [15] have presented a system called Onto Diabetic to
analyze the risk factors and to facilitate proper treatment for the patients of
diabetes. They imply OWL2 rules for the implementation and modelling of
clinical guidelines and the reasoning task of the Onto Diabetic system. But
these works have various issues; they are based on clinical practice guidelines
and patient medical record without having new technologies as IoT, SWoT in
the healthcare domain.
Semantic models can be applied for various purposes such as rules
description, information representation, and to filter or cluster the data [16].
Zhang et al. propose a semantic model to describe the designed healthcare rules
for fixing the alarm conditions by observing the sensing data from healthcare
sensors such as lipid, heartbeat and blood pressure [17]. Sezer et al. propose the
semantic model for the healthcare system by specifying the device and domain
information along with describing rules to facilitate suitable services [18].
Several expert systems for health care have been proposed such as; expert
system for diagnosing the breast cancer [19], a rule-based solution to assure
patient safety at the time of breast cancer surgery [20] that applies semantic
web techniques, a system for enhancing alarms specificity in critical care
environments [21], a hybrid approach [22] using rule-based reasoning and
case-based reasoning for decision support in ICUs, and an antidiabetic drugs
selection recommendation system [23].

3 Secure Semantic Web of Things
Several IoT devices are used in healthcare domains such as blood glucose
meter, thermometer, heart rate sensor and a blood pressure monitor. These
smart devices are lack in interoperability at the application level, they are
required to improve for remote monitoring, semantic reasoning and representation. WoT and IoT devices are not capable to represent the critical
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Figure 1 Smart healthcare without semantic remote monitoring.

relationships between human and machine. Both technologies are failing
during semantic collaboration and dynamic decomposition. The HealthCare
IoT devices do not have security features, for eg. tomography scanners provide
measured radiation, but they can be damaged and may create threatening
to life. The unencrypted and unauthenticated communication are also major
vulnerabilities and can disturb the health devices remotely. In Figure 1, we can
see a smart heathcare system with IoT devices but without semantics involved.
We can see here that how an attacker can make threats on e-Health Server and
clients.
An attacker can perform the following vulnerabilities:
• It can include a spoofing device to the system.
• It can inject the incorrect information to access the system without having
owners’ rights.
• It can modify a device with corrupted data.
• It inspects the communication channel between the web server and smart
devices.
• It can leak the secure data to unauthentic users during diagnosis.
• It can disturb the smart device control system during transmitting the
prescriptions of doctors.
• It can steal the confidential records of patients from the storage.
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Lacking of awareness of the security problems, and weak security aspects
generate the underlying implication of mixed health security programs in
device monitoring and interpreting messages. These poor practices comprise
lack of secure devices disposal that consist data, password sharing and
password distribution specifically in devices where passwords are needed for
device access. Some strong security challenges and interoperability issues are
discussed in Sections 3.1 and 3.2.
3.1 Security Challenges in SWoT
SWoT has several security issues, it may damage and threaten human lives
and devices in healthcare domains. To enhance the abilities of providing
emergency response, monitoring, and predicting the designing trend of IoT
security, we have highlighted some security challenges that need to fix:
• Confidentiality: SWoT services can have sensitive data; for protecting
the data of IoT connected objects, it should be stored confidentially. By
the encryption process, one can achieve confidentiality. For ensuring
confidentiality there are several existing asymmetric and symmetric
encryption schemes. However, choosing of a specific type of encryption
is extremely device and application ability dependent. For example,
consider a healthcare environment that handles the information about the
patient activity at the hospital. The doctor will never wish that anyone in
hospital will access the data by monitoring devices of patient activity.
• Integrity: IoT services interchange crucial data with other services and
also with the third parties that keeps forward rigorous demand that stored,
sensed and transferred data should not be damaged either accidentally
or maliciously. To protect the integrity of sensor data is critical for
developing dependable and reliable SWoT applications. It is assured, with
message authentication codes (MAC) applying one way hash functions.
The choice of MAC technique also depends on device and application
capabilities. For example, smart home that is linked with the smart grid.
For producing electricity bill, this smart grid offers a monitoring of
electricity consumption. The provider never welcome that the consumed
data can be damaged during the transmission period.
• Availability: Our anticipated SWoT environment can consist of sensor
node hosted services. Hence, it is highly significant that these services
exist from everywhere at any time in order to produce semantic based
information. To satisfy this property, there is no security protocol.
However, various pragmatic measures may be accepted to assure the
availability.
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• Authentication: It is applied to the identity verification. In SWoT term,
mutual authentication is required because SWoT data are applied in actuating processes and decision making. Therefore, the service consumer
and the service provider need to be ensured that the service is approached
by an authentic service and a user is provided by an authentic source.
Applying any authentication process requires to register the identities of
user and resource issues of SWoT objects causes restrict constraints to
empower the technique of authentication.
• Authorization: It is applied to describe the access policies that usually
appoint certain privileges to subjects. The SWoT environment requires
facilitating re-useable, fine-grained, dynamic, updating, and easy to use
policies describing mechanism. Hence, it is significant to externalize the
definition of policy and enforcement process of SWoT services.
• Access Control: This is considered as an enforcement process that permits access to the resources for only authorized users. The enforcement
is generally based on the outcomes of the access control. It is highly
significant to reveal users’ data only to the authorized parties.
• Trustworthiness: Several applications that are delicate in nature, such
as healthcare services, safety critical services, require to analyze trustworthiness of various entities indulged. From a SWoT application
perspective, analyzing trustworthiness of sensors data and sensor is
significant. Non-trustworthy sensor data or malicious sensor nodes can
lead to a disaster in safety critical places. Untrusted sensor data can enter
from a trusted sensor node. Non-trustworthy nature can have two reasons:
unintentional errors and intentional misbehavior. It can be easier to assure
trustworthiness of SWoT by incorporating trustworthiness analysis.
3.2 Interoperability Issues in SWoT
Interoperability is considered as the ability of heterogenous systems to interchange data and applied information. This feature presents several challenges
on how to obtain the information, use the information and exchange data
in understanding it and being able to process it. Interoperabilities [25] are
classified into four categories:
Technical interoperability employs heterogeneous hardware and software
(e.g., heterogeneity of communication protocol).
Syntactical interoperability employs data formats (e.g., XML or JSON).
Syntactical interoperability is also an issue for reusing and combining semantic
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datasets or ontologies designed with unique software dealing with unique
syntaxes (e.g., XML/ RDF, N3).
Organizational interoperability employs heterogeneity of the various
infrastructures.
Semantic interoperability employs (a) ontology heterogeneity (b) terms
used to express data (c) the meaning of content interchanged according to
the context. This is significant to later translate Internet of Things data and
construct interoperable semantic-based Internet of Things applications.
The primary challenges that are notified in Semantic Interoperability and
needed research in future include:
•
•
•
•
•
•
•

Data Exchange and Data Modelling and
Ontology matching/merging & alignment
Semantic Annotation for Data/Event
Knowledge Representation and associating ontologies
Sharing of Knowledge
Knowledge Consistency Revision
Reasoning & Analysis

3.3 Security Issues in SWoT
The more accurate model can be designed by the semantic analysis of data
in SWoT for diagnosing the privacy and security issues. These issues are
significant in different areas like Information Processing, Gathering, Invasion
and Dissemination. In this section, we try to include the distinct security
challenges represented in a SWoT environment and simplify issues from a
security aspect that are connected with computing applications, devices and
networks. The concepts of security and privacy are identified and certain security requirements are noted. In IoT applications, there are several categories
of security incidents. These incidents are discussed in Table 1.
Table 1 Listing of SWoT security incidents
Incident Category
Incident Type
Information Security
Unauthorized Deletion/Access/Updation
Fraud
Wastes of Resources
Information Collection Phishing, Sniffing
Malware
Infection, Undetermined
Availibility
DoS/DDoS
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Information Security (Unauthorized Access) consists the majority of
security problems for access control in SWoT applications. Various access
control frameworks are there that are formed upon SW languages (RDF,
OWL, SPARQL) for preventing their resources from unauthorized access. SW
languages support enforcement policies and designs access control policies.
For restricting access to RDF data, the IS category also provides encryption
techniques. As encryption is considered as the cornerstone of information
security, hence authorized encryption getting enough attention in the SWoT
context to promote integrity and confidentiality. Lightweight and fast encryption plays a significant role in acquiring the adapted security and privacy for
IoT. Ontologies [26–28] are considered as an interesting area for IS as a basis
for detecting and analyzing security issues. Ontologies are generally applied
as representation schema, knowledge bases, or an annotation vocabulary.
Infection analysis or malware detection is considered as knowledge intensive
security issues. Fraud, Information Collection, Malware and availability are
another common security area such as phishing or SPAM.

4 Secure SWoT Representation and Reasoning Framework
for Healthcare (S3HC)
Several researchers have done work in this direction, but still there is a need
to improve certain issues like the security of semantic web in collaboration
with its devices in healthcare systems. According to the literature, there is
less attention to make secure SWoT for health devices. As we have discussed
in Figure 1, there are no semantic web layers between the web based IoT
applications and end users. Information can be accessed without any security
protocols. Any end user can access the information and this information can
be easily tampered by attackers. Several devices like blood glucose meter,
thermometer, heart rate sensor and blood pressure monitor are applied for
treating and monitoring patients. Attacker aims to exploit vulnerabilities
in healthcare devices attached to the network and usually targets: database
servers, application software and web servers.
1. Database servers: Several systems and devices have a data store or
database to retain information for that device, usually referred to as a
database back-end. Most of them use form of structured query language
(SQL), and they are greatly vulnerable to SQL injection. The SQL
injection is a serious type of attack, which degrades all security challenges
(confidentiality, availability, and integrity etc.). The attacker can damage
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all information stored in the database, inject corrupted data which loss
integrity and can read the information that generates a confidentiality
breach.
2. Application software: It deals with running software on a healthcare
device. These attacks are generally successful where software has not
been tested to determine the existing vulnerabilities. Attackers exploit
vulnerabilities in source code of applications that do not properly tested
prior to deployment.
3. Web servers: For interfacing with health devices, web based applications
are quite common to provide a graphical user interface that connects the
end users. But these interfaces are having vulnerabilities exploited by an
attacker. Several attack tools are freely available to use and download
that can scan the interfaces and outline the vulnerabilities if present in
the web service. Attackers can apply this information to build a particular
payload for attacking a vulnerable target.
We present a secure semantic web of things model to represent the IOT
resources and data and to reason within healthcare systems. This SecureSemantic-Smart HealhCare (S3HC) framework is depicted in Figure 2. It
comprises of four components, namely the knowledge base, the secure
semantic web layer cake, Services and Data Processing and the end users.
4.1 Knowledge Base
A knowledge base contains all the concepts and properties (aka terminology,
TBOX) and all the instances (aka assertions, ABOX). The content of a knowledge base forms an ontology containing the terminology and the assertions
from which reasoning and querying can be done. Ontologies are essentials
for interoperability between systems. For obtaining full interoperability, the
semantics of information have to be the common for all systems. Ontology
presents format as an explicit specification of a conceptualization [25].
Ontology can be managed by the devices and expresses the definitions of
framed concepts and restrictions on possible interpretations among these terms
to build a structure on the domain and how these concepts are connected to each
other. The ontology applies the reasoning power to diagnose the knowledge
base correctness, uniformity of assertions and data individuals using rules.
This process extracts implicit facts from the available knowledge and can
be categorized into rule-based reasoning, logic-based context reasoning or
inductive or deductive reasoning.
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Figure 2 Secure Semantic Smart HealthCare framework (S3HC).

The patient information will be stored in the form of RDF-graph and
SWoT-O vocabulary as a knowledge base. The entities such as concepts,
attributes, properties and relationships between entities are kept in RDF graph
and finally stored in the Knowledge base. To fetch this information securely
SPARQL query or rules are used to get the authentic data. It provides semantic
search and reasoning which is based on logical rules or statistical methods.
These rules are framed on SWRL, Jena rules and Jena API with reasoner.
All confidential information of health domain, such as patients, doctors and
devices is stored in the knowledge base (KB) in the form of ontology. To
interact with the KB, it is required to write the queries and SWRL rules. These
queries and rules will be interpreted by inference engine or semantic reasoner
such as pellet, racer, fact++ etc. These reasoners interpret the meaning of the
request sent by end users. It checks the consistency, accuracy, correctness
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of requested data if it is logical and related to the domain then it returns
expected results otherwise it will not respond to the end users. Resource
Description Framework (RDF) is presented as a semantic web framework
and used to connect things using triples to create it semantically meaningful.
To make semantically interoperable of patients’data, RDF annotation has been
applied. SPARQL query is framed to obtain records from RDF graph. But for
complex restriction, OWL and SPARQL are lacking in its expressivity. In
OWL it is difficult to express the relation between individuals with other
individuals. To overcome with these situations rules are used to improve
the expressivity and discover the hidden relationships in ontology. Rules are
perfect for generating the active knowledge design the design support tasks
such as an alerts, recommendation and guidelines in the healthcare domain.
Ontology and Rules build a knowledge base for any specific domain.
4.2 The Secure Semantic Web Layer Cake
The secure semantic web layered stack sits as a glue along with all the
procedural knowledge. In this stack, at the lowest level, the semantic web
has the protocols TCP/IP, SSL, HTTP. These protocols are used for data
transmission and helps to transmit the web pages over the internet. These
protocols do not focus on syntax and semantics of web documents. Documents
are not marked up for a standard representation, which are transmitted by
using these protocols. To overcome this problem, XML and XML Schema
layer are included. Both are standard representation languages for exchanging
documents. XML provides a uniform representation for document exchange.
XML Schema expresses the XML document structure. But an XML document
can have different interpretations on different sites because they focus only
on syntax. To express the concepts with semantics, at level 3, RDF (Resource
Description Framework) is introduced with security. Secure semantic interoperability is handled at level 4. The topmost layer represents logic, trust and
proof.
4.3 The End Users
There are three types of end users that usually access the smart devices; doctors,
patients and attackers. Doctors can use smart devices to monitor their patients
remotely from any location to send the prescription for daily monitoring.
Patients can use the smart devices to send their health status and complaints
to get the correct treatment from the doctors. In spite of doctors and patients
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one more end users, attackers can access the smart devices to perform the
threats within the system such as unauthorized access, damage the sensitive
information, code injections and sniffing.
4.4 Services and Data Processing
Several services are discussed to achieve the goals of proposed framework
such as:
• Semantically annotating IoT data
Enriching devices and services with semantic annotations to qualify them
as Semantic Web of Things. The connected objects, i.e., the IoT based
health devices such as blood glucose monitor, heart rate sensor and blood
pressure monitor are usually self-described with annotations containing
their semantic description. They form the physical layer (layer 1) of the
framework and the starting point of any analytics. Layer 2 consists of As
soon as an instance of a connected object is discovered, the annotations
are published to the system. Once gathered by the system, the semantic
descriptions are stored in the knowledge base (HCIoTO+Rules).
• Semantic Reasoning (Interpreting IOT data)
Authorized Doctors and Patient can perform semantic reasoning by using
semantic web oriented IoT devices. There are several reasoners (Pellet,
Hermit, Drools) are available to interpret the IoT data semantically. A
doctor can reason to confirm about the diseases based on the collected
symptoms by patients.
• Data Integration and Fusion
A ontology (HCIoTO) is developed to integrate the health care information and IoT device information. Any existing ontology can merge
this ontology to use sensors and actuator for the information fusion. This
ontology also stores the information of IoT devices that are connected
with the end users.
• Getting Vital signs of the patient
The proposed framework is helpful to get the vital signs of the patients
and decide the correct treatment to be taken. For example, if a patient
has symptoms of Fever, then doctor can remotely monitor the patient for
medicines and required test. On the basis of the doctor’s recommendation
the state of devices can be changed. Doctor’s can successfully monitor
their patients from any location.
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• Querying the knowledge base
To reason over the KB an inference engine is required to expose the
hidden relationships. There are some common reasoners are available
as an inference engine to reason over the KB such as Hermit, Fact++,
RacerPro, Pellet. We have chosen Pellet to run the rules. Semantic
Web technologies, achieving increased maturity in health systems to
make more interoperable. Our knowledge, as there are several healthcare
ontologies available such as FMA, MeSH, SNOMED-CT and NCI. These
ontologies are developed by using OWL. To extend the stored knowledge
of ontology none of these ontologies used SWRL rules [28].
• Monitoring and Actuating
Monitoring involves detecting possible intrusions, ransomvares, viruses,
data stolen. Monitoring tools provide information regarding various
security alerts that are then diagnosed using different security tools,
such as firewalls, vulnerability scanners, intrusion detection systems,
etc. After gathering the data from sensors, it is required to make the
decisions. Actuating involves performing the decisions that need to be
taken. Actuating also involve for adaptation of existing services.

5 Simulation Environment
The semantic web is considered as a distributed environment where information is self-descriptive by means of machine understandable and welldescribed semantics. We collect the healthcare domain knowledge and create
domain ontology. Some use cases pertaining to diseases are formalized. Then
we write rules for realizing these use cases. Figure 3 shows the flow during
the simulation depicting the five phases carried out.
5.1 Domain Information Collection
We develop a Healthcare IoT Ontology (HCIoTO) as part of simulating the
architecture of S3HC. To develop any ontology, the first task is identifying the
boundaries and its domain for representation.We are working in the domain of
HealthCare, so the terminology and concepts pertaining to HealthCare need
to be finalized. The HCIoTO has several concepts, relations, and instances of
the healthcare domain.
For collecting the terminology, we discussed with two domain experts
of GeneralOPD and represented this ontology for health domain which has
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1. Domain Information Collection
Literature,Domain Experts,
Reusing Ontologies

Concept & Relationship

Finiding Independent
Condition

Use Cases

Non-Hierarchical

Hierarchical

2. Creating the
Ontology

OWL Language

3. SWRL Rules

Reusing from

4. Implementation &
Evaluation

Figure 3 Simulation environment.

several concepts, relations, and instances of medical domains. We have
designed some use cases to collect the concepts. For example:
UseCase 1: Dengue is caused by DengueVirus and it directly degrades the
platelets of human body.
Terms: Dengue, DengueVirus, Body, Plateletes
Relations: caused By, has Symptoms()
UseCase 2: Tuberculosis is caused by Bacteria and affects on lungs of human
being.
Terms: Tuberculosis, Lungs, Bacteria
Relations: caused By, affects On ()
Some of the concepts and relationships identified in this phase are
summarized in Table 2.
For semantic representation of the associated objects and their data two
type of knowledge need to be stored
• The contextual knowledge connotes terms qualifying the device in its
environment (aka context aware applications) gathered from sensors.
For example, its location, its acceleration, etc. This type of knowledge
can be connected to individuals, properties and their values.
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Table 2
Concepts
Staff
Doctor
Treatment
Nurse
Surgeon
Symptoms
Patient
Physician
Diagnosis
Device
Heartbeat
Sensor
Lungs
Dengue
Platelets
BonePain MusclePain Diagnosis

Domain information
Surgery
Headache
Fever
BloodPressure
Virus
Manager

Relations
Has
Cared by
Cares for
Treated by
Looks for
Operates by
Operates
Transfer data to
caused By
affects On
hasSymptoms has Events

• The structural knowledge connotes terms qualifying the intrinsic properties of the device and the resources. For example, its category, its
size (Thermometer, blood glucose meter), etc. This knowledge can be
connected to concept properties and their values.
5.2 Developing the Ontology
All collected concepts are classified as classes, subclasses, object properties,
data properties or instances. The concepts are bound together into hierarchical and non-hierarchical relationships. Several healthcare ontologies are
available, but it is inconvenient to reason over IoT devices for real-time
decision support. The HCIoTO can be merged with existing ontologies and
makes it easy to communicate with IoT devices to cope up the issues with
existing healthcare ontologies. Protégé tool is used to frame these concepts
into ontology and OntoGraph is used to visualize in a graph structure. Figure 4
represents a common ontology with sensors to interact with IOT devices like
BP Sensores.
5.3 Writing the SWRL Rules
SWRL rules are used to find hidden information between individual. The use
cases discussed in step 1 and collected concepts and relationships are used
in the ontology treated as the blueprint for writing SWRL rules. We have
modeled 20 rules. Some rules are discussed in Table 3.
5.4 Evaluation and Results
The term evaluation comprises the terms validation and verification [26].
Validation guarantees about the ontology that it responds to the system while
verification refers to the technical process that guarantees the completeness,
correctness and consistency. In order to solve and detect incompleteness,
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Figure 4 HealthCare IoT Ontology (HCIoTO) (a) Tree View (b) Graph View.

S.N.
Rule 1
Rule 2
Rule 3

Rule 4
Rule 5

Rule 6

Table 3 Rules for HealthCare
Description of the Rule
Patient(?X)∧hasSymptoms(?X, Fever)
→ Do Test (?X, Malaria)
Patient (?X)∧hasSymptoms (?X, Fever)∧hasSymptoms(?X, BonePain)
→ Do Test(?X, Dengue)
Patient(?X)∧hasSymptoms(?X, MusclePain)
∧
hasSymptoms(?X, Inflammation)
→ Do Test (?X, ESE)
Person(?X)∧hasSymptoms(?X, Fever)∧hasSymptoms(?X, BonePain)
→ Patientof Dengue (?X)
Patient(?p)∧HealthDevices(SmartBP)∧has Sensors
(?p, SmartBP)∧BloodPressure(?b)∧diagnose(SmartBP, ?b)∧has Value
(?t, ?v)∧swrlb:greaterThan(?v, 180)
→ has Events(?p, HeartAttack)
Patient(?p)∧has event(?p, Dengue)
→ has risk(?p, Death)

redundancies, inconsistencies, we have examined the developed ontology and
modeled rules for the requirement specification. Rules are formed to extract
the hidden knowledge between the entities and presents accurate knowledge.
Knowledge stored in the knowledge base is needed to verify for analyzing the
accuracy of knowledge, because inaccuracy can result many security issues
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for the whole system. Some competency questions are formed to examine
the accuracy and completeness of the rules. These rules are successfully runs
on Drools engine. SPARQL queries are modeled to run several competency
questions. Some examples of questions are given here such as:
CQ1: Identify all the patients who have Symptoms of Muscle Pain and
Inflammation disease and identify medical conditions.
CQ2: Identify patients who require regular Blood pressure monitoring.
CQ3: Identify all connected objects for the health status monitoring.
We have manually added patient cases to the knowledge base for executing
SPARQL queries and rules. We have questioned total 30 questions from the
HCIoTO. An example is shown in Figure 5 with its snapshot of running output
in protégé.
It is required to verify the functioning of associated objects to assure a valid
and accurate diagnosed data. With semantic annotation in Health IoT devices,
there are less chances of frequent data access and data stolen.Any unauthorized
user cannot access the information from the knowledge base. Only domain
experts with access rights can access the information of patients and doctors.

Figure 5 Reasoning with Ontology.
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For example, if anyone wants to see the list of connected healthcare devices
in the knowledge base, it is required to run the SPARQL query as in Figure 5
and it will display the result. XML Security and RDF Security protect the
information stored in the knowledge base. We have tested 10 authorized users
and 10 unauthorized users, who attempts to access the health information from
semantic knowledge base. The evaluated metrics are shown in Table 4.
In Table 4, 30 SPARQL queries are tested and 20 Rule modeled in the
knowledge base. Here 30 SPARQL is executed successfully by authorized and
20 rules modeled in the knowledge base. While unauthorized users have no
access to get the information and notified as unknown users. We have compared
our proposed model with existing models by analyzing some parameters in
Table 5 and results are shown by the graph.

Users
Authorized
Unauthorized

Parameters
Availibility
Rule-based
System
Access Control
Semantic
Representation
Semantic
Annotation
Integration and
Fusion
Analysis and
Reasoning
Visualization
Security and
Privacy
Ontology Editor
Sensor Objects
Complex
Relationships
Taxonomy
Modelling

Table 4 Evaluation metrics
No. of Users SPARQL
Rule
10
30
20
10
No Access No Access

Remarks
Run Successfully
Unknown Users

Table 5 Comparison table
SWoT4CPS IoT-based HCIoT OB-CPS
[29]
HCIS [18]
[30]
[31]
√
√
√
X
X
√
√
√
√
√

X
X

X
X

X

X

X

√

√

√

√

√

√

√
√

√
√

√
√
√

√
√
√

X

X

X
X

X
X

√
√

X
√

X

X

X
√
√

√

√
√

X
X

X
√

X

S3HC
[Proposed Model]
√

X

√

√
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Figure 6 Availibility metrics of models.

In Table 5, we have analyzed 12 parameters among the existing models
and proposed model. As we have examined, in SWoTCPS model only seven
parameters are available, in IoT-Based HCIS model only three parameters
are available, in HCIoT model only six parameters are available, in OB-CPS
model only eight parameters are available but in our proposed model we
can see that total eleven parameters are available. We have shown results in
following graph.

6 Conclusion
This paper proposes to harness the power of the Internet of Things (IoT)
and Semantic Web to transform HealthCare. IoT is seriously applied in the
healthcare domain and generates a huge quantity of healthcare connected
devices. Hence an enormous quantity of data is gathered, which carries several
semantic interoperability challenges. In this paper, we have represented the
collected data meaningfully and securely to address the various challenges.
The S3HC framework supports doctors in analyzing the collected vital signs
and in providing an appropriate and secure service for patients. To achieve
our goals we have designed a healthcare ontology HCIoTO for transferring
the collected data from the device to the knowledge base and vice versa. We
have designed rules and run SPARQL queries to represent the accuracy and
correct semantic reasoning between patients and doctors. The proposed model
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has been compared with existing models and results are drawn to analyze
the functionality of the model. Future works we will focus on guarantee the
scalability of the proposed framework by reducing its response time when the
amount of data and the number of rules increase.
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