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Abstract

As the World Wide Web evolves into the central infrastructure for
Al-generated content (AIGC), ensuring the provenance of assets distributed
via online platforms has become a critical challenge in Web Engineering. The
uncontrolled propagation of Low-Rank Adaptation (LoRA) models facilitates
unauthorized style mimicry, yet existing watermarks often fail to survive
LoRA’s parameter compression. To safeguard digital trust and creator rights,
we propose an Adaptation-Agnostic Trace Verification method optimized for
secure web ecosystems. Our approach combines deep learning-based water-
marking with a Statistical Resonance Amplifier (SRA) to induce the transfer
of high-frequency signals into model weights. Furthermore, to overcome the
noise limitations of single-image analysis in distributed web applications,
we introduce an ensemble-based detection technique. Experimental results
validate the method’s robustness, achieving an AUC-ROC of 0.891 even
in highly restricted Rank 32 environments (using 100 generated images)
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and a near-perfect 0.999 at Rank 128, without degrading generation quality.
This study presents a practical technology for Al governance and copyright
protection, essential for ensuring the trustworthiness of Al-enhanced Web
services.

Keywords: Low-rank adaptation (LoRA), diffusion models, digital water-
marking, copyright protection, statistical signal amplification.

1 Introduction

The advent of Low-Rank Adaptation (LoRA) technology, alongside the
advancement of large-scale diffusion models such as Stable Diffusion XL
(SDXL), has provided an environment where specific artistic styles or objects
can be efficiently mimicked with minimal data and computational resources.
However, this technical accessibility has raised new issues regarding copy-
right. As seen in the lawsuit Andersen et al. v. Stability Al [8], there are
continuous reports of creators’ works being utilized for AI model training
without consent and the subsequent distribution of derived models. In this
context, the technical challenge for determining copyright infringement lies
in securing objective evidence as to whether a specific LoORA model used
the original data in question for training. As a countermeasure, digital water-
marking technologies are being researched to inject invisible watermarks into
training data and track them by detecting traces in generated images [9-13,
15-17].

However, existing watermarking techniques show technical limitations
when applied to LoRA-based training environments [2-6, 14]. Traditional
frequency-domain methods (e.g., DWT, DCT) typically embed information
in high-frequency bands imperceptible to the human eye; however, the LoORA
training process involves compressing data characteristics and reconstructing
them into model weights. During this process, the model tends to filter out
minute signals in high-frequency bands as unnecessary elements for learning
or overwrite them with new style information. Furthermore, methods that
insert watermarks directly into the model file are limited because verification
is difficult if the attacker distributes only the generated images without
releasing the model.

Detection becomes particularly challenging when the model’s training
capacity is intentionally restricted to evade tracking. If training is performed
with a Rank of 32 or lower, the model may enter an “underfitted” state where
it fails to fully reproduce the visual style of the data. In such situations, it is
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crucial to verify whether the watermark signal inserted inside the data is pre-
served and transferred to the model weights, even if the visual characteristics
of the training data are not fully reflected. This is because the survivability
of the signal, which proves the fact of training itself, must be guaranteed
regardless of the completeness of the visual mimicry.

Therefore, this study proposes an NPR-guided Refinement strategy to
enhance signal preservation during LoRA’s compression and reconstruction
process, and a Statistical Resonance methodology to verify it. We analyzed a
LoRA model trained on a small dataset embedded with watermarks, based
on a fixed base model (SDXL). The results confirmed that even when
semantic style learning is incomplete due to capacity constraints, the LoRA
model shows a significant learning bias toward watermark patterns adap-
tively inserted in regions with high texture complexity via a standard U-Net
structure and Neighboring Pixel Residual (NPR) metrics. Furthermore, to
compensate for the uncertainty of signal detection in single-image analysis,
we combined the Statistical Resonance Amplifier (SRA) with an Ensem-
ble Averaging technique that accumulates signals from multiple generated
images to cancel out noise. Experiments confirmed that the proposed tech-
nique exhibits improved survival rates compared to existing methods, even
in Rank 32 environments with limited model expressiveness and under JPEG
compression conditions, recovering signals with an accuracy (AUC) of over
90%. This study demonstrates that data traces can be maintained through
the model training process regardless of the degree of visual simulation,
presenting the potential for watermark technology capable of responding to
the encoding and decoding processes of generative images.

2 Related Work

This section describes research related to Adaptation-Agnostic Trace Verifi-
cation, which verifies whether invisible watermarks inserted into training data
are transferred to images generated through the LoRA process. The entire
pipeline consists of three main stages: (1) Data Watermarking, (2) LoRA
Training and Generation, and (3) Statistical Signal Recovery and Verification,
as shown in Figures 1, 2, and 3.

2.1 Overview

Our approach assumes a black-box environment where the verifier cannot
access the specific parameters or training settings of the target generative
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model. We define the watermark not as a simple identifier, but as a data
tracker that must survive through the model training process.

The core objective of this study is to elucidate the Signal Persistence
that occurs even when the model’s training capacity is limited. To this
end, we adopted an ensemble-based Statistical Amplification technique as
a key methodology to overcome the limitations of single-sample analysis and
capture minute residual signals.

2.2 Training Data Watermarking

The first step is the watermarking process designed to protect the creator’s
original data. To maximize both the invisibility and information preservation
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Figure 4 Process of the watermark injection model.

of the watermark, we adopted the HiNet architecture, which combines
Discrete Wavelet Transform (DWT) with Invertible Neural Networks (INN).

2.2.1 Frequency decomposition and invertible embedding

The detailed architecture of the watermark injection network adopted in
this study is illustrated in Figure 4. To ensure signal imperceptibility, we
transform the original image into the frequency domain via DWT rather than
processing it in the pixel space. The transformed feature maps are combined
with the watermark and then intricately fused as they pass through INN
blocks.

In particular, a Channel Shuffling module placed at the end of each block
randomly mixes information. This prevents the loss of specific channels from
leading to the collapse of the entire signal, serving as a mechanism to build
resistance against model compression attacks such as LoRA.

The invertible blocks employ an Affine Coupling layer to transform inputs
without information loss and utilize RRDB (Residual in Residual Dense
Block) as a sub-network to precisely learn complex high-frequency patterns.
Here, the functions (p, ¢, 1, ¢) represent RRDB-based sub-networks.

y1 = 11 © exp(d(x2)) +p(x2), Y2 =22 O exp(n(yr)) +(y1) (D

2.2.2 Channel shuffling
Specifically, to counteract model compression attacks such as LoRA, we
introduced a Channel Shuffling operation at the end of each block. By
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reversing the channel order of the tensor and evenly distributing information,
this mechanism ensures that the overall watermark signal remains intact even
if information in specific channels is lost.

2.3 Low-Rank Adaptation and Signal Transfer

The attacker fine-tunes the base model (SDXL) using the dataset X'.
Although the attacker attempts to compress the model using LoRA, the
previously distributed watermark signal leaves traces in the model’s weight
matrix (W' = Wjyuse + BA) due to High-frequency Inductive Bias. The
generated image T 4¢, is modeled as follows:

xgen ~ xcontent"" € 'wgt + ngen (2)

2.4 Statistical Signal Recovery and Verification

To recover minute residual signals, we designed a three-stage pipeline
consisting of SRA, HiNet, and Ensemble.

2.4.1 Residual learning-based signal amplification
The generated image wgye, contains visual content (Zcontent) that is sig-
nificantly stronger than the watermark, thereby hindering detection. To
effectively recover these minute watermark signals, we propose the SRA. Our
choice of a U-Net architecture combined with ResBlocks and Global Resid-
ual Learning, rather than a simple feed-forward network, is mathematically
justified as follows.

The generated image 4, can be expressed as a linear combination of the
high-energy content signal x. and the extremely weak watermark signal we.

Tgen = Te+ A -we  (where ||zc]| > [|A - we||) 3)

If a general CNN F(-) is used to directly extract the watermark, the
gradient of the loss function £ becomes dominated by the prevailing content
signal x.. This leads to a Signal Vanishing problem, where the model treats
the watermark we as meaningless high-frequency noise and filters it out.

To address this issue, we introduced Global Residual Learning into the
SRA. The SRA is defined as the sum of an identity term, which passes the
input image unchanged, and a term R(-) that estimates the residual.

L enhanced = SRA(xgen) = Zgen + R(-Tgen) 4
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Here, the target that network R must learn is not the entire image, but
solely the amplification of the watermark signal. During backpropagation, the
content component .. is canceled out via the identity function. Consequently,
the network can be optimized by focusing exclusively on the patterns of the
minute signal we.

oL
R V(hy, W) &)

Furthermore, to prevent signal attenuation in deep networks, we applied
Local Residual Blocks. For the input h; of the I-th layer, the output h;1; is
defined as follows:

hiy1 = hy + F(hy, W) (6)

By initializing the weights W, with small values (scale = 0.1) during
the initial training phase, we ensure that F(h;) ~ 0, and consequently,
hiy+1 = h;. This ensures that the watermark signal, weakened by LoRA, is not
distorted or lost due to non-linear transformations as it traverses deep layers,
but is instead propagated intact to the final layer via the Gradient Highway.

In conclusion, this Dual Residual Structure of the SRA functions as a
filter that effectively bypasses the content signal x. and selectively amplifies
only the watermark signal w¢, even in scenarios where the frequency bands
of the content and watermark are intermixed.

2.4.2 Watermark extraction

The amplified image x.ppanced Undergoes the Reverse Pass of the previ-
ously described HiNet. The pre-trained invertible blocks reassemble the
distributed signals back into a single, intact watermark pattern w through
reverse operations.

2.4.3 Ensemble averaging

To remove the generation noise n4e, still remaining in the single extracted
signal w;, ensemble averaging is performed. By averaging the signals
extracted from N generated images, random noise converges to zero, and
only the consistent watermark pattern is amplified and revealed.

N

. .

W= " HiNetreo(SRA(z(),)) ~ € -wy @
=1

The similarity between the final recovered signal w and the original
wge 1s measured via NPR (Negative Pixel Ratio). Since NPR evaluates the
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consistency of the sign rather than the magnitude of the signal, it provides
robust detection capabilities even when the signal is attenuated in low-rank
environments.

3 Methodology

3.1 Training the Watermark Injection Model

To generate the experimental dataset, we utilized the COCO 2017 Unlabeled
dataset. From a total of 123,403 images, we randomly selected 10,000 sam-
ples and preprocessed them to the 1024 x 1024 resolution recommended by
the SDXL model. Subsequently, we pre-trained the injection network and
the SRA. The training process was structured in two phases, incorporat-
ing Differentiable Proxy Attacks to simulate the actual LoORA compression
environment. Since LoRA updates weights in the form of W 4+ AW, the
NPR-enhanced watermark pattern acts as a learning bias for AW, ensuring
that the watermark pattern is preferentially learned even if the model fails to
capture the semantic style.

3.1.1 Model architecture and settings

The HiNet for watermark embedding is constructed with 8 Invertible Blocks,
where each block incorporates an RRDB sub-network and a Channel Shuf-
fling module. The SRA, designed for signal amplification, employs a U-Net
architecture that performs Residual Learning. It features a 3-stage ResBlock
encoder-decoder to facilitate deep feature extraction.

3.1.2 Two-phase training strategy
Phase 1 (HiNet Training): first phase in Figure 5, we trained the HiNet
independently, excluding the SRA. The objective is to take an original image

Phase 1(HiNet)

Forward ‘ Reverse
——) | —

Wg t x' w
Phase 2(SRA) i
Sl 4 & Proxy Attack [B SRA(U-Net) Reverse 1y
COCO 2017 Unlabeled \ — > | rec
(x) Gaussian Blur . HiNet
Noise
o JPEG Xatt Xenh Negative Sampling

Figure 5 Two-phase training strategy.
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x and a fixed watermark wg; as inputs to generate a contaminated image z’ —
which exhibits no perceptible visual differences — and subsequently restore it
back to w. For the loss function, we employed a combination of Perceptual
Loss (Lpercep, based on VGG19) to maintain image quality and pixel-wise
MSE Loss (Lse)-

EPhasel = )\lﬁmse ($, .T/) + )\2£percep (l‘, :LJ) + )\3['mse (wgta 'LI)) (8)

However, standard pixel-wise loss functions (MSE) treat all image
regions uniformly. Consequently, they tend to embed watermark signals
unnecessarily even in low-frequency (flat) regions, where information is
prone to loss during the LoRA training process. To address this limitation, we
introduced the NPR map, which adaptively regulates the watermark strength
based on the local texture complexity of the image.

Specifically, the texture complexity M, ,,- at position (7, j) of the input
image x is defined as the average difference between adjacent pixels.

an#(x)id‘ = % Z ‘xi,j - I’m,n‘ )]
(m,n)€Qy ;

Here, €); ; denotes the set of 4-connected neighboring pixels. This M, ,,,.
map yields high values in regions rich in edges or textures, while converging
to zero in flat areas. Based on this property, we generated a weighting
mask for watermark injection and designed the NPR loss function (Ly,,)
as follows:

1 2
L+ My ()|,

anr = (37 - xstego) © (10)

In this equation, x4, represents the watermarked image, and o denotes
the texture sensitivity constant. According to this formula, the loss penalty
is relaxed in regions with high texture complexity (where the denominator
increases), thereby allowing for stronger signal insertion; conversely, sig-
nal modifications are strictly suppressed in flat regions. Consequently, this
strategy functions as a compass, guiding watermark signals into textured
regions where they have a higher probability of being transferred to the LoORA
weights.

Phase 2 (SRA Training and Robustness): In the second phase, with the
weights of the trained HiNet encoder (H ;) and decoder (H 4. ) frozen, only
the SRA (Sp) is trained. The objective of this phase is to actively recover the
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signal, ensuring that the watermark survives even in environments subject
to attacks similar to LoRA fine-tuning. We constructed the training batches
by mixing positive samples (containing watermarks) and negative samples
(without watermarks). The total loss function L pj,.2 is defined as follows:

LPhaseQ = Epos [Lrec] + )\neg . Eneg [Lsilent] (11)

Here, the first term L. guides the SRA to accurately extract the ground
truth watermark w by correcting the image % s;cqo = Hene(z, w) that has been
corrupted after passing through the proxy attack module A.

Lrec - "U} - Hdec(SG(A(xstego))‘g (12)

The second term, Lg;ens, sServes as a Silence Loss that suppresses the
generation of false signals when a clean, non-watermarked image  jeqy, 1S
provided as input. Its primary purpose is to prevent hallucination, a phe-
nomenon where the SRA misinterprets random noise as a valid signal and
erroneously amplifies it.

Lsilent = ‘O - Hdec(SG(A(xclean)))g (13)

In the above equation, 0 denotes a Zero Tensor consisting entirely of
zero elements, and A, represents the weight assigned to negative sam-
pling. Through this training strategy, we optimized the SRA to effectively
compensate for high-frequency losses induced by LoRA compression, while
simultaneously equipping it with the discriminative capability to remain
unresponsive to non-watermarked images.

3.1.3 Proxy attack simulation

Since the LoRA training process is computationally intensive and diffi-
cult to differentiate, we simulated the information compression effects of
LoRA within the training loop by randomly combining Gaussian Blur
(¢ € [0.1,2.0)]), Differentiable JPEG approximation, and Gaussian Noise.
Consequently, the model was trained to generate robust signals capable of
withstanding the LoRA compression environment.

3.1.4 Model training process

To maintain a low False Positive Rate (FPR) in real-world verification sce-
narios, we introduced a Random Negative Sampling strategy during the SRA
training phase (Phase 2). Specifically, 20% of the training batch consisted of
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Figure 6 Model training process.

clean images without watermarks (Negative Samples), while the remaining
80% comprised watermarked images (Positive Samples).

The sequence of images in Figure 6 is displayed as follows: Input —
SRA Result — Target — Recovered Watermark — Ground Truth Watermark.
In case A (Negative Sample), the ground truth appears black because no
watermark is present; in case B (Positive Sample), the correct ground truth
watermark is displayed. The purpose of this imbalanced training allocation
is to suppress Signal Hallucination in the model. If the model were trained
solely on data containing watermarks, it would develop a tendency towards
Overfitting, misinterpreting input noise as watermark patterns and attempting
to forcibly extract them. By forcing the model to output a Zero Tensor
for negative samples, we enhanced its discriminative capability to clearly
distinguish between random noise and meaningful signals.

3.1.5 Quantitative performance of the trained model

To validate the quality of the finalized watermark model intended for the
LoRA experiments in Section 4.2, we evaluated its invisibility and extraction
accuracy using a test dataset of 1000 images. The results showed (Table 1) an
average PSNR (Peak Signal to Noise Ratio) of 40.1081 dB and an SSIM of
0.9667 between the original image z and the watermarked image x’.

These figures exceed the 40 dB threshold, which is generally consid-
ered the standard for visual imperceptibility, thereby demonstrating that
our watermark injection model does not compromise the visual quality
of the images. This quantitative assessment ensures that our watermark-
ing module is capable of generating high-quality poisoned data at a level
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Table 1 Quantitative performance of the trained model

PSNR SSIM
Tree-Ring 31.85 0.90
HiDDeN 31.50  0.86

SpecGuard [7] 40.86 0.99
DIAGNOSIS 32.21 0.96
Coprguard 3990 098
Suggest Model  40.10  0.96

Table 2 Environment used in the experiment

(N Windows 11 24H2
CPU AMD Ryzen 7 9800X3D
RAM 64GB

VGA NVIDIA RTX 5090
Driver Version 576.88

CUDA Version 129

cuDNN 9.16.0

Python 3.10

imperceptible to attackers, effectively underpinning the reliability of the
subsequent experiments.

4 Experimental Results
4.1 Experiments and Verification

To validate the efficacy of our proposed methodology in detecting copyright
infringement within real-world creative environments, we designed a Style
Mimicry scenario. The experimental environment is detailed in Table 2.

4.1.1 LoRA dataset preparation and poisoning

We selected the artworks of Vincent van Gogh as the subject of our experi-
ment, as his unique artistic style renders his work a primary target for style
mimicry. We curated 20 high-resolution images from his masterpieces to
construct the training dataset X,;.. This selection reflects the Few-shot
Learning characteristic of LoRA, which enables high-quality style transfer
using only a small number of data samples. Utilizing the watermark model
(HiNet) prepared in Section 3.1, we invisibly embedded a fixed watermark
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pattern wy; into the original images. The resulting poisoned dataset X ;tyle
is visually indistinguishable from the original (PSNR > 40 dB); thus, we

assume that the attacker unknowingly utilizes it for training.

4.1.2 LoRA training settings

The attacker fine-tunes the base model, SDXL 1.0, using the poisoned dataset
X ;tyl .- To ensure high alignment with real-world scenarios, we employed
kohya_ss v25.2.1, the most widely used LoRA training script in the open-
source community. To verify whether the watermark persists within the model
capacity range typically adopted by actual users, we set the Rank to three
distinct values: 32, 64, and 128. Ranks below R = 32 lack style expres-
siveness, while those exceeding R = 128 suffer from diminished efficiency;
thus, this range represents the most common and realistic threat interval. The
goal of this experiment is to detect the watermark signal internalized by the
model itself, without relying on specific trigger words. Therefore, training
was conducted for 1000 steps to induce the signal to propagate deeply into the
model weights. The learning rate was set to 0.0001, and the bf16 data format
was utilized. The training proceeded for a total of 50 epochs, configured to
save safetensors files every 5 epochs.

4.1.3 Generation of verification data

We generated a large-scale verification dataset to conduct watermark detec-
tion experiments on each of the trained LoRA models (Ranks 32, 64, and
128). In this experiment, we took into account that real-world users variably
adjust the LoRA application weight (Strength) to control the stylistic intensity
of the generated results. Accordingly, we generated images by subdividing
the LoRA Strength from 0.2 to 1.0 in increments of 0.2 for each Rank
condition. This approach allows for a comprehensive verification of signal
Robustness specifically, whether the watermark signal is fully preserved and
transferred to the model weights even in low-strength intervals where LoRA
intervention is minimal.

Figure 7 visualizes the image samples generated under these various Rank
and Strength conditions. To demonstrate that the model does not merely out-
put signals overfitted to specific prompts, we prepared 100 Random Prompts
that are unrelated to the Van Gogh style. By generating five images per
prompt using different seeds, we secured a total of 500 images per model,
as shown in Figure 7. This provides a sufficient statistical sample for the
ensemble analysis (N = 1 ~ 100) to be conducted in Section 4.2.
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Figure 7 SDXL + LoRA created images.

Table 3 Ensemble-based signal amplification analysis based on the number of images
N=1 N=5 N=10 N=20 N=50 N=100
Clean 0480 0492 0591 0512 0536  0.493
Rank 32 0533 0598 0.639 0.627 0.796 0.891
Rank 64  0.519 0.620 0.680 0.794 0913 0.958
Rank 128 0.464 0.734 0.835 0910 0982 0.999

4.2 Analysis of Ensemble-based Signal Amplification

Based on the total of 2000 generated images (500 for the Clean model and
500 for each Rank) secured in Section 4.1, we conducted an in-depth analysis
of how variations in ensemble size (N) and LoRA capacity (Rank) impact
watermark detection performance.

First, when attempting watermark extraction using only a single image
(N = 1), the AUROC (Area Under the Receiver Operating Characteris-
tic Curve) hovered around the random guessing level of 0.5 across all
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Ensemble Verification: Detecting the Invisible Traces
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Figure 8 Ensemble verification: detecting the invisible traces.

experimental conditions, as presented in Table 3. This trend was consistent
for the Clean model (0.480) as well as for Rank 32 (0.533), Rank 64 (0.519),
and Rank 128 (0.464). This is because the high-variance stochastic noise,
which inevitably occurs during the generation process of diffusion models,
overwhelms the subtle watermark signal. Paradoxically, this low single-
image detection rate suggests that our watermarking technique secures high
invisibility, making it indiscernible to the naked eye or simple filtering-based
attacks.

However, as the ensemble size N increased, the latent signal was distinctly
amplified through the phenomenon of Statistical Resonance, as illustrated in
Figure 8. Particularly in the case of Rank 128, which possesses sufficient
model capacity, the performance showed a steep upward trend. It recorded
an AUROC of 0.910 at N = 20, approaching the threshold of 0.95, reached
0.982 at N = 50, and finally achieved a detection performance of 0.999 at
N = 100. Rank 64, representing an intermediate capacity, exhibited a similar
trend, recording a high accuracy of 0.958 at N = 100. This is attributed to
the Central Limit Theorem: during the ensemble process, random generation
noise cancels out, reducing variance. In contrast, the watermark signal, which
is fixedly internalized within the model weights, accumulates consistently,
thereby maximizing the Signal-to-Noise Ratio (SNR).
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Of particular note are the results under the Rank 32 condition, where
the model’s expressiveness is limited. While Rank 32 showed a somewhat
gradual rise to 0.627 up to N = 20, performance improved significantly
to 0.891 at N = 100, where a sufficient ensemble size was secured. This
indicates that it has achieved a level of detection capability usable as mean-
ingful evidence. This demonstrates that even with reduced model capacity,
the watermark (composed of high-frequency components) is preferentially
transferred to the model weights. Conversely, for the Clean model (without
watermark insertion), the AUROC fluctuated irregularly between 0.493 and
0.591 even as N increased to 100, showing no specific upward trend. This
confirms the high reliability of the proposed method, ensuring it does not
generate False Positives for standard generated images lacking watermarks.

4.3 Analysis of Visual Quality and Stability of Generated Images

Just as crucial as the robustness of the watermark is the utility of the genera-
tive model. To analyze the impact of the poisoned dataset X’ on image quality
during actual LoRA training, we measured FID (Fréchet Inception Distance)
scores under various conditions of Rank (r € {32, 64, 128}) and application
strength ({Strength} € [0.2,1.0]).

As demonstrated in Table 4, under the Rank 32 and Rank 64 conditions,
FID scores exhibited a downward stabilization trend — decreasing from the
low 60s to the 48~50 range — as the LoRA Strength increased from 0.2 to 1.0.
This indicates that the model is successfully capturing Van Gogh’s artistic
style without significant interference from the watermark noise. Notably,
under the most common configuration of Rank 64 and Strength 1.0, the model
recorded an FID of 50.27. This represents respectable generation quality
within a Few-shot Learning environment, and no artifacts or distortions were
observed during Qualitative Inspection.

In contrast, for Rank 128 — the configuration with the largest model
capacity — we observed severe Overfitting, characterized by a drastic surge
in the FID score to 288.10 as the Strength increased. This is a typical
phenomenon associated with fine-tuning high-capacity models on a small-
scale dataset (only 20 images); it stems from data scarcity rather than the

Table 4 FID scores based on various ranks and strengths
Strength Rank 32 Rank 64 Rank 128
0.2 62.32 65.84 70.99
1.0 48.61 50.27 288.09
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presence or absence of the watermark. These results imply that to obtain
high-quality images, an attacker is effectively compelled to prefer Low-Rank
settings, such as Rank 32 or 64. Therefore, the high watermark detection
rates in Low-Rank intervals (Rank 32, 64), as demonstrated in the previous
analysis in Section 4.2, support the conclusion that our method serves as a
highly effective defense measure in realistic threat scenarios.

4.4 Comparison and Analysis with Existing Watermarking
Techniques

To demonstrate the robustness of the proposed SRA strategy, we conducted
a comparative experiment on survivability against the DWT-DCT method,
a representative frequency-domain watermarking technique [1]. To ensure
a fair comparison, we embedded DWT-DCT watermarks into the identical
Van Gogh dataset (20 images) at a level where imperceptibility is maintained
(alpha = 3.0). Subsequently, we trained the LoRA model under the same
conditions used in our study (Rank 64). Furthermore, to simulate a real-
world online distribution environment, we measured the detection rate after
applying standard JPEG compression with a quality factor of 80 to the
generated images.

Table 5 presents the results. Our SRA-based technique maintained a
detection performance of nearly 95% even under the harsh conditions where
LoRA model compression and JPEG lossy compression are applied simul-
taneously. In contrast, the detection accuracy of the DWT-DCT method
plummeted to 40.0%, a figure lower than that of random guessing. The
existing State-of-the-Art (SOTA) technique, Tree-Ring, relies on specific
phases in the frequency domain; consequently, it is structurally vulnerable
to phase shifts that occur during the LoRA reconstruction process.

This performance disparity stems from fundamental differences in the
signal storage domains and optimization methodologies. Traditional tech-
niques, such as DWT-DCT, uniformly embed information into Fixed High-
frequency Bands. However, during LoRA’s Low-Rank Reconstruction pro-
cess, these signals are often treated as “meaningless noise,” making them
prone to being filtered out or overwritten by new stylistic features. In contrast,

Table 5 Comparison between DWT-DCT and the proposed technique (SRA)
Target Model Post-Processing  Detection Accuracy
DWT-DCT LoRA (Rank 64) JPEG 40.0%
SRA LoRA (Rank 64) JPEG 95.8%
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our proposed method employs a standard U-Net architecture while guiding
the training process based on the NPR metric. This approach allows for the
adaptive internalization of signals into High Entropy Regions (areas with high
texture complexity). Consequently, we achieved robust resistance against
LoRA training and compression without requiring any modifications to the
underlying model architecture.

5 Conclusion

This study proposed and validated an Adaptation-Agnostic Trace Verification
method to technically resolve the copyright infringement issues arising from
the Low-Rank Adaptation (LoRA) of diffusion models. To overcome the
limitations of existing frequency-based watermarking — which is prone to
being filtered out or lost during LoRA’s compression and reconstruction
processes — we introduced a two-phase training strategy. This approach
adaptively internalizes signals into regions with high texture complexity,
utilizing NPR as a basis. Through this, we confirmed the structural feasibility
of transferring watermark signals into model weights, even in environments
where the model’s training capacity is extremely limited.

Experimental results indicated that while it was difficult to determine
the presence of a watermark using single-image analysis due to stochastic
noise in the generation process, we were able to secure a reliable level
of detection performance by applying the Statistical Resonance technique
established in this study. In particular, by canceling out uncorrelated noise
through the ensemble of multiple generated images, we achieved significantly
higher survivability and detection accuracy compared to the existing DWT-
DCT method, even under underfitting conditions (Rank 32) and JPEG lossy
compression. This empirically demonstrates that, independent of the visual
completeness of style mimicry, the traces of training data are preserved within
the model and subsequently transferred to the generated outputs.

This study holds significance in that it proposes a methodology capa-
ble of tracing training usage solely through generated images within a
black-box environment, without requiring access to the target model’s param-
eters. Future research should focus on advancing the model by enhanc-
ing its robustness against geometric transformation attacks, such as rota-
tion and cropping, and by improving efficiency through a reduction in
the number of samples required for verification. Furthermore, by explor-
ing the potential for expansion beyond the image domain into video or
audio generation models, this approach can evolve into a comprehensive
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copyright protection technology capable of addressing multimodal generative
environments.
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