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Abstract

The global Internet of Things (IoT) network has experienced unprecedented
expansion, reaching 75.44 billion connected devices worldwide. Due to this
rapid growth, the IoT ecosystem has become larger but also more vulnerable
to various threats in cyberspace. As a result, this situation has accelerated the
development of more complex cyberattacks, especially Distributed Denial of
Service (DDoS) attacks, which can damage systems by overwhelming net-
work traffic. This attack exploits the inherent vulnerabilities of IoT networks
with limited resources, leading to significant service interruptions, monetary
losses, and potentially the failure of vital infrastructures. As a result, this
survey presents a new taxonomy of attack types, a thorough assessment
of conventional and Al-driven detection techniques, and a comparison of
advanced countermeasures. This survey aims to provide a comprehensive and
systematic overview of DDoS attack detection, prevention, and mitigation
approaches for the IoT. A major contribution of this work is the inclusion
of blockchain-based security frameworks, federated learning, deep learning,
machine learning, and quantum computing paradigms in its discussion for
reducing DDoS attacks on the IoT. Furthermore, real-world case studies
highlight the severe impact of such attacks on mission-critical domains,
including smart cities, healthcare, and industrial control systems (ICSs). This
survey provides a basis for cybersecurity researchers, security experts, and
hobbyists, grounded in the understanding gained from previous research.

Keywords: 10T, deep learning, artificial intelligence, language model.

1 Introduction

The world continues to move towards development and progressive changes,
where many aspects of life have changed compared to previous years. One
of the primary reasons for this change is the technology. With its emergence,
many useful devices were created, and one of them is the Internet of Things
(IoT). IoT is a network of interconnected devices that generates and transfers
data with the help of sensors. According to Statista, the number of IoT-
connected devices installed worldwide has already reached 75.44 billion,
which is an increase of approximately 13.5 billion compared to last year of
only 62.12 billion [1]. The global growth of IoT devices in the span of 10
years is presented in Figure 1, showing the great increase in IoT-connected
devices every year.
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Figure 1 Growth of IoT connected devices from 2015 to 2025 according to statista.

1.1 Root Causes of DDoS Attacks

Due to its continuous development and widespread use in the present time,
attackers have found great interest in exploiting these devices and carrying
out attacks that have the potential to harm critical aspects of their targets.
In this context, DDoS attacks have emerged as a top cyber threat [2,3]. A
DDoS attack is a type of cyber attack that primarily aims to exhaust the target
server by sending floods of fraudulent traffic, resulting in slow response to
legitimate users, eventually leading to a shutdown [4, 5]. To carry out this
fraudulent activity, a coordinated attack is conducted through controlling the
compromised networks [6]. A detailed attack mechanism has been presented
in Figure 2.

1.2 Cause and Effects of DDoS in loT Systems

The advancement of technology generally affects human beings. In its adap-
tation, positive and negative impacts are observed. Figure 3 presents the
general benefits and the IoT-specific drawbacks related to the technology,
which can lead to convenience or risks. Positive developments during its
emergence include greater connectedness and easier access to information
that was previously hard to acquire. With technology, connectedness has
never been a problem. However, bad actors who play the role of villain
are also advancing their methods with the help of technology, making their
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Figure 2 DDoS attack in mechanism.

attacks more sophisticated and harder to detect. In the field of IoT, this attack
is not new; in fact, it has already dealt a significant blow. IoTs are character-
ized by inherent vulnerabilities that attackers exploit regularly, specifically
their inadequate memory and CPU resources, which make them difficult
to implement effective security mechanisms. Robust security mechanisms
require substantial processing power to effectively secure data and privacy.
By having it, IoT devices can handle essential management of users’ sensitive
data, authentication, service availability, and data management [7-9].

These weaknesses can serve as a basis for the attacker’s attack and
provide a solid foundation for their attack techniques. With effective exploita-
tion, they will eventually hit the target organization, especially if the target is
not well prepared for the attack. An infamous incident occurred in 2016: the
Mirai botnet attack, carried out on a large scale. In the Mirai botnet attack,
bots, which are a collection of compromised devices, were used to launch
an attack on IoT devices in the form of DDoS. This is achieved through an
auto-replication module that detects vulnerabilities on devices by scanning
the entire internet [10]. By creating a strong bot network, the attack gained
remote access to more than half a million IoT devices, which served as the
foundation for creating variants of this attack. These bots have targeted major
businesses like Domain Name System (DNS) and the French web hosting
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provider OVH, as well as people opposed to technological security. The
attack has significantly impacted both the user and the owner, primarily by
disrupting its services and preventing access [11].

1.3 Comparative Analysis of Past Surveys

Table 1 presents the thorough review we conducted of existing survey studies
on IoT-based DDoS attack detection and mitigation, which vary in compre-
hensiveness, methodology quality, and evaluation. Our contribution differs by
employing a multivariate, hierarchical, and taxonomy-based framework that
encompasses both traditional and modern DDoS detection, mitigation, and
prevention approaches.

As shown in Table 1, our work provides a comprehensive, descriptive
analysis of DDoS threats and their detection, prevention, and countermea-
sures in IoT environments. Thematic differentiation is evident in current
works targeting specific categories: [12] focuses on detection techniques. [13]
limits its application to Industrial Internet of Things (IloT) security frame-
works. DDoS countermeasure architectures are the focus of [14] and [15],
and [15] in particular, which emphasizes machine learning models. [16]
ventures into the most Al-oriented trends by researching DDoS attacks using
blockchain.
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Table 1 Comparative analysis of past surveys

Criteria Ours [12] [13] [14] [15] [16]
DDoS ML-based

Comprehensive General Detection Industrial IoT defense DDoS Blockchain-based

Scope coverage focus focus systems detection attack detection

Hierarchical

Taxonomy v v - v v -

AI/ML/FL

Detection v v v v v v

Comparative

Analysis v v v v v v

Real-World

Cases v — — v — —

Dataset Analysis v - v - - -

Lightweight

Mechanisms v — - - - v

Privacy & Ethics v v v v

Emerging Trends v v v - - v

Blockchain-

Based Security

Frameworks v - v - - v

Quantum

Computing

Paradigms v - - - - -

Novel

Contributions v v v v v v

1.3.1 Hierarchical Taxonomy of DDoS attacks

One key component of successful mitigation techniques is structural control
over DDoS attack types. The multi-level classification framework in our
survey, along with [12,14], and [15], provides a systematic characterization of
attacks. [13] and [16] lack an organizational decomposition and are therefore
not very analytically specific.

1.3.2 Al/ML-driven detection methodologies

Our work and the other research papers surveyed agree that AI/ML is impor-
tant for improving DDoS detection frameworks. Recent trends in predictive
security models are supported by techniques such as expert knowledge,
reinforcement learning (RL), federated learning (FL), and deep learning
(DL).

1.3.3 Comparative evaluation of defense strategies

One of its key contributions is the comparative analysis of several DDoS
security approaches in our research, which simplifies comparative evaluation.
This comparative evaluation, shared by all the articles reviewed, promotes a
multi-faceted discussion of the effectiveness of mitigation.
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1.3.4 Real-world use cases and deployment scenarios

When conducting cybersecurity research, it is crucial to validate data. To
accommodate conceptual notions within realistic deployment contexts, our
research includes real-world case studies. The absence of empirical validation
in [12,13,15], and [16] significantly distinguishes our survey from theirs.

1.3.5 Dataset analysis

A thorough assessment of datasets is needed for data-driven approaches.
Along with [13], our survey combines bias assessments, statistical assess-
ments, and dataset taxonomies. Nevertheless, [12, 14, 15], and [16] miss this
crucial aspect.

Lightweight Security Mechanisms, Privacy Preserving, and Ethical Con-
sideration: Low-overhead security mechanisms and lightweight encryption
protocols are common, especially with the inherent resource constraints of
the Internet of Things. All publications considered here address the expla-
nation between ethical compliance and security controls in light of the
widespread adoption of privacy-preserving Al and secure multi-party compu-
tation (SMPC). Differential privacy, GDPR-compliant security models, and
data sovereignty all rely heavily on research in IoT security.

1.3.6 Emerging threats and opportunities

By identifying novel threats and adaptable security designs, our study goes
deeper than past surveys, tackling FL for decentralized attack detection,
Quantum cryptography (QC) as a future adversarial mitigation model, and
Anomaly detection based on blockchain technology for tamper-evident secu-
rity intelligence. Although [12, 13], and [16] examine emerging trends, [14]
and [15] offer no discussion and may be less significant in light of changing
threat scenarios.

1.3.7 Novel contribution
These novel contributions are presented in our survey:

1. Categorization of attacks in IoT networks on the basis of a hierarchical
and taxonomy-driven approach.

2. Methodological consistency is promoted through dataset-driven knowl-
edge and existing benchmarks.

3. Highlighting security frameworks, which are a necessity for the limited
resources of the [oT.
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4. Our work is cutting-edge in IoT security, including discussions of
advanced models such as federated and quantum learning.

1.4 Scope, Objectives, and Contributions of the Survey

This comprehensive survey aims to clearly discuss the effectiveness of exist-
ing DDoS attack detection, prevention, and mitigation in IoT environments,
supported by an analysis of the DDoS attack taxonomy, techniques, and
challenges. In this way, the information can be well organized, which can
help in the overall clarity of the topic. By discussing relatable scenarios
and use cases, providing a comparison table, and specifically highlighting
the key parts of a DDoS attack for each actor, this survey will effectively
explain the problem’s causes and offer a solution. The rest of the paper will
be structured sequentially as follows. In Section 2, the taxonomy of IoT-
specific DDoS attacks will be explained. In this section, the root causes,
types of attacks, and real-world use cases will be discussed. In Section 3,
DDoS attack detection techniques will be covered, which include traditional,
anomaly-based, FL, AL, DL, and QC. After that, discussions on mitigation
strategies, including lightweight security protocols, edge and fog computing,
blockchain, and artificial intelligence, will be presented in Section 4. In
Section 5, a comprehensive discussion on the datasets, validation approaches,
and metrics was conducted. Section 6 will discuss the challenges in IoT
DDoS detection and mitigation, and Section 7 will outline the privacy and
ethical issues in IoT security. Section 8 will discuss the development lifecycle
of IoT. Section 9 will discuss real-life use cases and applications. Finally,
Section 10 concludes the paper. The overall flow of the survey paper is
presented in Figure 4.

1.5 Methodology

This comprehensive survey has been conducted with careful consideration
for effective discussion and understanding by the reader. In this regard,
understanding the methods used in this research has also been an important
consideration for an in-depth understanding of the study’s scope. In this
section, we will discuss the research questions that have guided this paper,
the criteria for selecting relevant literature, the queries used to search the
database, and the inclusion and exclusion criteria considered. With this sys-
tematic approach, this survey will not only demonstrate its robustness but also
its practical importance.
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Figure 4 Comprehensive survey flow.

To have an effective discussion and comprehensive flow, the following
research questions have served as the basis for this survey:

1. What type of DDoS attack is frequently used in IoT environments?

2. What modern and traditional detection techniques are currently
employed to detect IoT-based DDoS attacks? Does this include Al-
driven defense, Machine Learning (ML), DL, FL, and QC?

3. How effective are advanced mitigation strategies, such as blockchain-
based systems, in addressing DDoS attacks in IoT environments?

4. What are the existing development challenges and opportunities in
deploying a lightweight security mechanism in an IoT environment?

5. What drives the evolution of DDoS attacks, and what are the oppor-
tunities that await in handling the emerging DDoS threats in the IoT
environment?

To have an accurate and clear understanding of the topics discussed in the
paper, the selection criteria for this survey include studies that primarily focus
on DDoS attacks in IoT environments, including research articles, conference
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papers, and technical reports. Specifically, the published papers used in the
comparative analysis table were published in the last five years, and to obtain
specific information on some of the discussion and definitions, a few of
those have been published in the last 10 years. In addition, published papers
that present empirical evaluations of detection and mitigation techniques
are included, along with those that discuss the challenges and some future
opportunities in IoT DDoS security. Papers excluded from the selections are
those that focus on general cybersecurity threats and do not discuss DDoS
specifically, do not provide empirical results or case studies, or are not related
to our topic.

To ensure we can meet our aim in this paper, we have used several
databases to collect relevant literature. These databases included ScienceDi-
rect, ResearchGate, Google Scholar, Scopus, and SpringerLink. In finding
the relevant papers, some of the keywords that we have used in querying
are “DDoS attack in IoT,” “Machine Learning in IoT,” Challenges in DDoS
detection in IoT,” “DDoS attack mitigation strategies in [oT,” and many more,
along with the Boolean operators such as OR and AND.

By effectively utilizing this method, we can develop a comprehensive
survey that provides an in-depth understanding of this dynamically evolv-
ing cyber threat. Figure 5 presents the overall method in developing our
comprehensive survey.

2 Taxonomy of loT-Specific DDoS Attacks

DDoS attacks can be carried out in many ways. Generally, knowing what this
attack does and how it is carried out can be valuable, especially in today’s
digital era. To effectively prevent becoming a victim of this attack, diving
deep into its types and understanding its real-world use cases can also be a
good way to understand it better. In this chapter, we will comprehensively
classify the root causes of IoT DDoS vulnerabilities, types of DDoS attacks
targeting loT networks, and real-world cases and impacts.

2.1 Root Causes of loT DDoS Vulnerabilities

Instances of DDoS attacks in IoT environments have been constantly grow-
ing. Incidents that happen like this become more crucial and need to
be addressed. However, the effectiveness of mitigation strategies can be
challenging due to inherent vulnerabilities in IoT devices. Vulnerabilities
like weak credentials, lack of security standards, resource constraints, and
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Figure 5 Survey methodology flowchart.

network-related challenges are the most commonly exploited by attack-
ers. Figure 6 presents the overall workflow by which DDoS attackers can
exploit these weaknesses, showing the mechanisms for creating IoT devices,
acquiring users, and exploiting them.

2.1.1 Weak credentials

Cybersecurity problems cannot be experienced if there are no flaws or
weaknesses in the implementation of technologies. Diving deep into the root
cause, we can see that the main problem is humans. One effective counter-
measure against it is implementing strong credentials, such as usernames
and passwords. According to the study by [17], the majority of malware
targeting IoT devices attacks those with weak passwords and ID credentials,
as well as those whose Secure Shell (SSH) and Telnet authentication ser-
vices are accessible over the World Wide Web. This study has highlighted
the importance of applying strong credentials to avoid being scanned by
this type of attack. It has been suggested that changing the username and
password, or ID combos, during login could be an effective precaution to
prevent malware or hackers from infiltrating these electronic devices. It is
also advised that the default configuration should already be sufficient upon
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Figure 6 Root causes of DDoS attack.

delivery, and that modifications to credentials by consumers could lead to
their exploitation [17].

2.1.2 Lack of security standards

The safety of IoT networks and devices has been steadily declining due to
the lack of effective regulations, standards, and governance. This has created
a wide range of privacy-related challenges that have caused the industry
to fall victim to uncontrolled IoT development. Another reason for poor
security [18].

2.1.3 Resource constraints
These challenges have been encountered with a few low-cost com-
puter devices, including limited processing power, limited bandwidth, and
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constrained storage space [19]. These characteristics first transform the
hacked device into a bot. It has been shown that Mirai significantly affects
resource usage on IoT edge devices: when they’re overloaded with TCP and
User Datagram Protocol(UDP) packets, their CPU, Ethernet, and SD usage
significantly rise, while their internal memory utilization decreases [20].

2.1.4 Network-related challenges

Authentication, provisioning, configuration, monitoring, routing, and device
software management are among the capabilities enabled by IoT network
management [21]. DDoS attacks are among the primary concerns for admin-
istrators when dealing with network-related problems, as they can lead to
unavailability and production downtime, resulting in financial losses [22].

2.2 Types of DDoS Attacks Targeting lIoT Networks

The attack mechanisms of DDoS attackers can take many forms and employ
different approaches. Each of these methods has two common goal: to cease
operations or deny services. There are three common types of DDoS attacks
targeting IoT networks: volume-based, protocol-based, and application-layer.
The general differentiation of these attacks is shown in Figure 7, which
highlights how attackers can successfully target their victims using each
method.

2.2.1 Volume-based attacks

This kind of attack uses a lot of false traffic to use up the server’s network
bandwidth [23,24]. Because of its straightforward nature and general appli-
cability, this attack is more likely to appear than other attack types [25]. The
following are examples of a volume-based attack

Web Server

Figure 7 Different types of DDoS attacks targeting IoT networks.
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2.2.2 UDP flooding

This attack is not new to IoT. The fundamental idea behind a UDP flood is
the thought that the attacker would use a large amount of traffic to overload
the targeted server [26]. In addition to consuming a significant portion of
the targeted server’s resources and network traffic, this type of attack also
paralyzes the entire network [27].

2.2.3 ICMP flood

Although network administrators frequently use this method to troubleshoot
reports, a person can now exploit this protocol to attack a target by sending a
large number of messages [28].

2.2.4 DNS amplification attack

A DNS amplification attack involves a hacker using publicly available, glob-
ally accessible iterative resolvers to overwhelm a victim’s computer with
massive DNS response traffic, ultimately resulting in a DDoS attack against
the target [29].

2.2.5 Protocol-based attacks

Unlike volumetric attacks, this attack targets server resources rather than
bandwidth. Additionally, it targets intermediary devices, such as load bal-
ancers and firewalls, that sit between the computer and the website or
server [30]. The following are the types of protocol-based attacks.

2.2.6 SYN flood

This attack, recognized as a component of the growing threat within the
DDoS perspective, uses the popular TCP protocol, particularly the 3-way
handshake flooding using SYN packets, to go after end hosts like victims,
draining their storage and processing resources and causing them to lose their
ability to respond to genuine requests [31].

2.2.7 ACK flooding

This kind of DDoS attack overloads its victim’s system by sending out many
ACK packets. ACK packets, which acknowledge receipt of data packets from
the sender, are a standard component of TCP’s data transfer procedure [32].

2.2.8 HTTP GET/POST flood
The objective of an HTTP GET/POST flood attack is to compromise the
internet server and the website’s application. The HTTP GET or POST
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method is used by the end user to submit a request to the designated website
server. In order to completely take over the targeted server and use up
most of its computational resources, an attacker uses a network of bots
to execute a big GET (image or scripts) or POST (file or forms) request,
blocking genuine requests from getting through and resulting in a flooding
assault [33].

2.2.9 Application layer attacks

Application protocols are crucial because they serve as the foundation for
communication between services and apps that operate on various IoT
devices [34]. Prior to computer security, application attacks were what made
security susceptible. Attackers can create systems that may compromise loT
devices, alter data, and disable functionality by using Trojan horses, worms,
viruses, spyware, and malicious scripts [35]. The following are the types of
application-layer attacks.

2.2.10 Slowloris attack

A famous cybersecurity expert, Robert Hansen, created this attack initially.
Slowloris uses insufficient resources as a key tactic, unlike conventional
DDoS attacks, which rely on excessive bandwidth usage. By often transmit-
ting useless HTTP requests, it creates several low-rate interactions with the
destination server and keeps them available [36].

2.2.11 HTTP-based botnet attack

Some of the increasingly common and dangerous malware that appear in
cyberattacks nowadays are botnets. Due to the considerable difficulty of
blocking port 80, which is utilized for webpage communication and possesses
an elevated percentage of regular traffic, attacks via website services, which
are commonly utilized on the World Wide Web as a means of transmis-
sion of instructions, have been the most significant feature of HTTP-based
botnets [37].

2.2.12 Session hijacking attack
Theft or alteration of sensitive data during a session-based communication
channel is a threat known as session hijacking [38]. According to [39], this
type of attack is among the top five threats to the crucial elements.

To further provide readers with a deep understanding of the occurrence
and severity of cyber threats today, the relationship between the depth of
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an incident and the damage it may cause must be considered. Volumetric
attacks, such as UDP and ICMP flooding, have the highest relative frequency
because they are easy to execute with botnets without requiring a complex
script. Despite being prevalent, the severity can usually be mitigated through
traffic scrubbing and rate limiting, except when traffic exceeds the network’s
bandwidth capacity.

On the other hand, protocol-based attacks such as SYN floods are rela-
tively infrequent but severe, compared to the basic volumetric attack. This is
because it directly targets the system resources, such as connection tables of
firewalls and load balancers. The most dangerous among them is application-
layer attacks; though they occur infrequently, they are the most severe. This
type of attack uses small traffic volumes but precision-targets the server’s
critical functions, making it hard to detect amid real user traffic, and can result
in complete service paralysis for a long period of time.

2.3 Real-World Use Cases

2.3.1 Mirai botnet attack
Internet access in the US and Europe was disrupted by numerous DDoS
attacks in 2016, caused by the Mirai botnet. These attacks target IoT devices,
including routers, cameras, and Digital Video Recorders (DVRs), that use
default or weak credentials, and infect them with malware, creating a network
of compromised devices [40].

2.3.2 KrebsOnSecurity DDoS attack
The KrebsOnSecurity website was targeted by a DDoS attack in 2016 that
sent over 600 gigabits of traffic per second [20].

2.3.3 loT-based DDoS attack on OVH

The Mirai botnet launched a particularly intense attack against OVH, a
French hosting service provider, around September 2016, forcing the com-
pany offline for many hours [6].

2.3.4 loT reaper botnet

Malicious software Reaper, commonly referred to as IoTroop, was created
around 2017 primarily by a group of information researchers, and it gained
improved capabilities. Unlike the Mirai botnet, it can quickly compromise an
IoT device. Since the whole system is quickly overthrown, this attack has a
variety of consequences [41].
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2.3.5 Satori botnet

Satori is an altered version of the Mirai botnet, using the Realtek software
development kit (SDK) rather than the telnet scanner module to gain remote
access to Huawei routers and other devices by exploiting weaknesses in those
devices [42]. About 280,000 IoT devices that were compromised by the
botnet, as well as another 220,000 devices, were thought to be at risk [43].

2.3.6 DDoS attack on smart city

The increasing frequency of cyberattacks on smart cities is an existential
risk to the progress achieved through the field of technology. Because smart
cities depend largely on computer-driven, sophisticated digital networks to
deliver many city services and systems, they have become more prone to
cyberattacks, regardless of the target [44].

These attacks have caused significant problems for their targets and have
prompted them to take notice. Due to these instances, many published stud-
ies have already examined how these attacks operate in IoT environments.
Table 2 presents a comparative analysis of the different types of attacks, their
impacts, and mechanisms.

A comparative taxonomy of attacks specific to the IoT, with descriptions
of their effect vectors, operational concepts, and exploitation mechanisms,
is presented in Table 2. While consuming computer resources, violating
protocol compliance, and disrupting services, network-layer harmful cam-
paigns such as UDP Flooding, ICMP Flood, DNS Amplification, SYN Flood,
and ACK Flooding exploit volumetric Denial-of-Service (DoS) and DDoS
mechanisms. Application-layer attacks such as HTTP GET/POST flooding,
Slowloris, and HTTP-based botnets exploit request flooding and session per-
sistence to coordinate the delivery of high-bandwidth payloads on demand,
consuming bandwidth and causing system slowness. Session hijacking also
facilitates easy illegal session persistence, and bypassing normal authentica-
tion processes creates attack vectors for attacker privilege escalation. Threat
vectors, improved intrusion detection systems (IDSs), dynamic rate-limiting
systems, and secure cryptographic exchanges must be implemented to keep
pace with future IoT threat models.

3 DDoS Attack Detection Techniques

As technology grows day by day, the way things are done is becoming
more convenient. Methods for attacking and detecting cyber threats have also
changed as a result. The old style of cyber threat detection, such as DDoS
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Table 2 Impacts, targets, and mechanisms of different DDoS attack types

Attack Type Target Impact Mechanism References
UDP IoT and embedded Consume more energy Exploiting [45]
Flooding devices than their regular usage | compromised IoT
devices and making
them bots to launch an
attack
Edge resources / Fog Sabotages fog Flooding edge nodes [46]
gateways gateways and bypasses | with a spoofed USP
traditional techniques packets.
of filtering data
Wireless sensor Network resource Flooding WSNs with [47,48]
networks (WSN) unavailability and high | UDP packets
resource consumption
ICMP Flood IoT resource Disrupts the device Sending a massive [49]
constrained device functionality of IoT number of ICMP-echo
Device requests
IoT devices/IoT Hijacked devices used Flooding requests with [50]
Networks for flooding leading to the use of the hijacked
DDoS devices
Network services Service disruption Sending massive [51]
volumes of ICMP
packets
DNS DNS Servers and IoT Extensive service Sending spoofed IP [52]
Amplification | Devices disruptions for both address to open DNS
IoT and DNS resolvers
infrastructures
Public DNS servers Degradation of DNS Attackers sends small [53]
availability DNS queries with
spoofed source IPs
DNS servers Network congestion Send spoofed DNS [54]
and service disruption ‘ANY’ queries to
domain names
returning with large
responses
SYN Flood IoT devices within Overwhelm IoT Sending a large number [55]
smart environment devices resulting in of TCP SYN and
denial of service and consuming the device
disruptions of resources preventing
operations connections from being
established
Internet of Medical Disruption of services Malicious nodes [56]
Things and security risks performing TCP SYN
flooding to overwhelm
resources
Internet Service Disrupts the Attack floods the [57]

Provider networks

availability of network

network with SYN
requests to exhaust
server resources

(Continued)
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Table 2 Continued

Attack Type Target Impact Mechanism References
ACK IoT Servers and Degrading the Sending high volume [58]
Flooding Devices within the performance and of ACK packets to the
networks completely shutting targets, resulting in an
down the server overwhelmed
processing capacity
and network bandwidth
HTTP Home IoT Devices Depleting the IoT Sending high volume [59]
GET/POST device resources, of HTTP GET or
Flood power, and bandwidth POST requests to target
IoT devices
Cloud computing Overwhelming the Flooding servers witha | [60]
environments server resulting in large volume of
DDoS HTTP-GET request
Web servers/IoT Degrades the Flooding web services [61]
devices performance of servers | with massive HTTP
request using zombie
hosts
HTTP-Based Home IoT Devices Overwhelming these Sending high volume [62]
Botnet devices by sending a of HTTP GET or
high volume of HTTP POST requests to target
requests ToT devices
Slowloris IoT Device utilizing Increase the power Causing too large [63]
SSH and FTP protocols | consumption of the computational
target device demands compared to
the minimal resources
used by the attacker
Web servers/IoT Paralysis of servers Sending many slow, [64]
networks through exhausting incomplete HTTP
them requests to keep the
connection open
IoT networks Exhaustion of Sending slow-rate [65]
resources HTTP requests
Session IoT Devices utilizing Leads to unauthorized Taking advantage of [66]
Hijacking traditional control and data the physical access to
authentication breaches in IoT IoT devices,
protocols systems intercepting it and
manipulating
authentication sessions
TCP/IP layers Unauthorized access to | Taking control of active | [67]
user sessions sessions made by the
user through stealing
session cookies
Web applications in Unauthorized control Hackers taking over [68]

IoT systems

of user sessions

between user and
server, effectively
impersonating
legitimate user
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attacks, is no longer fully utilized due to its limitations. This has led to the
use of advanced security measures that leverage artificial intelligence, which
has been seen as one of the bright spots in addressing this problem. However,
despite the introduced effectiveness of these detection systems, they also have
their own challenges, which we will discuss in this section. Table 3 presents a
brief summary of existing DDoS attack detection approaches, including their
advantages and disadvantages. This is to better understand what needs to be
considered when discussing or implementing these in the future.

3.1 Traditional Approaches

Traditional attack detection was based on statistical analysis; these
approaches are well known as rule-based, where they only react to specific
rule sets in the program’s backend. This approach is very good at detecting
known attacks, but it will struggle to detect new variants of cyberattacks.

Signature-based: This detection technique relies on known patterns or
characteristics of DDoS attacks. Techniques that utilize these usually employ
IDS and intrusion prevention systems, which detect attacks by analyzing
network traffic and looking for patterns that match the recorded network
traffic labeled as attack characteristics in the database [69]. This method is
very effective at identifying known attacks; however, signature-based detec-
tion struggles to detect new and zero-day attacks, making it less adaptive to
attackers’ evolving attack techniques [70].

Threshold-based detection: This detection technique relies on defining
acceptable and unacceptable limits for IoT traffic at devices and networks. An
attack can be identified when traffic exceeds a predefined threshold, triggering
an alert indicating a potential attack [71]. This technique is both simple
and computationally efficient; however, it lacks the flexibility to adapt to
dynamically changing network conditions [72]. Some attackers may bypass
this technique by performing a low-rate or slow-drip DDoS attack that doesn’t
exceed the threshold [73].

Rule-based: This type of detection technique uses predefined rules and
a policy-driven mechanism to effectively detect and respond to DDoS
attacks [74]. Well-known techniques such as firewalls, access control lists
(ACLs), and packet filtering fall under this category. Rule-based detection
techniques can be done by creating some specific rules in order to block
suspicious traffic; however, even with the effectiveness of this technique in
identifying DDoS attacks, one of its challenges is that it will need to have
regular updates and annual tuning for new types of DDoS attacks, making it
almost unachievable, especially in large-scale IoT environments [75].
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Blacklist and Whitelist: The blacklisting technique is another method that
maintains a list of IP addresses or websites known to be malicious or involved
in attacks. By doing this, when this technique encounters a specific IP address
or website on the maintained list, it will block it. On the other hand, there is
the whitelist, which is the opposite of a blacklist. A whitelist is a maintained
list of IP addresses or websites that are allowed. When an unknown address
or website is detected, it will be blocked [76].

3.2 Anomaly-Based Detection

By collecting common traffic patterns over a predefined period and estab-
lishing a foundational description, the anomaly-based detection technique
successfully identifies and detects zero-day and other unidentified attacks.
Each newly introduced trend that falls beyond the foundation’s area is
considered an anomaly, which may indicate an attack is underway.

Statistical Analysis: A common approach for identifying anomaly-based
DDoS attacks in IoT environments, it effectively distinguishes between nor-
mal and abnormal traffic patterns. With the help of continuous monitoring
of specific metrics to quickly identify cyber threats [77]. However, when
using this approach, there is a high risk of false positives, as normal attack
patterns can be mistakenly identified as attacks due to IoT’s dynamic and
heterogeneous nature [78].

Machine Learning (ML): ML-based anomaly detection has gained signifi-
cant attention in cybersecurity over the past few years, as it improves accuracy
and reduces false-positive rates in DDoS defense mechanisms [79]. ML has
two types: supervised and unsupervised learning. In supervised learning,
models are trained on labeled datasets containing normal and attack traffic,
enabling them to identify incoming traffic with high accuracy. The second
one is supervised learning. In this type of learning, the model will be trained
with unlabeled data. The model will identify normal traffic and attack traffic
by detecting differences, such as outliers, and flagging them as potential
attacks [79].

3.3 Collaborative and FL

FL can be well-suited for detecting DDoS attacks in an IoT environment, as
it enables IoT devices to train in a decentralized manner, process data, and
share new insights with a central server [80]. With this technique, privacy
and scalability can be enhanced, effectively reducing the need for large-
scale data transmission, a common issue in IoT networks due to resource
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constraints [81]. Additionally, this technique will help detect DDoS attacks
in IoT environments by leveraging its accuracy without exposing users’
sensitive data [81].

Collaborative learning involves one or more nodes of IoT devices that
dynamically share information about how well the network’s behavior is [82].
With this technique, anomalies in IoT behavior can be quickly detected,
as multiple IoT nodes can communicate and monitor traffic. By using a
consensus mechanism, this technique will ensure a coordinated response
whenever a DDoS attack is detected, effectively reducing the likelihood that
an attacker will successfully exploit the weaknesses of individual nodes [82].

Using the mentioned detection technique, multiple businesses can col-
laborate to improve DDoS detection and classification across multiple edge
nodes while preserving their confidential information [83].

3.4 Al and Deep Learning Techniques

This type of DDoS detection approach uses Al techniques to effectively
detect DDoS attacks. This approach is effective and can compensate for the
limitations of traditional security approaches.

Supervised DL models, including Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs), will be trained on large
datasets containing both normal and attack traffic. With this, these models can
provide more accurate detection and recognition of complex attack patterns
and extract hidden features from each flow of traffic in the data. This is a
powerful aid in detecting DDoS attacks, as it can analyze sequential traffic
over time [71].

In addition, there are unsupervised learning approaches. These
approaches have included autoencoders and Generative Adversarial Net-
works (GANSs) to effectively identify unknown or zero-day attacks. In this
context, autoencoders will learn from the normal distribution of network
traffic and flag deviations, while GANs will generate synthetic datasets of
attacks to improve the model’s robustness in detecting DDoS attacks [84,85].

Another implementation of Al techniques has already been applied to
automatically adapt and respond to DDoS threats: RL. In this technique,
effective adjustments to mitigation strategies based on real-time attack pat-
terns can be made in IoT security systems, greatly reducing damage and
improving IoT network performance [86].
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3.5 Quantum Computing and Graph Models

Advanced detection models, such as quantum computing and graph models,
have emerged as approaches that are impenetrable, as numerous method-
ologies become outdated. It appears essential to switch to a quantum-
based approach because it provides sophisticated encryption techniques
that improve online protection against evolving cyber threats and leverages
quantum mechanics, making it extremely secure and extremely difficult for
hackers to penetrate undetected [87].

Quantum computing leverages the principles of quantum mechanics,
including superposition and entanglement, to efficiently execute multiple
computations at high speed [88]. Algorithms that employ this, such as Shor’s
algorithm, have great potential to rapidly analyze and detect DDoS attacks
in IoT environments by identifying their attack patterns, which can be a
computational constraint for traditional security systems [89]. Currently,
quantum machine learning (QML) is being explored, aiming to make security
systems for DDoS attack detection and mitigation more robust by effectively
analyzing large volumes of network traffic generated by IoT devices [90].
However, it faces challenges at present, especially in implementation, due to
limited available quantum hardware [91].

One of the great innovations in cybersecurity for effective DDoS attack
detection is the graph-based model. Graph Neural Networks (GNNs) and
graph-based anomaly detection approaches can effectively analyze network
traffic as a graph, where 10T devices are represented as nodes and communi-
cation flows as edges [92]. By carefully analyzing anomalies in traffic flow
structure, this approach can flag DDoS attacks that may be undetectable by
traditional DDoS detection techniques.

3.6 LLMs for DDoS Attack Detection

Large Language Models (LLMs) have emerged as one of the most powerful
tools for transforming DDoS detection through the integration of contextual
understanding, understandable reasoning, and multimodal data handling. The
recent advancements clearly showcase their abilities not only as passive
detectors but also as active participants in cybersecurity defense. One exam-
ple of this is the study by [47], which presents ShieldGPT, a robust framework
that directly leverages LLMs to effectively mitigate DDoS attacks, bridging
the gap between natural language processing and network traffic analysis.
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Their system uses structured prompt engineering and a dual-template archi-
tecture to provide a clear interpretation of global and local traffic features,
generate an understandable threat assessment, and propose context-specific
mitigation actions. Compared to conventional black-box models, ShieldGPT
addresses the challenge of complex interpretability, an important aspect of
real-time defense compliance for sensitive information. A similar approach
using LLM-based threat detection and prevention for IoT ecosystems has
further supported the idea of practical integration of LLMs in real-world
network scenarios. In their utilized framework, lightweight LLMs that were
fine-tuned on domain-specific devices are being employed to have a high
performance in anomaly detection across resource-constrained IoT devices,
though their framework primarily focuses on the broader spectrum of IoT
threats, their framework still effectively identifies significant early signs of
volumetric and protocol-based DDoS attacks [46].

One important value of LLM-based systems is their capacity for explain-
ability and adaptability. Techniques like SHapley Additive exPlanations
(SHAP) and Local Interpretable Model-agnostic Explanations (LIME), when
integrated into LLMs, can provide a comprehensive feature attribution and
rationale generation for decisions made during the evaluation of DDoS
threats. In the adaptive-end-to-end encryption IoT security framework [48],
LLMs are coupled with explainable Al tools to translate complex detec-
tions into human-readable insights. This idea is very important for incident
responders who deal with DDoS events. Moreover, the BARTPredict model
developed by [50] underscores the predictive power of LLMs, leveraging
transformer-based architectures to analyze temporal patterns in network traf-
fic; their system can identify malicious behavior that may signal an attack
before the payload is fully delivered. The anticipatory capability of their
model is a major turning point, together with the reactive detection mech-
anism, adding to the papers that state the effective role of LLMs in cyber
defense. Another noteworthy contribution is CyBERT [51], a featureless
LLM-based system that achieves excellent performance in detecting vulnera-
bilities in IoT devices without handcrafted features. Its featureless design has
simplified the integration of LLMs across diverse network infrastructures,
enabling greater scalability and deployment feasibility.

The effectiveness of various detection approaches in the existing DDoS
attack detection mechanisms is presented in Table 3. With a high detec-
tion accuracy approaching perfection, it highlights how well researchers
have adapted to emerging technologies such as ML and DL, enabling
their approach to detect even unknown security threats. However, common
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Table 3 Advantages and disadvantages of DDoS attack detection approach

Approach Advantages Disadvantages
Traditional Simplicity [93-97] Inflexible [93]
Detection Low resource Difficulty in detecting unknown

consumption [93-96]

Real-time capability [93-95,97]
High accuracy for known
attacks [93,94]

Already been established
techniques [95,96]
Deterministic Results [96]

attacks [93,96]

High false positives [93-97]
Issues in scalability [93-97]
Maintenance overhead [93]
Ineffective in detecting novel
attacks [94]

Lack of adaptability [94,95,97]
Lack of context awareness [95,97]
Maintenance Overhead [96]

Anomaly-Based
Detection

Detection of unknown
attacks [98-100]

Reduced the need of human
intervention [98]
Adaptability to the dynamic
nature of IoT [98-100]

Can monitor in a wide range
network activities [99, 100]

High false positive rates [98-100]
Establishing a normal behavior in
the context of wide networks of
IoT is challenging [98-100]
Resource constraints [98—100]

Federated Learning

Privacy preservation [101-105]
Reduced communication
overhead [101-104]

Real-time detection [101]
Enhanced model stability [101]
Improved aggregation

methods [101]

Scalability [102-104]
Adaptability [102-104]
Robustness against poisoning
attacks [105]

Comprehensive detection

Model performance
degradation [101-105]
Non-IID data distribution [101]
Aggregation algorithm
sensitivity [101-104]

Data heterogeneity [102—105]
Resource constraints [102, 105]

Quantum Computing

Enhanced threat detection [106]
Improved machine learning
algorithms [106]

Real-time threat analysis [106]
Simulation of complex

systems [106]

Enhanced computational

power [107-109]

Advance cryptographic
techniques [107]

Improved data analysis [107]
Improved data handling [108, 109]
Scalability [108, 109]

Hardware instability and

fragility [106,107,109]

High development costs [106,107]
Limited software

ecosystem [106, 107]

Security risk to current
encryption [106, 109]

Integration complexity [107, 109]
Complex implementation [108]
High resource requirements [108]
Limited practical

applications [108]
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problems these security mechanisms have faced include constraints in IoT
devices, as these techniques require substantial computational resources to
be integrated. Combatting the increasing instances of DDoS attacks cannot
still be completely feasible even with the presence of sophisticated detection
approaches and, in the future, one of the focused things that is being done
by the researchers is the development of a detection mechanism that doesn’t
need huge computational resources, which some of them are presented in
Table 4.

4 DDoS Prevention and Mitigation Strategies

A DDoS Attack is a type of online threat with significant potential to inflict
damage on the target. Prevention and mitigation strategies are more likely to
be built to solve it. Even though this type of cyberattack is currently on the
rise, techniques to address this problem have already been developed. In this
section, we will discuss prevention and mitigation strategies to effectively
counter the emerging, sophisticated threat of DDoS attacks in the IoT envi-
ronment. These strategies have a single purpose: mitigating DDoS attacks in
IoT environments. The comprehensive analysis of the succeeding strategies
is presented in Table 4, along with a comparative analysis of existing DDoS
prevention and mitigation strategies.

Lightweight Security Protocols for IoT Devices: Lightweight security
protocols involve key management, authentication, and encryption. The
lightweight encryption protocol outlines the data encryption algorithms, gen-
eralized encryption processes, and encryption operational methods. Many key
pools have been made accessible to authorized users in key management,
and every key is generated effectively via multiple methods, including the
key store seed that the user and devices share. During authentication, the
system administrator configures it using a secure method, such as a manual
procedure, to ensure the device communicates its hidden identification to the
network hub alongside all other devices that must connect to it [110].

Leveraging Edge and Fog Computing for Localized Defense: Cloud com-
puting capabilities are extended closer to the network edge via fog computing,
a decentralized architecture [111,112]. A great deal of data can be processed
locally by fog systems, which also run on-premises, are fully portable, and
can be mounted on a variety of hardware, such as Internet of Things devices
that need to analyze massive volumes of data rapidly. Numerous security
measures related to data, virtualization, discrimination, networks, malware,
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Table 4 Comparative analysis of different DDoS detection and prevention strategies

Mitigation Strategy Technique Used Computational Overhead Scalability Ref
Lightweight Physical Unclonable Minimal computational Adaptable to devices operating
Security Protocol Functions (PUF) overhead on diverse technologies [116]
Lightweight Intrusion Target lightweight IDS suitable | Designed to IoT constrained
Detection System, for IoT devices, which has devices, so scaling it to [117]
Novel Data minimal resources non-IoT constrained devices
Preprocessing can be possible
Technique, ML and DL
classifiers, SMOTE for
handling imbalance
Distributed transparent | Optimal placement of IDS Distributed architecture,
IDS network, nodes, Transparent operation to | Efficient placement strategy [118]
Optimally placed using | avoid unnecessary processing, using graph-based
a K-uniform Use of offline training optimization, capable of
hypergraph model adapting to larger or more
dynamic IoT networks
Custom Preprocessing Compact and lightweight, low Built with the consideration of
Pipeline, Class resource consumption, Fast resource-limited IoT, Small to [119]
balancing, ML training and inference medium size [oT networks
Classifiers, Binary and
Multi-Class
Classification
Stacked modified gated | Lightweight, lower time Tailored for Healthcare IoT
recurrent units for complexity, able to be deployed | systems, Scalable to handle [120]
sequential data in mobile healthcare devices multi-vector DDoS attacks
modeling, Two
customized IDS
models (BCE, MCE),
Temporal feature
preservation
Fog Computing Adaptive Neuro-Fuzzy | Tasks are distributed and Can accommodate the growing
Interference System minimize the load of individual | number of IoT devices [121]
(ANFIS) and Software devices
Defined Networking
(SDN)
Anomaly-based Offloaded to the fog layer The utilization of fog
intrusion detection reducing the burden of IoT computing implies that [122]
using KNN algorithm, devices, Lightweight approach scalability is possible
Signature-based
detection using a
database of known
attacks
Randomness Low in IoT devices as Scalability is enhanced through
measurement, Fog processes are offloaded in the fog computing by distributing [123]
computing to process fog layer, KNN imposes load and centralized processing
data near the source moderate computational cost layers
Fog computing - Scalable design via fog nodes
anomaly detection in a 3-tier architecture [124]
architecture,
Continuous Ranked
Probability Score
(CRPS) metric to
support multi-variable
inputs
Two phase architecture | Optimized for low resource Offline model training, Fog
(online and offline) usage, Offline training avoids computing decentralization, [125]

real-time computations,
Lightweight encryption

Use of ensemble learning and
lightweight algorithms

(Continued)
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Table 4 Continued

Mitigation Strategy Technique Used Computational Overhead Scalability Ref
Blockchain Blockchain Minimized the resource Can handle the growing
Technology consumption and is suitable for | amount of IoT devices and [126]
deployment on increasing volumes of threat
resource-constrained devices data
Ethereum Blockchain, Minimal, Reduced I/0 load, Moderately scalable with the
Authentication Lightweight processing help of decentralization [127]
Mechanism, IP tracing,
Two-way message
exchange
Ethereum Blockchain, Minimal, Reduced 1/0 load, Moderately scalable with the
Authentication Lightweight processing help of decentralization [127]
Mechanism, IP tracing,
Two-way message
exchange
Software Defined Computational and Improved scalability and fault
Networking, communication overhead tolerance, Blockchain provides [128]
Blockchain technology, security in a distributed
Artificial Neural manner, ANN is
Networks computationally
Integration of ML Suitable for diverse [oT
model for detecting environment [129]
DDoS attacks, Use of
blockchain framework
to support ML models
ML for detecting Efficient in inference overhead | Real-time ML detection scales
real-time DDoS model using Random forest, well [130]
attacks, Blockchain Blockchain introduces
ledger to store the additional overhead for
blacklisted IP processing transactions
addresses and
timestamps securely
and transparently
Al-Driven SDN with Adaptive Can efficiently manage Can adapt to changing sizes of
ML computational resources the network and handle an [131]
increasing number of IoT
devices
DL Models (Recurrent Its computational complexity is | Good scalability, Can
Neural Network moderate to high generalize well to various [132]
(RNN), Gated DDoS attacks, Needs hardware
Recurrent Unit (GRU)) acceleration for real-time
performance
ML and DL, Neural Requires more training time, Scaled with the use of
Network Based Inference is relatively efficient distributed training [133]
Intrusion Detection
Al for anomaly Requires continuous Can be deployed across
detection, ML for processing of traffic data multiple nodes or edge devices, | [134]
traffic analysis More scalable compared to
traditional systems

and monitoring are enhanced by this broad range of functionality-driven
applications [113].

Role of Blockchain Technology in Preventing IoT DDoS Attacks: Within
an JoT context, blockchain can significantly reduce DDoS attacks. Security
can begin with network-level protection, where blockchain technology is
implemented at the internet service provider level, on a system that could
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be remote from the hacker’s or target’s operational location. A different
approach is to focus on the near-attack domain, given that the majority of the
most recent DDoS botnets are constructed by assembling genuine [oT devices
spread throughout the internet and targeting victims. Near-attack mitigation
at the attacker’s network is an efficient method for dealing with DDoS attacks
because the traffic generated by the attack never spreads through the internet’s
network infrastructure. Another one is close to the victim’s location; in
that case, every DDoS service provider will need its own account in the
permission blockchain to offer DDoS defense services. The person who was
attacked can then search the blockchain to find the attacker’s IP address
and determine which trusted service provider IP address has authorization
to provide DDoS mitigation services [114].

Al-Driven Adaptive Mitigation Systems: Several novel DDoS detection
strategies have been recently implemented, including DL and Al-based
approaches. As powerful computing equipment becomes more affordable
and accessible, it is used extensively to anticipate and identify DDoS mitiga-
tion risks, serving as a supplemental protection mechanism against security
threats, such as viruses and botnets [115].

Traditional filtering and rate-limiting methods remain effective against
volumetric attacks due to their fast response time, but they have huge lim-
itations in identifying sophisticated application-layer attacks. On the other
hand, Al-driven detection systems are more effective at identifying patterns
that manual configuration cannot, especially Zero-day and Low-and-Slow
attacks, which are disguised as normal traffic. Nevertheless, the effective-
ness of Moving Target Defense (MTD) technologies is considered High but
Resource-Extensive, as they require constant network configuration changes,
which can result in latency on IoT devices. While Blockchain-based solu-
tions provide strong countermeasures for authentication and integrity, their
effectiveness in preventing large volumes of real-time traffic is moderate due
to scalability issues. In short, the most effective defense is a hybrid approach
that combines fast filtering for bulk traffic with Al-based analysis for complex
threats, ensuring high detection accuracy and a low false alarm rate.

As shown in Table 4, the mitigation strategies employed by various
researchers are presented. Most of them have high detection accuracy, rang-
ing from 90-100%, which is good for detecting DDoS attacks. As indicated
in Table 4, techniques that use traditional ML and DL have achieved strong
results. These are already given as approaches that utilize this; they have been
extensively explored by researchers, making it well known as an effective
countermeasure against it. However, given its effectiveness, it also presents



1244  Mosiur Rahaman et al.

challenges, such as computational complexity and integration feasibility,
which require expertise to implement successfully in an IoT network.

5 Validation Approaches and Metrics

The effectiveness of the developed model against cyberattacks is measured
by its overall performance. To realize its full potential, the model must be
trained on high-quality, trustworthy datasets. However, some of those high-
quality datasets are not yet publicly available and can be accessed only by
certain individuals for personal reasons. In this section, we will discuss the
validation approaches and metrics used by the developer in their created
defense model, including the challenges in IoT DDoS detection, strategies
for evaluation metrics, simulation platforms and tools for real-world testing,
and the limitations of existing approaches and proposed enhancements.

5.1 Datasets for lIoT DDoS Detection

Datasets are crucial for developing an Al model to predict cyberattacks. This
is one of the bases of its performance and effectiveness, as this is where
the model will get data to train from. The following are the most common
places where researchers used to access various types of datasets, including
IoT traffic, for training and testing.

5.1.1 loT-specific datasets

The prevention of botnet malware attacks Ton-IoT Dataset: ToN-IoT includes
a range of databases collected across the entire IloT system, including
internet traffic associated with the IIoT system, records from Linux- and
Windows-running systems, and sensor information from connected devices.
Its diverse information was collected from a medium-sized IoT network
and developed by the Cyber Range and UNSW Canberra IoT Labs, and is
available in the ToN-IoT repository [135].

Bot-IoT Dataset: This dataset was created in the UNSW Canberra Cyber
Center’s Cyber Range Lab, which replicates an accurate networking scenario
by combining botnet and regular traffic attacks, including DDoS distributed
attacks that rely on TCP, UDP, and HTTP methods for collecting information
such as the operating system fingerprints and service inspection, along with
information-stealing techniques like keylogging [136].

CIC-10T-2023: Among IoT datasets generated from actual IoT devices,
CIC-10T-2023 is the most extensive one. A total of 33 observed incidents are
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documented in the collection, which includes data collected through 105 IoT
devices. Interestingly, malevolent IoT devices attacking additional nodes in
the IoT environment were the ones that initiated these incidents. Furthermore,
certain attack types in CIC-IoT-2023 are not present in other IoT datasets,
making it more novel [137].

MedBIoT: With 80 simulation devices and three genuine devices, the
MedBIoT dataset aims to mimic an average-sized network. A switch, a
lightbulb, a lock, and a fan appeared among the gadgets utilized. Three
different kinds of botnets, namely Mirai, BASHLITE, and Torii, were intro-
duced within the network. The purpose of this data collection is to provide
information for the prevention of botnet malware attacks [138].

I0oT-23: Three genuine IoT devices were used to produce the IoT-23
dataset. The three electronic gadgets were configured to simulate three safe
instances and 20 distinct malicious instances. Every malicious instance,
including Mirai, Gafgyt, Torii, and others, was subjected to a botnet (bot)
attack. Both normal and malicious traffic characteristics were observed in
this dataset [139].

As shown in Table 5, each dataset contains distinct attributes that reflect
the current, dynamically evolving landscape of IoT security. While mod-
ern datasets like CICIoT2023 reflect evolving risk theories, older datasets
like Bot-IoT and Ton-IoT provide a fundamental baseline for prior attack
research. Whether it is the exploration of botnet development, adversarial
malware strategies, or anomaly-based intrusion detection approaches, the

Table S Comparative analysis of different IoT specific datasets.

Year Dataset Attack Types Source of Data Reference

2019  Ton-IoT DDoS, DoS, Collected from telemetry datasets of [140]
Ransomware, IoT and IIoT sensors, operating system
Password attacks, logs of Windows 7/10, Ubuntu 4/18,
scanning, injection and network traffic captures

2018 Bot-IoT DDoS, DoS, OS, Network traffic from realistic ToT [141]
Service Scan, environments
Keylogging, and Data
exfiltration

2023 CIC_IoT_2023DDoS, Dos, Network traffic captures from an IoT [142]
Web-Based, Brute topology of 105 devices
Force, Spoofing, Mirai

2020 MedBIoT Mirai, Bashlite, and Network traffic that was captured from [143]
Tori an JoT network comprising 83 devices

2020 IoT-23 Okiru, Tsunami, and Network traffic that has been captured [144]
Mirai Malwares from IoT devices, including malicious

and benign
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careful selection of a dataset will greatly affect the scope and significance
of the research. Future datasets may include different IoT environments with
distinct attack routes and prioritize real-world attack simulation scenarios to
further strengthen the security measures implemented, enabling the effective
deployment of robust, advanced cybersecurity.

5.1.2 General network security datasets

CIC-DDo0S-2019: In CICDD0S2019, some of the more recent and harmless
DDoS attacks that mimic data in reality (PCAPs) are included. The network
stream results analyzed using CICFlowMeter-V3 have been included as well,
alongside the movements identified by their timestamps, destinations, and
sources, in both IP addresses and ports, and the protocol, in CSV files [145].

CICIDS2017: CICIDS-2017 is a sizable, comprehensive dataset useful
for evaluating experiments on online malicious incidents. The data collec-
tion was initially created at the University of New Brunswick’s Faculty of
Computer Science. The dataset mimics the actual world of data (PCAP)
by including current, benign, frequent crimes. Alongside the tagged flows
determined by timestamps and IP source, it also contains the findings of the
internet traffic assessment performed using CICFlowMeter [146].

NSL-KDD: The NSL-KDD dataset is a synthetic dataset that mimics the
web traffic an actual attack detection system encounters, with only the signs
of its presence remaining. This dataset also includes logs of the web traffic
that a basic IDS detected. Each entry in the data collection has 43 attributes,
41 of which relate to the traffic entry itself. The final two features comprise
tags indicating whether the input is benign or a malicious attempt, and they
measure the importance of that input [147].

CAIDA DDoS Attack: The CAIDA DDoS Attack dataset comprises
approximately an hour of concealed traffic traces from a DDoS attack on
August 4, 2007. It has an overall length of 5.3 gigabytes and is divided into
5-minute PCPA files from the 1-hour trail. The trails only contain malicious
traffic sent to the person who was attacked and that person’s replies to the
assault. As far as viable, benign traffic was eliminated. The payload content
was removed from every packet, and the trails in this set of data have been
disguised using CryptoPAn, a prefix-preserving anonymity scheme with a
single encryption key [148].

Regarding the practical evaluation of traffic, the CIC-DDo0S2019 dataset
(2019) in Table 6 provides a precise simulation of the latest DDoS attack
vectors, such as NTP, DNS, MSSQL, NetBIOS, SNMP, SYN, and TFTP
floods, based on an isolated experiment. The CICIDS2017 dataset (2017)
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Table 6 Comparative analysis of general network security datasets.

Year Dataset Attack Types Source of Data Reference
2019 CIC- NTP, DNS, MSSQL, Network traffic from testbed [149]
DDo0S2019  NetBIOS, SNMP, simulating real-world scenario
SYN, and TFTP
2017 CICIDS2017 Brute Force, Captured network traffic from [150]
Heartbleed, Botnet, simulated environment with 25 users
DoS, DDoS, and Web
Attacks
2009 NSL-KDD DDoS, Probe, R2L, Captured from simulated environment [151]
U2R
2007 CAIDA DDoS attack traffic Captured network traffic from [152]
DDoS real-world DDoS attack
Attack

goes beyond DDoS and includes brute-force, Heartbleed, botnet, DoS, and
web-based attacks, recorded in a simulated shared context to aid in the study
of intrusion identification. The NSL-KDD dataset (2009) is a better version
of the KDD Cup 99. It includes DDoS, Probe, R2L, and U2R attacks along
with multiple mitigation methods. It provides a basic but out-of-date standard
for predictive systems.

Among the quite rare openly accessible datasets of actual DDoS traf-
fic are the CAIDA DDoS Attack dataset (2007), which provides concrete
insights into the mechanics of massive botnet-driven attacks. As seen in
Table 5, CICIDS2017 provides a comprehensive attack taxonomy; NSL-
KDD remains an outdated standard; CAIDA offers vital insight into actual
DDoS practices for long-term anomalous identification; and CIC-DDo0S2019
focuses on modern DDoS studies.

5.1.3 Open resources for loT security datasets

Kaggle: Kaggle is an online platform where the data science and machine
learning communities come together. It provides a place where data scientists,
analysts, and ML enthusiasts can work on real-world problems, share knowl-
edge, and participate in competitions. Kaggle hosts one of the largest public
repositories of datasets, which are crucial for training models and conducting
research. Users can find data on almost every topic, including IoT network
traffic [153].

IEEE Dataport: The ability to reproduce research is supported by IEEE
DataPort, which also enables users to maintain, exchange, and access
research datasets, including DDoS datasets and datasets from different
researchers. By entering their IEEE login information or registering for a
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free IEEE DataPort account, users can access publicly available datasets and
submit their personal datasets for research [154].

Zenodo: Zenodo is a multipurpose research database created to make
it easier for researchers across all fields of study to share, preserve, and
disseminate their findings. Zenodo, introduced by CERN in 2013, provides
academics and organizations with an easy-to-use platform for uploading
and archiving a variety of intellectual materials, such as applications and
datasets [155].

5.2 Common Evaluation Metrics for Detection and Mitigation
Strategies

Accuracy: This is a common evaluation metric for assessing a classification
model’s effectiveness, providing a brief overview of its predictive accuracy.
This is determined by dividing the total number of input items by the number
of accurate predictions [156].

Precision: The metric used to evaluate a classification model’s ability to
identify the positive class. It can be calculated by dividing the total number
of accurate predictions for the positive class by the total number of times the
model has predicted it as positive [157].

Recall: the model’s metric that measures how accurately it predicts pos-
itive instances. It is like answering the question: among the total number
of positive examples, how many were predicted by the model? Recall will
indicate how well the model predicts positive instances [158].

F1-Score: The F1-score is an evaluation metric for classification models
based on a dataset and is primarily used for binary classification systems,
which assign a given example to either positivity or negativity [159].

False Positive Rate: The false positive rate is the metric used to measure
the instances in which the model mistakenly predicts negative data as pos-
itive, and it ranges from O to 1. If the false positive rate is low, it indicates
that the model is good at handling instances; it produces few false attack
alarms, whereas a high rate indicates that the model produces many false
alarms [160].

False Negative Rate: The false negative rate is the metric that shows how
many instances the model predicted as negative in the dataset were actually
positive; it has the same range and concept as the false negative rate, but with
a different instance type [161].

Receiver Operating Characteristic (ROC) Curve & AUC Score: A graphic
depiction of how well the model performed over all criteria is the ROC
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curve, which is simply drawn with the calculation of true positive and false
positive rates in every possible criterion. It will then indicate the graph of
the true positive rate over the false positive rate. The AUC Score indicates
the likelihood that the model will assign greater prominence to the positive
instance than to the negative when presented with a random selection of
both [162].

5.3 Simulation Platforms and Tools for Real-World Testing

5.3.1 Network simulation tools (for IoT network testing)

NS-2 (Network Simulator 2): A freely available event-driven simulation tool
designed specifically for computer communication system studies. This oper-
ates as a single-event simulator for network studies and provides significant
support for simulating multiple protocols, including TCP, FTP, UDP, HTTPS,
and DSR. C++ and Object-oriented Tool Command Language (OTcl) are two
of its main programming languages, and the system is largely based on Unix
and supports both wired and wireless networks [163].

NS-3 (Network Simulator 3): A freely available network modeling plat-
form that prioritizes realism over NS-2, which was built to compensate
for NS-2’s limitations. This platform includes various useful features and
resources for scalability and cross-layer interoperability, which facilitate the
ease of reading and parsing packet capture (PCPA) files [164].

OMNET++: Instead of offering simulation items for networks of com-
puters, queueing theory, and several fields, the Objective Modular Network
Testbed in C++ (OMNeT++) serves as an object-oriented dynamic simulation
platform for testing protocols for communicating and various systems that
are distributed. It utilizes a structure and stance that provide basic resources
and equipment for creating models. In addition to supporting large-scale
simulations and visualization tools that facilitate debugging and result inter-
pretation, OMNeT++ allows researchers to build customized models tailored
to a particular investigation [165].

Mininet: Mininet is used to prototype large networks using process-level
virtualization, a simpler form of virtualization in which computer resources
are distributed at the OS level. Mininet’s original purpose was to enable
users to quickly prototype large networks with limited resources. Mininet
network topologies can be constructed in Python and deployed in a matter
of seconds. Additionally, this capability makes it easier to share topologies
among different researchers, who may then modify these to suit their own
research requirements [166].
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5.3.2 loT-specific simulator (IoT device behavior and security)
Cooja: It was developed in Java and allows individuals to designate either
large or small Contiki motes (sensor network nodes) for the network’s deploy-
ment. Users can obtain important network data, including timeframes and
mote outputs, upon completing the simulation. It is important to note that the
template settings define motes in a particular way. The simulated situations
focus more on network and hardware problems instead of on IoT instances or
publish-subscribe relationships [167].

CupCarbon: It is compatible with automated execution of repetitive tasks
and distributed algorithms for industrial applications. Educators may utilize
this to illustrate important procedures and the workings of smart sensor
systems. The researcher will also be able to evaluate its wireless structure,
connectivity, protocols, operation, and other aspects with its assistance [168,
169].

5.3.3 Cloud-based testing environments (real-world loT security
testing)

AWS IoT Device Simulator: Through an easy-to-use graphical user interface
(GUI), the Amazon Web Services IoT Device Simulator platform helps
clients test, integrate devices, and enhance the functionality of their IoT
backend applications. Eliminating the need for laborious script writing or the
configuration and management of physical devices, this method enables the
creation and simulation of numerous connected devices [170].

Google Cloud IoT Core: For managing IoT devices, it is a fully managed
platform. Along with cloud-stored device metadata and the ability to transmit
configuration information to devices from other GCP or external sources, it
facilitates registration, authentication, and authorization [171].

5.3.4 Cybersecurity and attack simulation tools (testing DDoS
scenarios)

Hping3: Hping3 is used by hackers to send packets to the target. Such packets
have been created and faked and, when customized, they are exceedingly
helpful to the attacker and powerful enough to be used for the purposes listed
below: Path MTU identification and Firewalking. Utilizing various protocols,
packet sizes, TOS (a type of service), and fragmentation, advanced port
scanning, and Net Tests performance [172].

Metasploit: The Metasploit Framework is a tool for developing and
exploiting vulnerabilities targeting specific devices. Fundamentally, this is a
compilation of identified weaknesses and payloads designed to assist testers
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in penetration testing and system testing, and to maintain a current database
of potential attacks. The framework allows the individual who uses it to
personally define particular goals and settings when conducting a strike and
provides an outline based on recognized vulnerabilities [173].

5.3.5 AI/ML model testing framework (anomaly detection in loT
traffic)
TensorFlow: Another popular ML framework, created by Google and cur-
rently free, with Java and Python wrappers. Python was one of TensorFlow’s
recognized programming languages and is the language of choice for data
science and ML. Interestingly, at the moment, TensorFlow is the sole ML
library that adapts its manual to the user’s degree of expertise [174].
PyTorch: Due to its ease of building and training neural networks,
PyTorch has emerged as a widely used framework in academia. Its commer-
cial population is also becoming increasingly prominent. It was created by
Meta in 2016 and, since then, it has undergone numerous enhancements from
both Meta and the sizable community that has grown around PyTorch [175].
Scikit-learn: a well-known Python ML library. Numerous NTA meth-
ods, including SVMs, decision trees, and random forests, are included in
Scikit-learn. The particular objective and its application can influence which
frameworks and algorithms are employed [176].

5.3.6 Real-world IoT security testbeds (for experimental
validation)

FIT IoT-Lab: This testbed is a public IoT research facility. Across six loca-
tions in France, it offers over 2700 nodes. This provides complete ownership
of 23 distinct IoT boards and a means to reserve several nodes for an
investigation via the central REST API that runs the lab. For every accessible
node, it employs a specially made hardware gateway to flash and configure
it. The purpose of this gateway is to continuously monitor the Received
Signal Strength Indicator (RSSI) power indicator, radio operation, and energy
usage [177].

SmartSantander Testbed: Because of its expansive, accessible, and adapt-
able form, SmartSantander structure can federate alongside other research
facilities both vertically and horizontally. It is meant to encourage the creation
of new apps by a range of users, including those conducting realistic user
acceptance testing and exploratory, sophisticated studies on IoT technology.
Using a wide range of technologies, the initiative intends to install 20,000
sensors in the cities of Belgrade, Guildford, Lubeck, and Santander [178].
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6 Challenges in IoT DDoS Detection and Mitigation

The environment in which IoT devices operate is now observable, expanding
rapidly and, with many devices now connected, the potential for DDoS
attacks is rising. However, they are unique in their inherent nature. Challenges
with these devices can be classified into several areas, including scalability,
real-time detection, data privacy, and more. In this section, we will discuss the
challenges of implementing security measures against DDoS attacks, which
most researchers encounter, and propose a solution to address this problem.

6.1 Scalability and Resource Constraints in loT Devices

In the case of IoT devices, they usually execute their tasks in resource-
constrained environments, indicating that, during operation, they have lim-
itations in computational power, memory, and bandwidth [179]. These limi-
tations have posed challenges, especially in detecting and mitigating DDoS
attacks.

Device Limitations: Many IoT devices, particularly low-cost sensors
and resource-constrained edge devices, lack the computational capabilities
required to perform effective real-time detection of DDoS attacks [180], mak-
ing the implementation of a robust security system difficult, which includes
traffic filtering, anomaly detection, and behavior analysis.

Large-Scale Networks: The rapid development and adoption of IoT
devices across diverse fields have enabled the formation of large-scale net-
works comprising millions of interconnected devices [181]. Considering this,
detection and mitigation in large-scale IoT network environments can be
expensive in terms of computational power and complexity [182]. The use of
network monitoring tools can make it difficult to identify malicious activity
across many devices [183].

Data Overload: With many interconnected devices generating data, the
volume will overwhelm current defenses against cyberattacks, leading to high
false-positive rates and significant delays in detecting attacks [184]. Because
of this, the security system’s ability to scale its traffic analysis, filter noise,
and isolate suspicious network activity will become more critical.

Network Bandwidth: IoT devices usually operate over low-bandwidth
networks, which can be exploited by DDoS attackers, leading to poor service
performance or network congestion [185]. A strong defense mechanism
against this should consider bandwidth limits, especially in areas where
accessibility and reliability are critical, such as smart cities, healthcare, or
industrial IoT [186].
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Decentralized Nature: Implementing a robust security mechanism against
DDoS attacks is challenging given the system’s decentralized architec-
ture [187]. Because IoT networks are decentralized, implementing robust
safety measures against DDoS attacks may be more difficult [154]. Because
of this, a coordinated defense mechanism will face challenges, as differ-
ent IoT devices may have different configurations, making it impossible to
identify and mitigate them uniformly [188, 189].

6.1.1 Real-world loT security testbeds (for experimental
validation)

FIT IoT-Lab: This testbed is a public IoT research facility. Across six loca-
tions in France, it offers over 2700 nodes. This provides complete ownership
of 23 distinct IoT boards and a means to reserve several nodes for an
investigation via the central REST API that runs the lab. For every accessible
node, it employs a specially made hardware gateway to flash and configure
it. The purpose of this gateway is to continuously monitor the RSSI power
indicator, radio operation, and energy usage [177].

SmartSantander Testbed: Because of its expansive, accessible, and adapt-
able form, SmartSantander structure can federate alongside other research
facilities both vertically and horizontally. It is meant to encourage the creation
of new apps by a range of users, including those conducting realistic user
acceptance testing and exploratory, sophisticated studies on IoT technol-
ogy. Using a wide range of technologies, the initiative intends to install
20,000 sensors in the cities of Belgrade, Guildford, Lubeck, and Santander
[178].

Many solutions have been proposed to address resource constraints and
sustainability issues in IoT devices while maintaining sufficient security,
as shown in Table 7. To mitigate hardware limitations, an effective Con-
volutional Neural Network (CNN) based intrusion detection system was
proposed. Its 99.75% accuracy and lower computational demands make it
well-suited for implementation across different connected devices, though
additional research is needed to assess its timeliness of detection. However,
its use of advanced neural networks can lead to high computational require-
ments, especially in resource-limited environments. An F1-score of 81% was
achieved for detecting hidden DDoS attacks in large-scale IoT networks using
a correlation-aware neural network. Despite variations in efficiency based
on attack techniques, a lightweight time-based ML system that addressed
excessive data and computational limitations achieved over 99.7% accuracy
across most classification algorithms, successfully optimizing computational
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Table 7 Comparative analysis of existing papers that tackle the scalability and resource
constraints of IoT devices with their solutions

Challenge Studied Proposed Solution Computational Overhead Scalability Limitations Ref
Device Limitations | Lightweight Reduced the Can operate on | The ability to [190]
and Resource- CNN-Based IDS complexity through different IoT perform
constrained devices fewer layers devices real-time
detection needs
to be validated
Distributed Computational The Resource [191]
architecture-based overhead is a challenge introduction of constraints,
solutions, Access due to limited blockchain on Scalability,
management-based resources resource- Latency,
solutions, Traffic constrained Complexity,
control-based devices offers Lack of unified
solutions, Ethereum performance solution
platform-based scalability
solutions
Edge2Guard as a Specifically designed Device level Scope of [192]
standalone and for low resource independence, detection,
lightweight intrusion constraints devices No network Model
detection system bottlenecks deployment
scalability,
Storage
constraints, No
network level
defense
Lightweight Intrusion Designed to be Adaptability Imbalanced [193]
Detection System lightweight, making it across various data, General-
suitable for network izability,
resource-constrained conditions, Resource
IoT devices Training phase constraints,
may require Binary
more classification
computational focus
resources
Optimally Placed, Minimize at runtime High Training [194]
Transparent, due to offline training scalability due complexity, No
Distributed IDS and optimal placement to distributed real-time
IDS design, adaptation,
transparent and | Lack of
optimal interpretability
placement, and
modular LSTM
placement
Sophisticated Correlation-aware May require Depends on the | Computational [195]
DDoS attacks in Neural Network computational deployment requirements
large-scale IoT resources due to the environment may become a
networks utilization of advanced hurdle in
neural network resource
constrained
device
Development of Low to moderate due to High No real attack [196]
synthetic attack the utilization of simple scalability data, Limited
generator, Multi-label feed-forward neural potential, model

feed forward neural
network to detect
attack nodes

network, Suitable for
centralized or
cloud-based processing

Design enables
training models
for large
networks

complexity,
Limited feature
discussion

(Continued)
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Challenge Studied Proposed Solution Computational Overhead Scalability Limitations Ref
Creation of Not applicable, The Good No detection [197]
comprehensive IoT created dataset has the scalability method, Fixed
attack dataset which is ability to support shown through | environment,
intended to support the | lightweight and the Unknown
development and complex models involvement of | diversity of IoT
evaluation of IDS 105 devices device, Static

and 33 types of | scenario
attacks
Optimized Multiclass Efficient due to Can be Reduced [198]
Intrusion Classifier memory-optimized deployed in accuracy on
pipeline and real-world, certain attack
chunk-based data large-scale IoT | types,
handling, Offers networks with Framework
substantial gains in the help of complexity
processing efficiency modular and
memory-
efficient
architecture
Federated Avoids cloud High Complexity of [199]
Learning-based IDS centralization, Reduce scalability as federated
inter device network architecture architecture,
traffic can support Unsupervised
large detection
distributed tradeoffs,
environments, Security of FL
can be
deployed
across
edge-to-cloud
hierarchies

Data Overload and | ML lightweight It can minimize the Suitable for The efficiency [200]

resource- time-driven framework | computational load in large-scale IoT | may be based

constrained IoT 10T devices deployment on the attack

device patterns
Hybrid IDS combining | Lower prediction time Implicitly Trained on a [201]
Support Vector compared to existing scalable as itis | single dataset,

Machine, methods trained with Limited
Convolutional Neural large-scale generalizability
Network, and Gated network data,
Recurrent Unit Can handle
increased
network traffic
Power Management Scalable for smart Only addresses [202]
System homes energy-based
attacks, Attack
sophistication
EffiGRU-GhostNet Low resource Validated on Operational [203]
consumption due to multiple deployment
lightweight Ghostnet large-scale
and dimensionality datasets,
reduction with Suitable for
PCA-LLP, Designed real-time
for efficient operation detection

in big data
environments

(Continued)
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Table 7 Continued

Challenge Studied Proposed Solution Computational Overhead Scalability Limitations Ref
Securing against Blockchain-based Utilizing efficient It will depend Challenges [204]
unauthorized security strategy smart contract to on the may be faced
access and minimize the deployment depending on
tampering of data computational load environment the IoT
infrastructure
Arbiter PUF-based Designed with Collaborative Blockchain [205]
Lightweight Security, lightweight and latency and
Permission blockchain | cryptography, Lower decentralized storage
integration overhead, Moderate nature, overhead, PUF
computational cost Improved technology
efficiency may introduce
compared to variability and
public chains error rates
A hybrid Mentioned as a known Computational [206]
Al-Blockchain security | challenge demands,
framework Scalability
concerns,
Integration
complexity,
Interoperability
IDS in IoT networks IDS introduced a slight IDS must adapt | Vague IDS [207]
overhead to high device implementation
density and
heterogeneous
networks
Chain of Things High computational Utilizing smart | Consensus [208]
and energy cost contracts, overhead,
Suitable for Smart contract
small to risks, Storage
medium scale bloat
deployments

costs while enabling massive [oT deployments. Furthermore, a lightweight
security method based on host-based, off-device learning was 100% accurate
and easy to deploy, requiring minimal resources. Despite its viability in the
IoT network, a security approach based on Blockchain that uses effective
smart contracts to minimize computational overhead achieved 95% detection
in protecting IoT devices against malicious access and data manipulation.
There are trade-offs among computational efficiency, installation feasibil-
ity, and attack resistance in constrained environments, while each method
supports 10T security and scalability.

6.2 Real-Time Detection

The constantly changing, difficult-to-predict nature of DDoS techniques has
highlighted the importance of developing real-time detection and adaptive
response defense mechanisms. However, there are a number of factors that
make this difficult to implement to effectively detect and mitigate DDoS
attacks in real-time IoT networks, and these are the following:
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Latency and Delay: Enabling real-time detection and mitigation of DDoS
attacks requires low-latency systems to effectively identify malicious activity
and enable rapid responses [209]. However, IoT devices often operate in
environments where data transmission is delayed by long distances, slow data
rates, or limited bandwidth, resulting in slower performance in identifying
and responding to attacks.

Complex Attack Patterns: DDoS attacks may employ highly advanced,
multi-vector strategies that evolve dynamically. As IoT environments contain
various types of devices and protocols, detecting complex real-time attack
patterns can be very difficult [210]. Many conventional defense mechanisms
for detecting DDoS attacks, including signature-based security systems, don’t
handle the dynamically evolving attack techniques of DDoS attackers [211].

Detection vs Response Speed: Even if we assume the DDoS attack
was detected in real time, the response could still not be fast enough to
prevent the damage it can cause. This is because, to effectively mitigate
an attack, the cooperation of multiple network elements, such as firewalls
or gateways, and delays in network communication among them can render
defense mechanisms against DDoS attacks ineffective [212].

Static Mitigation Strategies: The effective mitigation of DDoS attacks
requires the ability to adapt to emerging threats, which in IoT environ-
ments can be difficult to implement an adaptive defense mechanism that
can autonomously change in response to dynamic attack vectors. A static
mitigation strategy is insufficient for handling new DDoS attack techniques,
underscoring the need for a security system that can learn from incoming
traffic patterns and adapt accordingly [213].

Resource Allocation: Implementing real-time detection and mitigation of
DDoS attacks requires adequate resources, including memory and compu-
tational power. As many IoT devices operate in resource-constrained envi-
ronments, they may struggle to handle these heavy processing requirements,
posing challenges for implementing effective DDoS detection systems [214].

Table 8 presents a comparative analysis of state-of-the-art approaches to
real-time, challenging problems in IoT environments, with special empha-
sis on resource efficiency and DDoS mitigation. Supported by a Temporal
Convolutional Network (TCN)-based framework enhanced with frequency-
domain monitoring and adaptive thresholding, the latency-constrained and
computation-limited Healthcare IoT (H-IoT) system has been provided with
a solution that achieves 99.99% accuracy on UDP traffic. However, the
limited network topology and differences in attack strategies can still pose
challenges. In the case of IoT data with complex multidimensional features
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Table 8 Comparative analysis of existing studies tackling real-time challenges

Challenge Studied Proposed Solution Result Contribution Limitation References
Low Latency TCN-based 99.8% Address DDoS Network [215]
Requirement of model, Message attacks detection  configuration,
H-IoT, Limited Frequency Queuing in 5G Healthcare  attack pattern
Computational Monitoring, Telemetry IoT diversity
Resources of IoT Dynamic Transport
Thresholding (MQTT),

99.99%

(UDP)
Complexity of RNN + 98.98% Introduces novel ~ Need high [216]
Multi-Dimensional ~ Autoencoders Accuracy mechanism in quality training
IoT Network Data Detecting DDoS  data, may not be

attacks suitable for

resource
constrained IoT

devices
Limited Processing ~ SCN-based 99.29% Introduces Depends on [217]
Power of IoT model Accuracy solution for dataset quality,
devices DDoS detection real-time
of resource deployment
limited IoT
devices
Network Mixed Integer Efficient Provided a Environmental [218]
congestion and non-linear resource reliable resource noise, hardware
resource allocation  programming allocation allocation in variations
even with Internet of
limited Battlefield
signal Things (IoBT)
Real-Time analysis ~ CNN+BiLSTM 99.32% Offered an Computational [219]
and scalability with Attention accuracy efficient DDoS overhead
Mechanism attack detection
and mitigation in
IoT

and limited resource constraints, a hybrid RNN-Autoencoder model achieved
an excellent accuracy of 98.98%. Table 8 clearly illustrates the trade-
off between computational complexity and detection effectiveness across
different dynamic IoT threat scenarios.

7 Privacy and Ethical Issues in loT Security

One of the primary concerns in IoT systems is security. Because of this, an
effective way to address these ethical issues has become increasingly impor-
tant, especially for detecting and mitigating DDoS attacks. In this regard, the
following are some privacy and ethical concerns that can be identified.

Data Privacy: Data privacy is a common issue. An IoT device executes an
operation that gathers a large amount of data, including personal or sensitive
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information such as location, health metrics, and environmental data [220].
The failure to monitor network traffic from IoT devices in a timely manner
can silently violate the user’s privacy rights, as it may involve the collection of
sensitive data without the user’s consent [221]. This highlights the importance
of balancing the development of security systems to monitor network traffic
for suspicious activity and to implement data privacy measures.

Surveillance and Consent: There are a few DDoS detection mecha-
nisms, including deep packet inspection to analyze the content generated by
communication among IoT devices [222], which heightens concerns about
monitoring user behavior. This can be highly performed in smart homes or
H-IoT environments. To inform users that their data is being used, transparent
consent is needed to provide assurance [223].

Personal Data in DDoS Mitigation: In mitigation, many IoT networks
involve identifying the source of suspicious network traffic and blocking it
or separating it from specific devices [224]. This action may lead to the
unplanned exposure of the user’s personal data if the wrong devices are
ever targeted. An effective mitigation technique for DDoS attacks should not
unintentionally compromise user privacy [225].

Ethical Implications of Attack Attribution: Identifying the source of a
malicious network in a DDoS attack can be difficult. In some cases, attackers
may improperly use compromised IoT devices to turn them into bots [226].
Misattribution may lead to legitimate users being denied access to important
services due to a mistake in treating them as malicious users, raising ethical
challenges when attackers can successfully use IoT networks to disguise
themselves and penetrate the network undetected [227].

Data Collection and Retention Policies: To make the DDoS security
system more efficient, it should be trained on data patterns related to DDoS,
attack signatures, and device behavior, in accordance with data privacy laws
[228]. However, collecting that data may pose risks to user privacy if proper
data retention policies are not in place. Implementing security systems that
process minimal data is important, as this helps ensure that collected data is
anonymized and encrypted to prevent unauthorized access [229].

Regulation and Legal Framework: IoT devices are influenced by a com-
plex regulatory landscape, with various regions and countries implementing
different data privacy laws. The implementation of robust security mecha-
nisms against sophisticated cyberattacks, together with compliance with these
regulatory laws, has become a challenge for researchers and developers in the
cybersecurity field [230].
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8 Development Lifecycle of loT DDoS Security Systems

In developing an effective and robust security system for IoT DDoS attack
detection, developers implement common phases that are important through-
out the development lifecycle (Figure 8). Successful implementation of these
steps helps ensure that detection, mitigation, and prevention are both reliable
and scalable. These phases include several stages, starting with identify-
ing the problem and ending with continuous monitoring of the model for
improvement. Each phase of the development process is vital, as it influences
how the model will perform.

Problem Identification & Analysis: The primary phase in the life cycle
is the identification and analysis of the problem. This phase includes the
careful understanding of what the unique vulnerabilities of IoT networks
are, which include the things that we mentioned earlier, like the resource
constraints, large attack surfaces, and the heterogeneity of IoT devices [231].
Researchers developing effective mitigation strategies in this field have care-
fully examined past DDoS events to identify attack vectors, including botnets,
amplification, and protocol exploitation [232]. By studying real-world cases
of DDoS attacks, researchers can identify the most common patterns and craft
effective security requirements formulations. By clearly defining the problem
scope, it will ensure that the following sequences proceed smoothly and that
the focus remains on addressing the most vital challenges in IoT security.

System Design & Framework Development: After the successful identifi-
cation and definition of the problem, the following phase would be the design
and development of the framework. In this phase, defining the framework that
would be utilized is involved [233]. One of the main focuses of this phase
should be designing a scalable framework that can handle a large amount of
network traffic while minimizing latency and computational overhead [234].

Data Collection & Dataset Creation: After the system design has been
successfully implemented, the next step is to gather data and create a
dataset, which is essential to developing an effective security solution. These
datasets serve as the ML models’ training ground; obtaining a large, high-
quality dataset is essential for practical applications that require dependable
predictions. The datasets can be collected from real-world IoT networks,
simulated environments, and publicly available datasets [235]. One criterion
for selecting it is that it must contain a diverse range of normal and attack
network traffic to effectively improve the model’s detection accuracy [236].

Technique Selection and Algorithm Development: With a carefully devel-
oped dataset, it can be used in the next phase, which is selecting a technique
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and developing the algorithm. Usually, researchers examine various methods
to be implemented, such as signature-based [237], anomaly-based [238],
and hybrid methods that combine multiple techniques [239]. The use of
ML and DL algorithms is growing, leveraging classifiers such as Support
Vector Machine (SVM) [240], CNN [241], and Long Short-Term Memory
(LSTM) [241].

Model Training and Evaluation: The model training analysis will come
next. The preprocessed data will be used to properly train the ML and DL
models, and they will be adjusted to further improve their performance. Most
users employ cross-validation techniques to ensure the model generalizes
well to unseen attack scenarios [242]. After identifying the model’s perfor-
mance. Benchmarking against existing security systems can also be used to
assess the effectiveness of the developed security system.

Testing and Validation in Real-World Environments: Once the model is
evaluated and delivers excellent results, it will be tested and validated in real-
world environments. This can be done by deploying the developed security
system in a simulated IoT environment to effectively evaluate its perfor-
mance under realistic conditions [243]. This phase will include stressing
the model through various attack scenarios, evaluating its false-positive and
false-negative rates, and optimizing its detection parameters [244].

Deployment and Integration into IoT Networks: After successful vali-
dation, the system will be ready for deployment and integration into IoT
networks [245]. In this phase, [oT devices will be embedded with the secu-
rity mechanisms. The integration should have no flaws to ensure it is well
compatible with the IoT network’s existing architecture [246]. Most of the
time, autonomous responses to cyber threats automatically trigger mitigation
strategies when DDoS attacks occur, such as rate limiting or blacklisting.

Continuous Monitoring and Improvement: Even with a successful
deployment of the security system, continuous monitoring and improvement
should still be required [247]. One of the factors that led to this being
implemented is the continuous evolution of cyber-attacks, which utilize
various attack techniques; to cope with these techniques, this needs to be
applied.

9 Real Life Use Case and Application

The continuous integration of IoT devices across different fields has greatly
helped in automating manual tasks. However, this rapid integration has also
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Problem Identification and Analysis

System Design and Framework
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Deployment Into loT Networks

—
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Figure 8 Development lifecycle of DDoS detection in IoT.

posed novel security challenges, especially in the context of DDoS attacks. In
this section, we will explore real-world use cases where IoT is being applied
and where IoT security is particularly critical.

9.1 DDoS in Smart Homes

In smart homes, various IoT devices are integrated, including CCTV, smart
thermostats, and connected appliances, thereby greatly enhancing user con-
venience [248]. However, these devices are often vulnerable to cyber threats
due to weak authentication mechanisms, outdated firmware, and limited secu-
rity protocols, leading to issues when targeted by DDoS attacks, including
malfunctioning devices, DoS attacks, and unauthorized user access [249].
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One of the most well-known examples is the Mirai botnet, which pen-
etrates vulnerable IoT devices and commences large-scale DDoS attacks.
IoT devices in smart homes with weak credentials have been hijacked and
used to generate a flood of network traffic, disrupting both home users and
external services [250]. Smart home security solutions may use behavior-
based anomaly detection or network segmentation to separate infected IoT
devices from the main network, thereby preventing them from becoming
victims of those attacks.

9.2 Industrial loT (lloT)

IIoT has been making a huge impact across sectors, including manufacturing,
energy, and logistics, by enabling real-time monitoring and autonomous pro-
duction. This network includes sensors, actuators, robotics, and an industrial
control system (ICS) that must be reliable and available [251]. An instance of
a successful DDoS attack in IIoT infrastructure may result in the cessation of
operation, damage to equipment, and financial losses [252].

One of the famous attacks we can cite is the one targeting an energy
grid, which disrupted communication among control systems and stationary
power [253]. This attack has highlighted weaknesses in the IIoT environment,
which can cause widespread disruption and serious consequences. Effective
approaches to solving this problem include implementing IDS and Al-driven
anomaly detection, which can detect and block malicious network traffic
before it penetrates the network and causes damage [254].

9.3 Securing loT in Healthcare Systems

The healthcare industry has also leveraged the emergence of IoT tech-
nology to improve patient care and streamline hospital operations. Heart
monitors and connected medical imaging equipment are among the IoT
devices they use, and they mostly rely on network connectivity to function
effectively [255]. However, these devices also become a feasible target for
cybercriminals aiming to disrupt healthcare services through DDoS attacks.

In 2020, a major DDoS attack targeted healthcare providers’ IoT net-
works. This attack disrupted connected medical devices and monitoring
systems, causing delays in important patient treatments [256]. Given that the
patient’s life is at stake, robust security in H-IoT systems is needed. This
could be a combination of network segmentation and real-time monitoring.
Currently, medical institutions are adopting zero-trust security to ensure that
only authorized devices and users can access the network [257].
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10 Conclusion

The need for sophisticated, adaptive, and resource-aware protection mech-
anisms is emphasized by the rising occurrence and scale of DDoS attacks
in IoT networks. In order to outline the evolving attack vector profile and
mitigation solutions, this survey has thoroughly examined the taxonomy of
IoT-specific DDoS threats, reviewed detection techniques being employed,
and reviewed preventative measures and mechanisms. This paper presents
an integrative view of new and current security concepts by examining
blockchain-based resilient mechanisms, FL architecture, ML based anomaly
detection, and quantum-secured cryptography.

The survey’s primary findings include the underlying security effec-
tiveness and the computational overhead trade-off in resource-limited IoT
environments. Computationally lightweight, conventional rule-based, and
threshold-based detection mechanisms are not suitably adaptive to counter
adversarial Al-driven DDoS attacks and zero-day exploits effectively. On
the other hand, while DL-based detection models significantly enhance
accuracy, they also require high computational resources, making them not
directly applicable to large-scale IoT deployments without distributed intelli-
gence or edge computing optimization. In addition, the rise of malicious Al
requires robust, in-depth defense mechanisms that include real-time behavior
analytics, federated anomaly detection, and threat intelligence sharing.

Another important aspect to consider is the growing convergence of
decentralized, trustless frameworks such as blockchain and QC with IoT
security. While blockchain-based DDoS protection ensures decentralized,
tamper-evident traffic filtering, scalability and latency overhead issues are
significant challenges. Similarly, while quantum computing is promising
for post-quantum cryptographic security, its incorporation into IoT security
mechanisms in practice is still in development. Quantum-enhanced anomaly
detection models, lightweight cryptographic methods, and self-learning Al-
based intrusion prevention systems should be the primary targets of future
development.

Finally, given the security posture of IoT-based systems, the survey
outcomes call for a transition away from conventional cybersecurity prin-
ciples. To defend IoT networks from the emerging DDoS threat profile,
cross-domain intelligence fusion, adaptive security design, and self-healing
threat management will be required. The protection of networked systems
of the future needs a diversified, possessive, and adaptive protection strat-
egy. This is because the cyberattacks conducted today use Al and evasion
techniques.
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