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Abstract

With the continuous outsourcing of sensitive data to cloud platforms and
third-party environments, how to achieve efficient and trustworthy data
retrieval while preserving data confidentiality and query privacy has become
a critical issue in outsourced data security management. Existing studies
mainly focus on secure storage and privacy-preserving retrieval but suf-
fer from limitations in the efficiency of multi-attribute conjunctive queries,
the suppression of intermediate information leakage during auxiliary con-
dition verification, and the trustworthy traceability of the retrieval process.
To address these issues, this paper proposes a blockchain-assisted privacy-
preserving retrieval framework for sensitive outsourced data. The framework
adopts a collaborative paradigm of off-chain storage and retrieval together
with on-chain commitment and auditing. By combining a frequency-aware
primary search term selection strategy with a concealed auxiliary verifi-
cation mechanism, it enables secure filtering of task-relevant data under
multi-attribute conditions. Meanwhile, by recording index commitments,
query digests, and result digests on the blockchain, the proposed frame-
work enhances the verifiability and traceability of index states and access
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processes. Security analysis and experimental results demonstrate that the
proposed scheme can achieve more efficient construction of auxiliary deci-
sion structures, more stable query performance, and better storage overhead
while preserving data confidentiality and query privacy.

Keywords: Sensitive data outsourcing, privacy-preserving retrieval, multi-
attribute conjunctive query, frequency awareness, blockchain.

1 Introduction

With the continuous development of cloud computing and data outsourcing
models, an increasing amount of sensitive data is being stored and man-
aged on third-party platforms [1]. Although the outsourcing paradigm offers
significant advantages in terms of storage scalability, resource reuse, and
cross-domain sharing, once sensitive data leaves the local trusted environ-
ment, issues such as data confidentiality protection, query privacy control,
and trustworthy management of the access process become increasingly
prominent [2]. In application scenarios such as healthcare, finance, govern-
ment affairs, and enterprise management, systems are required not only to
ensure secure storage of outsourced data but also to support authorized users
in efficiently obtaining task-relevant data under privacy constraints [3].

To address these challenges, existing studies have proposed various solu-
tions from the perspectives of secure storage, access control, and searchable
encryption [4, 5]. These methods have achieved substantial progress in pro-
tecting data confidentiality, hiding query contents, and supporting retrieval
over encrypted data. However, they still suffer from three major limitations
[6-8]. First, the execution efficiency of multi-attribute conjunctive queries
heavily depends on the selection of the primary search condition. An inap-
propriate choice of the primary search term may significantly enlarge the
candidate result set and increase the cost of subsequent verification [9].
Second, during conjunctive query processing, auxiliary condition verifica-
tion may still reveal intermediate matching relationships between candidate
results and additional conditions, thereby introducing extra information leak-
age risks [10]. Third, even if privacy-preserving retrieval can be achieved, the
lack of trustworthy records for index states, query behaviors, and result-return
processes still limits subsequent auditing, accountability tracing, and process
verification [11, 12].

To overcome the above limitations, this paper develops a privacy-
preserving retrieval framework for sensitive outsourced data by integrating
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frequency-aware primary search term selection, concealed auxiliary verifica-
tion, and lightweight on-chain recording. The proposed framework follows
a collaborative paradigm of off-chain storage and retrieval together with on-
chain commitment and auditing. On the off-chain side, the system performs
secure filtering of task-relevant data through multi-attribute conjunctive
queries and preferentially selects low-frequency query conditions as the
primary search term based on frequency estimation results, thereby reducing
the candidate result space. On the on-chain side, the system records index
commitments, query digests, and result digests to strengthen the binding of
index states, the traceability of query behaviors, and the tracking capability of
result-return processes. In this way, the system achieves secure data filtering
under multi-attribute conditions and lightweight traceable recording while
preserving data confidentiality and query privacy.
The main contributions of this paper are as follows.

(1) A blockchain-assisted privacy-preserving retrieval framework for sen-
sitive outsourced data is proposed, enabling the collaboration between
efficient off-chain retrieval and lightweight on-chain auditing.

(2) A frequency-aware primary search term selection mechanism is
designed to reduce the candidate result space by preferentially selecting
low-frequency query conditions, thereby improving the efficiency of
multi-attribute conjunctive queries.

(3) A concealed auxiliary verification mechanism is constructed, which
transforms auxiliary condition checking into set-level consistency ver-
ification, thus reducing the risk of exposing intermediate matching
relationships.

(4) Security analysis and experimental evaluation are conducted to vali-
date the proposed framework. The results show that, while preserving
privacy, the scheme achieves better performance in construction time,
query efficiency, and storage cost.

2 Related Work

2.1 Research on Protection and Retrieval of Sensitive
Outsourced Data

In the area of sensitive outsourced data protection, Song et al. [13] proposed
a cloud-secure storage mechanism based on data dispersion and encryption.
By fragmenting sensitive data and combining it with encrypted storage, their
scheme reduces the risk of data leakage caused by third-party platforms
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directly accessing complete plaintext data. However, this method mainly
focuses on confidentiality protection during the data storage stage and pro-
vides limited support for privacy-preserving queries after data outsourcing.
Zhang et al. [14] proposed a policy-hidden attribute-based keyword search
and data sharing scheme for cloud-assisted Internet of Things scenarios.
By integrating attribute constraints with keyword retrieval, their scheme
supports controlled search while ensuring secure sharing of sensitive data,
thus alleviating the problem that encrypted data is difficult to retrieve in spe-
cific application domains. Nevertheless, its support for multi-attribute result
filtering in general sensitive outsourced data scenarios remains limited. Wang
et al. [15] presented a trusted sharing and multi-keyword retrieval scheme
for sensitive data in multi-user environments. By improving the inverted
index structure, the scheme supports multi-keyword retrieval while suppress-
ing keyword-result pattern leakage, thereby mitigating the conflict between
data usability and data protection in traditional sharing models. However,
such methods mainly focus on secure retrieval in the sharing process, and
they still provide insufficient discussion on efficient query organization and
intermediate matching protection under complex multi-attribute conditions.
In studies on privacy-preserving retrieval over encrypted data, Cash
et al. [16] proposed the Oblivious Cross-Tags (OXT) scheme, which divides
conjunctive queries into a primary search term and auxiliary search terms, so
that the query complexity mainly depends on the result size corresponding
to the primary search term. This design addresses the low efficiency of early
conjunctive retrieval schemes. However, OXT still leaks keyword-result pat-
terns during execution, which introduces the risk of intermediate information
exposure. Lai et al. [9] subsequently proposed the Hidden Cross-Tags (HXT)
scheme, which suppresses keyword-result pattern leakage by introducing
Bloom filters and hidden vector encryption. This approach alleviates the
problem of intermediate matching leakage in OXT, but it requires additional
rounds of interaction and incurs high storage overhead. Ma et al. [17]
further proposed the Practical Hidden Cross-Tags (PHXT) scheme, which
replaces the relatively heavy processing in HXT with a more efficient hash-
based subset membership checking mechanism, thereby reducing storage
and communication costs and improving the practicality of the scheme.
Nevertheless, PHXT still cannot eliminate the additional interaction required
during the query process. On this basis, Wang et al. [10] proposed a non-
interactive encrypted conjunctive search scheme designed to suppress both
keyword-result pattern leakage and cross-query intersection pattern leak-
age. By combining symmetric subset predicate encryption with a filtering
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structure, Doris further reduces the computational overhead of membership
checking, thereby alleviating the trade-off between interaction and leakage
suppression in HXT and PHXT. However, the query efficiency of Doris is
still affected by the selection of the primary search term, and its storage cost
remains closely related to the underlying filtering structure.

2.2 Research on Blockchain-Assisted Trustworthy Recording
and Traceability Mechanisms

Chakraborty et al. [18] proposed the BASPED (Blockchain-Assisted Search-
able Public key Encryption over Outsourced Data) scheme, which introduces
blockchain and smart contracts into the searchable public-key encryption
process. Their scheme addresses the problem that, in traditional searchable
encryption settings, cloud servers may return incorrect results that are difficult
to verify. However, this work mainly focuses on retrieval result verifiability
and server-side anti-cheating mechanisms, while paying limited attention to
candidate result compression and the protection of intermediate matching
relationships in multi-attribute conjunctive queries. Qiu [19] investigated the
auditing problem of encrypted databases under the integration of searchable
encryption and blockchain technology. By leveraging blockchain mecha-
nisms, their approach enhances the trustworthiness of auditing in encrypted
database environments and alleviates the limitations of traditional audit
records, which are vulnerable to single-point control and lack sufficient
credibility support. However, this line of work is more concerned with the
auditing process itself, and does not further explore query organization,
auxiliary condition verification, or result filtering in multi-attribute privacy-
preserving retrieval. Banaeian Far et al. [20] proposed a blockchain-assisted
general framework for on-chain auditing in off-chain storage environments.
By storing the main data off-chain while performing auditing and verification
on-chain, the framework reduces the storage and communication burden
caused by directly writing large volumes of data onto the blockchain. Never-
theless, this framework is mainly designed for general auditing scenarios, and
it does not specifically address the fine-grained coordination between query
issuance, result return, and on-chain recording in privacy-preserving retrieval
processes [21, 22].

Overall, existing studies have separately improved the protection and
retrieval capabilities of sensitive outsourced data, as well as the trustworthy
recording and traceability of retrieval processes. However, close integra-
tion between these two aspects within the same application scenario is
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still lacking. In particular, under multi-attribute conditions, how to simulta-
neously balance query efficiency, intermediate information protection, and
lightweight trustworthy traceability remains an open issue that deserves
further investigation.

3 Preliminaries

3.1 Searchable Symmetric Encryption

Searchable Symmetric Encryption (SSE) is used to support keyword search
over encrypted data. Its basic objective is to enable the searchability of
outsourced data while preserving data confidentiality [23]. In general, an SSE
scheme can be described by the following two stages.

(1) Encrypted database generation stage: The data owner processes the
plaintext dataset DBDBDB and its index to generate an encrypted
database EDBEDBEDB and then outsources the EDBEDBEDB to the
cloud server.

(2) Query stage: An authorized user generates a search token for the queried
keyword, and the server performs matching over the EDBEDBEDB
based on the token and returns the corresponding results.

Because SSE provides a good balance between retrieval efficiency and
system overhead, it is well suited for large-scale sensitive outsourced data
scenarios.

3.2 OXT-Based Conjunctive Query

In multi-keyword conjunctive query scenarios, OXT is a representative query
framework [24]. For the query

O(w) =wy Awa A -+ Awy, (1)

OXT-based schemes usually select one keyword as the primary search
term, while treating the remaining keywords as auxiliary search terms. The
server first extracts a candidate result set according to the primary search term
and then performs additional verification for the remaining keywords. As a
result, the overall query cost mainly depends on the size of the candidate
result set associated with the primary search term. Let the primary search
term be denoted as the s — term, and the remaining keywords as z — term.
If the result set corresponding to the s — term is large, the cost of subsequent
auxiliary verification will also increase accordingly. Therefore, the selection
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of the primary search term directly affects the efficiency of conjunctive
queries. Meanwhile, traditional OXT may still leak intermediate information,
such as keyword-result patterns, during the auxiliary verification process.

3.3 Count-Min Sketch

Count-Min Sketch (CMS) is a lightweight frequency estimation data structure
that can approximately maintain the occurrence frequencies of elements with
limited storage overhead [10]. Let the CMS consist of « hash functions and
an o x [ counting matrix. When inserting an element «, the positions are
computed using the corresponding hash functions and the associated counters
are updated accordingly. When querying x, the minimum value among these
counters is returned as its estimated frequency.
CMS has the following characteristics.

(1) Itincurs fixed and relatively low storage overhead.

(2) It provides high efficiency for both update and query operations.

(3) It is suitable for approximate frequency maintenance over large-scale
keyword sets.

In this paper, CMS is used to construct the keyword frequency table. Dur-
ing the query stage, the system preferentially selects the query condition with
a lower estimated frequency as the primary search term, thereby reducing the
candidate result space and lowering the cost of subsequent verification.

3.4 XBPE Mechanism

XOR-Extended Binary Fuse Filter based Predicate Encoding (XBPE) is an
encoding mechanism for set relationship verification [25]. It can be used
to compress and encode a given element set into a verifiable structure and
supports subsequent set-level verification based on query tokens. The XBPE
verification mechanism is illustrated in Figure 1. Specifically, let Y denote
the set to be encoded and X denote the set to be tested. XBPE first generates
the system parameters and the master secret key through an initialization
algorithm. Then, during the database construction stage, the set Y is encoded
together with a predefined predicate message into a ciphertext structure.
During the query stage, the authorized user generates the corresponding
query token according to the set X, and the server performs verification
over the encoded structure using this token. When X C Y, the server can
recover the predefined message; otherwise, it outputs L. In this way, the
original problem of element-by-element matching is transformed into a single
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Figure 1 XBPE-based set-level predicate verification mechanism.

set-level consistency verification. Compared with methods that explicitly
preserve matching relationships, XBPE is more suitable for integration with
the auxiliary condition verification process in multi-attribute conjunctive
queries. It can represent sets related to auxiliary verification in a compact
form. On the other hand, it compresses the verification outcome into an
overall decision of “satisfied” or “not satisfied,” thereby supporting auxiliary
condition verification in the subsequent query stage.

4 System Model and Security Requirements
4.1 System Model

The system considered in this paper consists of five entities: the Trusted
Authority (TA), the Data Owner (DO), the Authorized User (AU), the Cloud
Server (CS), and the Blockchain (BC). The overall system framework is
illustrated in Figure 2.

Trusted Authority (TA): The TA is responsible for system initialization,
including generating public parameters, registering system entities, and dis-
tributing the corresponding key materials. The TA participates in parameter
configuration and identity management during the system setup stage but
does not directly participate in the subsequent query processing procedure.

Data Owner (DO): The DO is responsible for collecting sensitive data and
extracting relevant keywords or attribute information. After locally com-
pleting data encryption, frequency table construction, and encrypted index
generation, the DO outsources the ciphertext data and encrypted index to the
cloud server. Meanwhile, the DO generates an index digest and writes it to
the blockchain, thereby establishing the binding between the off-chain index
state and the on-chain commitment.
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Figure 2 System architecture.

Authorized User (AU): The AU constructs multi-attribute conjunctive queries
according to retrieval requirements, generates query tokens using local keys
and frequency estimation results, and submits query requests to the cloud
server. After the query is completed, the AU receives the identifiers of
matched results or the corresponding ciphertext results and recovers the final
query result within the authorized scope.

Cloud Server (CS): The CS is responsible for storing ciphertext data,
frequency-related structures, encrypted index, and for performing off-chain
retrieval operations according to the query tokens submitted by the AU.
Specifically, the CS first extracts the candidate result set based on the
primary search term and then filters the results satisfying multi-attribute
constraints by combining the auxiliary condition verification mechanism.
After that, the CS returns the final query result. Meanwhile, the CS generates
a result digest and writes it to the blockchain for subsequent tracing and
verification.

Blockchain (BC): The BC is used to record key digest information in the
system, including the index commitment, query digest, and result digest. The
blockchain does not store large-scale business data or the complete index
content; instead, it only provides lightweight recording capabilities for index
binding, behavior traceability, and result tracking.

Based on the above entities, the proposed system adopts a collabo-
rative paradigm of off-chain storage and retrieval together with on-chain
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commitment and auditing. The ciphertext data, frequency structures, and
encrypted index are all stored on the cloud server, and the specific query
processing is also completed off-chain. The blockchain is only responsible
for recording key digest information, thereby enhancing the trustworthiness
and traceability of the retrieval process.

4.2 Problem Definition

Let the sensitive dataset be denoted as
DB = {(id;, D;)}Y, )

where ¢d; is the unique identifier of sensitive data record i and D; is the
corresponding original data content. For each record, the DO extracts a set of
keywords or attributes, denoted as

Wi ={wi1,wiz2,...,wiy,} 3)

Based on this, the complete keyword universe in the system is denoted as
N

W =W 4)
i=1

During the database construction stage, the DO encrypts the original
dataset and the related index structures to generate the encrypted database
EDB = (C,ZI). Specifically, C' denotes the set of ciphertext data and Z
denotes the encrypted index structure used to support privacy-preserving
queries. During the query stage, the multi-attribute conjunctive query sub-
mitted by the AU can be expressed as

O(w) =wy Awa A+ Awy (5)

where w; € W denotes the j-th keyword or attribute condition in the
query and n is the number of query conditions. The goal of the system is
to return the result set that satisfies all query conditions, together with the
corresponding plaintext

Res(®) = {idi{wy,wa,...,w,} C W;} (6)

within the authorized scope, without directly exposing the query contents or
intermediate matching relationships.
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4.3 Security Requirements

To ensure the security of the system in sensitive outsourced data scenarios,
the following security requirements are considered.

Data confidentiality: The data outsourced to the cloud server should not
be exposed in plaintext form. Except that authorized users may recover
query results within their legitimate access scope, the cloud server and other
unauthorized entities should not obtain the original contents of the sensitive
data.

Query privacy: The query conditions submitted by users should not be
directly disclosed to the cloud server. The server is only allowed to perform
matching operations based on query tokens, without recovering the complete
query contents or directly inferring the user’s retrieval intent.

Intermediate information protection: During multi-attribute conjunctive
query processing, the server should not directly learn the intermediate
matching relationships between candidate results and individual auxiliary
conditions through the auxiliary verification process. The system should
reduce the additional information leakage caused by item-by-item auxiliary
checking as much as possible.

Index integrity and result traceability: The system should be able to effec-
tively bind the off-chain index state and keep records of the query initiation
and result return processes. With the help of on-chain digest information,
the index state, query behavior, and result return process can be verified and
traced afterwards.

Query efficiency: For multi-attribute conjunctive queries, the system should
avoid the expansion of candidate results caused by an inappropriate pri-
mary search term as much as possible and reduce the overall retrieval cost
through an efficient query organization method, so as to meet the practical
requirements of sensitive outsourced data scenarios.

5 Proposed Scheme

5.1 Initialization Phase

The system initialization phase is carried out by the TA. Given the security
parameter A, the TA generates the public parameters required by the system
together with the relevant key materials and then distributes them to the
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DO and the AU, respectively. Specifically, the TA performs the following
operations:

(1) Select a symmetric encryption algorithm SE = (Enc, Dec), and initial-
ize the pseudorandom function F : {0,1}* x {0,1}* — {0,1}*, hash
function H : {0,1}* — Zg;

(2) Initialize the XBPE parameters for auxiliary set verification, generate the
master secret key msk and the corresponding public parameters, and run

XBPE .Setup(1) — (pps, msk) (7)

where pp, denotes the XBPE public parameters and msk denotes the
master secret key. Here, pp, = (B, hy, H) represents the public param-
eters required for XBPE encoding and determination, where B is the
public description of the filtering structure, hy is the fingerprint hash
function, and H = {hy, ha, ..., h.} denotes the set of hash functions
used for set mapping.

(3) Randomly generate two types of system keys,Kg & {0,1}* and K; &
{0,1}*, where K is used to generate primary search tags and K7 is
used to generate auxiliary judgment-related labels.

After completing the above steps, the system enters the database creation
phase.

5.2 Frequency Table Construction

To reduce the size of candidate results in multi-attribute conjunctive queries,
this paper constructs a keyword frequency table during the database construc-
tion phase for subsequent main search term selection. Based on the complete
keyword set W defined in Section 4.2, the DO uses CMS to construct a
keyword frequency estimation structure.

Assuming the parameters («a, 3) are determined during the initialization
phase, DO constructs an o X [ counting matrix

C = (ClllF)axp ®)

and initializes it to (). Simultaneously, o hash functions Hy, Ho, ..., H, are
selected, where H; : W — {0,1,...,5 — 1}, 1 < j < «. Subsequently, DO
iterates through the entire keyword set W and updates the counting matrix
based on the frequency of each keyword in the dataset. For any keyword
w € W, execute

CllH;(w)] < CIHj(w)] + f(w), 1<j<a )



Blockchain-Assisted Privacy-Preserving Retrieval 1027

where f(w) represents the true frequency of keyword w in the dataset. During
the query phase, for a multi-attribute conjunctive query ®(w) = w; A wa A
-+ A\ wy, the system first estimates the frequency of each query keyword

flwi) = min CI[H;(w)], 1<i<mn (10)

1<j<a
Based on this, the keyword arg min,,, e (w) f (w;) with the lowest esti-
mated frequency is selected from the query condition set as the primary
search term. The remaining keywords ®(w)\{arg min,, cq () f(w;)} con-
stitute the auxiliary search term set. Through this frequency-aware selec-
tion mechanism, the system can prioritize determining the lower-frequency

primary search conditions before querying.

5.3 Encrypted Database Construction

After system initialization and keyword frequency table construction, the
DO encrypts sensitive data and its search structure, generating an encrypted
database which is then outsourced to a cloud server. To simultaneously
support main retrieval and auxiliary condition determination, this paper orga-
nizes the encrypted database into two parts: one part is used for extracting
candidate results corresponding to the main search terms, and the other part
is used for set-level consistency determination of auxiliary conditions. The
final generated encrypted database can be represented as

EDB = (C, T, Ta) (11)

where C represents the ciphertext data set, Z,, represents the main search
structure, and Z, represents the auxiliary determination structure.

5.3.1 Main search structure construction

The main search structure supports the server in quickly extracting a set of
candidate results based on the main search term. For any keyword w € W,
DO first generates its corresponding search tag

stagy = F(Kg, w) (12)

where K g is the main search tag key generated during the initialization phase.
Subsequently, DO collects all record identifiers containing the keyword w and
encrypts these identifiers using a symmetric encryption algorithm, obtaining
the ciphertext identifier sequence related to w as follows

T(U)) = {ew,la Cw,25 -+ 6w,\DB(w)|} (13)
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where e, . = Enc(F(Kg,w),idy.), 1 <c < |DB(w)|. Based on this, DO
uses the search tag stag,, as an index and writes its corresponding ciphertext
identifier sequence 7'(w) into the main search structure Z,,,. Therefore, Z,,
can be represented as

L = {(stag,,, T(w))w € W} (14)

During the query phase, after an authorized user submits the search
tag corresponding to the main search term, the server can extract a set of
candidate results related to that keyword from Z,,. Since the size of the
candidate results directly determines the processing overhead of subsequent
auxiliary judgments, the main search structure provides the basic search entry
point for the entire multi-attribute conjunctive query.

5.3.2 Construction of auxiliary decision structure
To avoid explicitly exposing the correspondence between candidate results
and additional conditions during the auxiliary condition decision-making
process, this paper further constructs an auxiliary decision structure Z,.
The set of cross-labels related to the records and auxiliary conditions is
pre-encoded into XBPE ciphertext, thus transforming the subsequent item-
by-item matching problem into a set-level consistency decision.

For any keyword w € W;, DO uses its position count c in the correspond-
ing ciphertext identifier sequence as an index, combined with other keywords
w' € W;\{w}, to generate the cross-label

zta’gi,w,w’,c = F(K[,ZUH’LU,HC) (15)

where K7 is the auxiliary decision-related label key. For record id;, the set
obtained by summarizing all its related cross-labels is

Y; = {wtag; 1, xtag; o, ..., vtag; ,.} (16)

Subsequently, DO uses Y; as the set to be encoded and utilizes the XBPE
mechanism to generate the auxiliary decision ciphertext

ct; < XBPE.Enc(msk, True,Y;) 17

where msk is the master key and True is the preset decision message.
Thus, each record id; corresponds to an auxiliary decision ciphertext ct;.
Ultimately, the auxiliary decision structure 7, can be represented as

To = {(id;, ct;) Y, (18)
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Figure 3 Encrypted database construction and database outsourcing.

During the query phase, the server does not need to check the matching
relationship between each candidate result and each auxiliary condition.
Instead, it directly determines whether the auxiliary set constructed in the
query phase satisfies X 2O Y, through the XBPE decision process. If the
determination is true, the message True is restored; otherwise, L is output.
Therefore, the auxiliary decision structure Z, actually provides compact
coding support for the joint verification of multiple conditions on candidate
results.

5.3.3 Data outsourcing

After the main retrieval structure and auxiliary decision structure are con-
structed, DO encrypts the original data content to obtain the ciphertext data
set C = {Ci}ﬁil, where C; = Enc(Kp, D;) and Kp represent the data
content encryption keys. Subsequently, DO uploads the ciphertext data set C,
the main retrieval structure Z,,, and the auxiliary decision structure Z, to the
cloud server to form the final encrypted database EDB = (C,Z,,,7,), as
shown in Figure 3. At this point, the system completes the construction of the
encrypted database and enters the privacy-preserving query phase.

5.4 Privacy-Preserving Query

After completing the construction of the encrypted database and outsourcing
it to the cloud server, AU can perform multi-attribute conjunctive queries on
the encrypted database. For the query ®(w) = wy Awa A - - - A wy, the entire
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query process includes four steps: main search term selection, query token
generation, candidate result filtering, and result return and recovery.

First, AU determines the main search term based on the frequency
estimates of each query condition

ws = arg min f(w;) (19)
J

and sets the remaining query conditions as auxiliary search terms set
W, = ®\{ws} (20)

Subsequently, AU uses the main search tag key K7 to generate the main
search token

Ts = Feg(ws) 20

and sends 7, to the cloud server CS. Upon receiving the token, CS locates
the corresponding ciphertext identifier sequence T'(w;) corresponding to ws
in the main search structure Z,,, obtaining the number of candidate results
m = |T'(ws)|. Then, CS returns the candidate sequence length m to AU for
subsequent auxiliary decision token generation. After knowing the candidate
size, AU constructs the corresponding auxiliary decision set for each candi-
date position ¢ € {1,2,...,m}, combined with the auxiliary search term
set W,

Xe = {Fk, (ws|c]|w) : w e W} (22)

Here, K7 is the auxiliary judgment related tag key. Subsequently, AU,
based on the XBPE query interface, transforms the set X, into the cor-
responding judgment token tok., and sends all auxiliary judgment tokens
Tok, = {tok.}, to CS. Since these tokens consist of pseudo-random
tags and XBPE query structures, CS cannot directly recover the specific
content of the auxiliary retrieval items from them. After receiving Tok,, CS
performs auxiliary verification on the candidate results in T(ws) sequentially.
Specifically, for the c-th candidate, let its corresponding ciphertext identifier
be e, and its corresponding auxiliary judgment ciphertext be ct.. CS calls
the XBPE judgment algorithm to execute

XBPE.Query(pp, cte, tok.) — { True, L} (23)

If the output result is True, it means that the candidate satisfies all
auxiliary conditions, and CS adds the corresponding ciphertext identifier to
the final result set

FRes = FRes U {e.} (24)
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Authorized User (AU) Cloud Server (CS)
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—» Clear Results
L

Figure 4 Privacy-preserving query.

If the output is L, the candidate is discarded. After the above processing,
CS obtains the final result set F'Res that satisfies the multi-attribute con-
junction condition. Finally, CS returns the corresponding result identifier and
corresponding ciphertext result based on F'Res. Within the authorized scope,
the AU decrypts the returned ciphertext using the corresponding recovery key
to obtain the final query result, as shown in Figure 4.

It should be noted that, in the above process, the CS performs off-chain
matching operations only based on the main retrieval token and the auxil-
iary decision token and cannot directly obtain the complete query content.
Simultaneously, the auxiliary condition verification is compressed into a
set-level consistency determination; the server can only obtain the overall
result and cannot directly observe the item-by-item correspondence between
candidate records and each auxiliary condition. Therefore, this query process,
while ensuring the efficiency of multi-attribute conjunctive retrieval, further
enhances query privacy and the protection of intermediate information.

5.5 On-chain Recording Mechanism

To enhance the credibility of off-chain index states and retrieval processes,
this paper implements lightweight recording of index commitments, query
behaviors, and result return processes on the blockchain. The basic idea
is to complete data storage, index organization, and privacy queries off-
chain, while writing information representing key states in digest form to
the blockchain, thus forming a verifiable and traceable record chain. Based
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on this approach, this paper designs three types of on-chain records, denoted
as index commitment transactions tx;q,, query digest transactions tx4, and
result digest transactions tz,.

5.5.1 Index commitment record
After completing the construction of the encrypted database in Section 5.3,
the DO generates a digest value for the off-chain index state

IndexRoot = H(Z,,||Zs||ver||ts) (25)

where Z,,, represents the primary retrieval structure, Z, represents the auxil-
iary decision structure, ver represents the current index version number, and
ts represents the database creation timestamp. Subsequently, DO constructs
an index commitment transaction

tx;qr = (IndexRoot,ts, ver) (26)

and uploads it to the blockchain. By recording tz;4,, the system can bind the
off-chain index structure to the on-chain commitment without disclosing the
specific index content. If the index is subsequently updated, DO recalculates
the new InderRoot and generates a corresponding version of the index
commitment record, thus forming a verifiable index evolution trajectory.

5.5.2 Query summary record

When an AU initiates a multi-attribute concatenation query, to avoid directly
exposing the query content on the blockchain, the system only generates a
summary of the relevant tokens and necessary metadata for this query and
records it as a query summary transaction. Specifically, let the main retrieval
token used in this query be 7, and the set of auxiliary decision tokens be
Toky, = {tok.}T , then AU can calculate the query summary

QH = H(74||Toky||tsq) 27

where ts, represents the query initiation timestamp. Subsequently, AU
generates a query summary transaction

try = (QH, tsq, ver) (28)

and uploads it to the blockchain. Here, () H is only used to identify a query
behavior and its corresponding query status, without directly disclosing the
query keywords, main retrieval item selection results, or auxiliary condition
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content; ver is used to indicate the index version corresponding to this
query, thereby associating the query behavior with the off-chain index status
of a specific version. By recording ts,, the system can leave a trace of
the query initiation process, providing a basis for subsequent auditing and
accountability.

5.5.3 Results summary record

After completing the candidate screening in Section 5.4, the cloud server CS
obtains the final result set F'Res. To achieve a reliable record of the result
return process, CS does not directly write the result content to the blockchain,
but instead generates a summary of the result set

RH = H(FRes || QH || ts,) (29)

where QH is the query summary corresponding to this query and ts, rep-
resents the result return timestamp. Subsequently, CS constructs a result
summary transaction

tr, = (RH,QH,ts,) (30)

and uploads it to the blockchain. In this record, RH is used to represent
the summary information of this returned result, QH is used to bind the
result record with the corresponding query record, and ts, is used to identify
the result generation time. Thus, an associated record structure of “index
commitment — query summary — result summary” can be formed on the
chain. If it is necessary to verify a certain query process later, the association
relationship between ¢s, and ts, can be used to confirm whether the result
return behavior corresponds to a certain registered query operation, and the
off-chain index status at that time can be traced in conjunction with the index
version indicated by tx;q,.

6 Security Analysis

This paper analyzes the proposed scheme from three aspects: data confi-
dentiality, query privacy and intermediate information protection, and index
integrity and result traceability.

Data Confidentiality: During the database construction phase, the DO first
performs symmetric encryption on the original sensitive data, obtaining a
ciphertext data set C'. This ciphertext data set C, along with the main retrieval
structure 7Z,,, and the auxiliary decision structure Z, is then outsourced to the
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cloud server. Therefore, the cloud server accesses the encrypted data content
and corresponding index structure, not the original plaintext data.

For the main retrieval part, the server only sees the ciphertext identifier
sequence T(w) organized by the main retrieval tags; for the auxiliary decision
part, the server processes the XBPE-encoded auxiliary decision ciphertext,
not the original keyword set corresponding to the record. Since the data
content encryption key K p is only used for result recovery within the legally
authorized scope, cloud servers and other unauthorized entities that do not
possess this key cannot directly recover sensitive data content from the
ciphertext data set C.

Therefore, this scheme restricts the plaintext data exposure surface to the
authorized recovery phase, ensuring that the data content in the outsourced
storage environment is not leaked in plaintext form, thus meeting the data
confidentiality requirements.

Privacy and Intermediate Information Protection: During the query phase, the
AU does not directly send the query condition ® to the cloud server. Instead,
it first determines the main search term wg based on the frequency estimation
result and then generates a main search token 7, = Fx, (w;) using the main
search tag key Kg. The cloud server extracts candidate results in Z,,, based
on T, but cannot directly recover the actual content of the main search term
from this token. For other auxiliary search terms, AU further constructs an
auxiliary decision set using the auxiliary decision-related tag key K7, and
generates a decision token set T'ok, through the XBPE query interface. These
tokens appear in the form of pseudo-random tags and set decision structures,
and the server again cannot directly know the specific query conditions they
correspond to.

Furthermore, in the traditional item-by-item auxiliary verification
method, the server can often observe the individual matching relationship
between candidate results and each additional condition, thus generating
additional intermediate information leakage. In the scheme presented in this
paper, the auxiliary condition-related information is pre-encoded into Z,, and
the server only performs set-level consistency determination during the query.
For each candidate, the server ultimately only receives an overall output
of “true” or “false” (True or L), without directly knowing which auxiliary
conditions a candidate record satisfies or fails to satisfy.

Therefore, this proposed solution, on the one hand, avoids directly expos-
ing the query content through a tokenization mechanism and, on the other
hand, compresses observable information in the auxiliary verification process
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using XBPE’s set-level decision method, thereby simultaneously enhancing
query privacy and the protection of intermediate information.

Index Integrity and Result Traceability: To enhance the credibility of off-
chain index status and query processes, this paper introduces a collaborative
mechanism of “off-chain storage and retrieval, on-chain commitment and
auditing.” Specifically, after the encrypted database is constructed, DO calcu-
lates the index digest IndexRoot = H(Z,,||Z||ver||ts) for the main retrieval
structure Z,,, and the auxiliary decision structure Z,, and writes the index
commitment transaction tx;q, = (IndexRoot,ts,ver) to the blockchain.
Thus, the off-chain index status is bound to the on-chain commitment. If the
index content is subsequently illegally tampered with, the recalculated digest
value will be inconsistent with the on-chain record, thus enabling detection.

During the query execution phase, AU writes the query summary trans-
action tr, = (QH,tsq,ver) to the blockchain; during the result return
phase, CS writes the result summary transaction tx,, = (RH,QH,ts,) to the
blockchain. This creates an on-chain associated record structure composed
of tx;q.,try, and ts,.. Where tx, represents the existence of a query, ts,
represents the corresponding result return, and () H provides the link between
the two. If subsequent auditing of a retrieval process is required, the query
summary, result summary, and corresponding index version record can be
combined to track and verify whether the query occurred, whether the result
was returned, and the status of the indexes it depended on.

Due to the immutable and traceable characteristics of the blockchain,
these records, once written, are difficult to delete or forge afterward. There-
fore, this proposed solution can achieve lightweight and reliable traceability
of index status, query behavior, and result return processes without directly
putting large-scale indexes and business data on the blockchain, thus meeting
the requirements of index integrity and result traceability.

Therefore, the blockchain-assisted privacy-preserving retrieval frame-
work proposed in this paper can better meet the security requirements of
data confidentiality, query privacy, intermediate information protection, and
process traceability in sensitive outsourced data scenarios.

7 Experiments
7.1 Experimental Setup and Environment

All experiments were conducted in a unified environment. The experimen-
tal hardware platform consisted of an Intel(R) Core(TM) i5-12400F CPU
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@ 2.50GHz and 16 GB RAM. The system was implemented in a Java
environment. In terms of filtering, we used FAMF [26]. In addition, we
used SL [27] to construct the frequency table. The experimental dataset was
selected from Enron Email Dataset [28]. This paper treats each email as an
independent record, extracts a set of keywords from the email subject and
body, and constructs a complete set of keywords and an encrypted index
after preprocessing such as case unification, word segmentation, and stop
word removal. In order to examine the system performance under different
conditions, the experiment further set up multi-attribute conjunctive queries
with different data scales and different numbers of query conditions. This
paper mainly evaluates the time overhead and storage overhead.

7.2 Experimental Analysis

In order to more accurately compare the costs of different auxiliary decision
coding mechanisms in the library construction stage, this paper statistically
analyzes the auxiliary decision structure construction time, that is, the time
cost of encoding the set to be encoded into auxiliary decision ciphertext and
generating auxiliary decision structure Ia. In the experiment, the proposed
scheme uses XBPE to construct the auxiliary decision structure. Our scheme
is compared with the XPE-based scheme LLMP proposed by Wang et al. [29],
and the results are shown in Figure 5. As can be seen from Figure 5, the

12 { BN LLMP
[ Proposed

Time (s)

1000 2000 3000 4000 5000 6000 7000 8000
Data Size (KB)

Figure S Comparison of auxiliary judgment structure construction time.
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Figure 6 Search time comparison under different query instances.

scheme using XBPE performs better in terms of auxiliary decision structure
construction time. That is to say, XBPE can improve the generation effi-
ciency of auxiliary decision structure while maintaining the auxiliary decision
function, thereby reducing the coding overhead in the library construction
stage.

To further analyze the impact of the CMS mechanism on query perfor-
mance, this paper designs a comparative experiment on search performance
under different main search term selection strategies in the case of a small
dataset (250 KB). In the experiment, the proposed scheme uses CMS to
maintain a keyword frequency table on the client side and prioritizes the
keyword with the lowest estimated frequency as the main search term, which
is compared with the scheme FBPC proposed by Li et al. [30], which uses a
random selection method for the main search term. The results are shown in
Figure 6. The CMS-based method has more stable search time performance,
and the overall fluctuation is significantly smaller than that of the random
selection scheme.

To evaluate the impact of different auxiliary decision coding mechanisms
on system space overhead, this paper conducts a storage cost comparison
experiment. The impact of different auxiliary decision structures on the over-
all system space burden is analyzed as the data scale continuously increases.
In the experiment, this paper uses an XBPE-based scheme as the research
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Figure 7 Comparison of storage costs for different data sizes.

object and compares it with LLMP. The results are shown in Figure 7. It
can be seen that, when the data scale is small, the difference in storage cost
between the two schemes is relatively limited. However, as the data volume
continues to increase, the advantage of our scheme in terms of storage over-
head gradually becomes apparent, significantly reducing the overall system
storage cost.

8 Conclusion

This paper addresses the three requirements of “searchability, protection,
and traceability” in sensitive outsourced data scenarios, designing a privacy-
preserving retrieval framework for multi-attribute conjunctive queries. This
method hierarchically organizes the main retrieval and auxiliary decision-
making: on the one hand, it utilizes a frequency table to prioritize the selection
of more suitable main retrieval terms, reducing the subsequent processing
burden caused by invalid candidates; on the other hand, it uses XBPE to trans-
form auxiliary condition verification into set-level decision-making, com-
pressing intermediate exposure surfaces without changing the correctness of
the query results. Simultaneously, this paper binds the index status, query
initiation, and result return related summaries on-chain, enabling the sys-
tem to perform efficient off-chain retrieval while possessing the foundation
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for subsequent verification and auditing. Overall, this paper presents an
implementation path that combines query organization optimization, privacy
decision-making compression, and lightweight trusted records.

From the analysis and experimental results, the proposed scheme demon-
strates good practicality in several key stages: in the database construction
stage, the XBPE-based auxiliary decision-making structure has a lower
construction cost; in the query stage, the CMS-based main retrieval term
selection improves search stability; and in terms of storage, the spatial
advantages of the scheme become more apparent as the data scale increases.
This demonstrates that the proposed method not only meets the fundamental
requirements of data confidentiality, query privacy, and protection of inter-
mediate information, but also maintains a good balance between efficiency
and system load.

However, there is still room for further improvement. Future work will
focus on three aspects: first, researching index maintenance and consistency
synchronization mechanisms for dynamic data updates; second, enhancing
the system’s applicability in complex authorization scenarios by incorpo-
rating finer-grained access control and result recovery processes; and third,
conducting evaluations on larger-scale and more diverse real-world datasets,
and further analyzing the impact of different parameter settings on query
efficiency, storage costs, and system scalability. Through these extensions,
the proposed framework is expected to better serve practical sensitive data
management and analysis support tasks.
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