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Abstract

In response to security risks such as data leakage and unauthorized access in
educational Web platforms during digital transformation, this paper proposes
a five-layer security architecture based on the zero-trust model. Follow-
ing the principle of “never trust, always verify,” the architecture integrates
identity management and access proxy technologies to build a collabora-
tive protection system. It employs a multi-dimensional permission model
for fine-grained access control, combines signature and behavior detection
to strengthen Web attack protection, and leverages dynamic authorization
evaluation, three-factor authentication, AES256 encryption, and distributed
storage to ensure authentication and data security. Comparative experiments
show that the architecture effectively mitigates unauthorized access, session
hijacking, and abnormal authentication attacks, achieving a 97.0% defense
success rate. Under 50 concurrent users, authentication delay remains within
4.2 ms, and the average response time in high-frequency access scenarios
is 68 ms. Throughput meets the peak demands of education systems, with
performance improved by 57.5% compared to traditional Web education
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platform architectures (TWEPA) and by 33.3% compared to general zero-
trust architectures (ZTA). This solution provides a feasible approach for
security enhancement and data compliance management in educational Web
platforms.

Keywords: Zero-trust model, education management platform, teaching
resources, security architecture.

1 Introduction

1.1 Research Background

The Web-based education management platform serves as the carrier of
digital education, characterized by multi-source, heterogeneous, and sensitive
data, as well as cross-role access involving student sensitive information,
academic records, and high-quality teaching resources. Its security protection
is critical to safeguarding student privacy and maintaining the stability of
teaching operations. Traditional perimeter-based protection models can no
longer meet the demands of today’s complex network attack landscape,
and Web-based education applications face various security threats such as
data leakage and injection attacks, necessitating a transformative security
architecture for effective support.

1.2 Applicability of Zero-Trust Model

The zero-trust model, grounded in the principle of “never trust, always
verify,” offers a novel solution for Web application security protection and has
demonstrated significant effectiveness across multiple dimensions. Relevant
research indicates that zero-trust architecture (ZTA) can transcend traditional
network security paradigms, meet the requirements of building robust Web
security mechanisms, and provide both theoretical and technical foundations
for upgrading the security of Web applications in the education sector. Cur-
rently, some studies have integrated zero-trust concepts into the design of
online education systems oriented to Web services, offering practical insights
for the secure adaptation of educational scenarios.

1.3 Research Contents and Objectives

In this context, this paper focuses on the construction of a security architec-
ture for a Web-based education management platform based on the zero-trust



Security Architecture of WEB-based Education Management Platform 1321

model. Guided by the protection requirements for sensitive student data and
teaching resources, and by integrating the characteristics of the zero-trust
technology framework with educational Web application scenarios, this study
explores the design pathway of an adaptive security architecture. It aims
to address the limitations of traditional protection mechanisms, enhance the
platform’s security capabilities, and provide effective security assurance for
the high-quality development of digital education.

2 Research Status and Security Architecture Design
2.1 Research Progress in Web Application Field

Research on multi-scenario expansion, performance optimization, and secu-
rity protection of Web applications has provided comprehensive theoretical
and practical support for its cross-domain landing and high-quality devel-
opment. Zhang [1] proposed a hybrid privacy protection technology that
integrates zero-trust and computational intelligence, and applied it to the
English education model, aiming at strengthening the security of sensitive
data and improving the intelligence and credibility of the teaching system.
Tang [2] focused on the intelligent construction of university Web environ-
ment education systems, noting that traditional intranet boundary protection
cannot adapt to open access needs, laying a business scenario foundation
for security architecture design. Arabi et al. [3] proposed a management
framework for academic misconduct in colleges and universities based on
the zero-trust model, and built a prevention mechanism around the five
core pillars of zero-trust (personnel, workload, equipment, network, data),
providing a scenario-based practical reference for the application of zero-trust
in the field of education.

Wang et al. [4] designed a set of zero-trust network security education
modules, covering principle teaching, homework exercises, and testing links,
systematically combing the defects of traditional boundary model and the
advantages of ZTA, providing a solution for the teaching of zero-trust concept
in network security courses. Perkins and Akorede [5] used Web crawlers to
track education recruitment information, verifying serious data crawling risks
on Web platforms, providing empirical basis for clarifying crawler threats.
Fadlil et al. [6] designed an SQL injection mitigation scheme based on the
OWASP framework, showing SQL injection is a mainstream high-risk attack
threatening education platform core data, offering key technical reference for
zero-trust application layer protection. Woo et al. [7] proposed a zero-trust
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security model based on ARC access risk coefficient for Korean public edu-
cation network, which provides an operational technical framework for the
implementation of zero-trust strategy in the education network environment.

Akram and Ahmed [8] proposed a cloud-native zero-trust security frame-
work for smart classroom eye tracking technology, which combines zero-trust
with inclusive educational technology security and expands the application
boundary of zero-trust in special educational scenarios. Albaghli et al. [9]
found university Web platforms emphasize experience over security with
native design defects, providing empirical support for security architecture
top-level design. Vajpayee et al. [10] introduced the intelligent school bus
system into the modeling of zero-trust and network risk, which provided a
research prototype for the application of the concept of zero-trust in the edu-
cation support system around the campus. Paul and Rao [11] systematically
elaborated the architecture principles and implementation scheme of the zero-
trust model in the intelligent manufacturing industry, providing an important
theoretical reference for the security architecture of the education platform.
Islam [12] focused on Web systems in higher education and proposed a data
governance framework integrating zero-trust and FERPA compliance, which
consists of centralized identity access control, secure APIs, and tamper-proof
audit logs.

Coetzee and Mulaudzi [13] explored Web 3.0 in technical student train-
ing, showing traditional security cannot adapt to new scenarios, supporting
zero-trust introduction. Zahorodko and Semerikov [14] constructed a Web
programming education framework, noting Al application expands sensitive
data scope, requiring higher security. Kim et al. [15] developed a Web educa-
tion platform for unmanned vehicle design, pointing out the need for teaching
resource security protection. Liu et al. [16] proposed a Web application
collaborative mechanism, providing technical ideas for zero-trust in high
concurrency scenarios. Tsai et al. [17] put forward zero-trust implementation
strategies, laying the core theoretical framework. Teerakanok et al. [18] sum-
marized zero-trust development and challenges, laying a complete theoretical
foundation.

2.2 Core Theoretical Basis of Security Architecture Design

2.2.1 Core theory of zero-trust model

The mapping between the four key technical frameworks and the Web
education platform is as follows. First, the identity management component
corresponds to the platform’s unified identity authentication system, which
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Figure 1 Mapping relationship between key technical framework of zero-trust model and
Web education platform.

manages the full lifecycle of multi-role identities and assigns primary identity
identifiers. Second, the access proxy component corresponds to the zero-
trust Web gateway, which serves as the unified access entry, intercepting
and pre-validating all requests. Third, the continuous verification component
corresponds to the dynamic authorization and behavior monitoring module,
which continuously collects various types of information to dynamically
adjust verification policies. Fourth, the security monitoring component cor-
responds to the security audit module, which collects and analyzes logs and
security events in real time to detect anomalies as early as possible. The
mapping relationship between the key technical frameworks of the zero-trust
model and the Web education platform is illustrated in Figure 1.

2.2.2 Core theory of web application security

Regarding the technical principles and application specifications for secure
Web data transmission and storage, the platform should adopt TLS 1.3
encryption to ensure transmission confidentiality. Only after data is encrypted
should the transmission of different types of sensitive data be permitted,
and plaintext data handling should be limited to ensuring the platform can
perform essential functions such as epidemic prevention. Data desensitiza-
tion techniques, such as replacement and masking, are applied to sensitive
data for display or sharing purposes. Distributed storage encryption employs
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Figure 2 Web application security and performance balancing logic.

encryption algorithms like AES256 to encrypt and decrypt stored data, ensur-
ing that only authorized users have the right to access the encrypted data. The
core principle of balancing Web performance and security lies in coordinat-
ing the relationship between security mechanisms and performance metrics.
While security mechanisms may introduce latency and reduce throughput,
such impacts can be mitigated through technical adjustments. Multi-factor
authentication uses asynchronous verification to reduce response overhead,
and full-link encryption leverages hardware acceleration to improve effi-
ciency. The platform should dynamically adjust its policies — streamlining
non-core verification to maintain throughput during high-concurrency scenar-
ios, while applying enhanced encryption and verification to ensure security
when accessing sensitive data. The logic of balancing Web application
security and performance is illustrated in Figure 2.

3 Security Architecture Design of Web Education
Management Platform Based on Zero-Trust

3.1 Frame Design

Based on the zero-trust model and guided by the principle of “never trust,
always verify,” this paper defines the main functions and security responsi-
bilities of each layer to construct a full-link closed-loop protection system.
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Ultimately, a five-layer security architecture for the Web-based education
management platform is designed. The user access layer serves as a unified
entry point, supporting multi-terminal access and multi-factor authentication.
It filters out unauthorized terminals through terminal security detection,
access verification, and initial identity authentication, ensuring entrance secu-
rity. The zero-trust Web gateway layer functions as the core forwarding
and verification node, integrating a Web Application Firewall (WAF) with
dynamic authorization. It performs secondary identity verification, initial
permission determination, anomaly filtering, and legitimate request forward-
ing, enabling full-link verification and defense against Web attacks. The
application service layer adapts to core business operations by implementing
fine-grained access control, business logic validation, and sensitive data
desensitization, preventing privilege abuse. The data storage layer adopts
a distributed architecture, with data stored separately by type, backed up
regularly after AES256 encryption, and restored as needed to ensure data
storage security and integrity.

The security monitoring and auditing layer relies on log collection,
anomaly analysis, real-time alerting, and audit traceability to monitor the
security posture in real time and address risks promptly. The layers work
in coordination to achieve comprehensive security protection across the
entire lifecycle of educational data, ensuring both business availability and
compliance requirements, as illustrated in Figure 3.

Based on the scale of typical educational data (about 50 MB metadata of
100,000 student files + about 2 TB files of 10,000 class hours of teaching
resources), the key performance indicators of distributed encrypted storage
are quantitatively analyzed as follows.

3.2 Core Function Module Design and Algorithm

3.2.1 Zero-trust web authentication module

3.2.1.1 Multi-factor authentication mechanism

The zero-trust Web identity authentication module primarily employs a
multi-factor authentication mechanism. Within this mechanism, the set of
authentication factors and their corresponding weight distributions must first
be determined. Based on this, a linear-level allocation of authentication
factors is carried out, followed by the determination of the control scope
for authentication policy mapping within a single scenario. A hierarchical
authentication strategy is then constructed for identity authentication prepro-
cessing. The initial weight values of the authentication factors are determined
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Figure 3 Security architecture design of Web education management platform based on
zero-trust.

through trial-and-error using Equations (1), (2), and (3), and the weight dis-
tribution for each scenario is established, thereby deriving the comprehensive
authentication score threshold.

The trial-and-error Equation (1) is defined:

F={f1, f2, f3, fa} (D

where F' represents the authentication factor set, fi is the account password
authentication result (pass = 1, fail = 0), fo is the SMS authentication result
(pass = 1, fail = 0), f3 is the unified identity authentication result (pass = 1,
fail = 0), and fy is the device fingerprint authentication result (pass = 1,
fail = 0). The expert scoring method invites 10 network security experts from
the education industry to participate (including five directors of university
information centers and five security engineers of educational software). The
five-level Likert scale (1 = least important, 5 = most important) was used
to evaluate the security based on four dimensions: security strength, user
convenience, anti-counterfeiting ability, implementation cost. The consis-
tency of the experts’ scores was tested by Kendall’s concordance coefficient
W(W = 0.87,p < 0.01), indicating good consistency of the experts’
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opinions. The formula for calculating the weight of the ¢th authentication
factor in the jth scenario is

W = {w1, w2, w3, wa} 2)
where w is represented as a scene weight vector
E‘. .
Wij = S 3)
Zi:l Lij

where wj; is the weight distribution formula of the expert scoring method and
E;; represents the score of the expert for the ith factor in the jth scenario.

After the authentication factor weight is determined, the authentication
comprehensive score is calculated according to Equation (4)

4
S = Z f@ X Wi (4)
i=1
In order to ensure the comparability of the certification comprehen-

sive scores in different scenarios, the following normalization constraint is
adopted to map S to the [0,1] interval

S
Snarm - =1 (5)
D=1 Wi
where Z?Zl w; = 1 is satisfied under each scenario, thus ensuring that

Snorm € [0, 1].

3.2.1.2 Session security management
Session security management implements stateless session authentication by
controlling token expiration time, anomaly detection coefficient, and ses-
sion liveness. This process mainly uses JWT environment and encryption
algorithm conditions.

Assume that the system security level is L € {1,2,3}, then the initial
expiration time Ty is set, and the initial expiration time 7¢ of the session is
calculated according to Equation (6)

Tp = 1800 x (4 — L) (6)

Let the abnormal behavior feature vector A = {aq,aq,...,a,}, where
a; € {0,1} denotes whether the ith abnormal behavior occurs, and the
anomaly detection coefficient k is calculated as

b1 0.7 x 2=l % 7

n
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Let the current time be %,,,,, and the latest access time be %;,, then the
session liveness can be calculated according to Equation (8)

tnow - tlast (8)

-1-
(0% TO

Next, the dynamic expiration time T of the session is calculated according
to Equation (9)
T=Tyxkx(1l+ax0.5) 9

Finally, the validity check result of the session is calculated according to
Equation (10)

V(t,sig,secret) : If t < T and sig = HS256(Header + Payload, secret)
(10)

3.2.2 Fine-grained web resource access control module

The access control process is realized through the computation and verifi-
cation of the permission matrix, with the permission mapping relationship
calculated using Equation (11)

My_o-p[i][k][l] = V]2 (Mu—glil[j] " Mr—o-p[j][k]ll]) (A1)

where My _pr represents a user-role mapping matrix, My_g[i][j]] = 1
represents that the user u; has the role r;, otherwise is 0; Mr_o_p repre-
sents the role-resource-operation mapping matrix, Mpr_o—pe{0, 1}™*P*9,
Mpr_o-p[j][k][l] = 1 means that the role r; has the operation p; permission
to the resource oy, otherwise it is 0.

This process requires that the weights of the evaluation indicators be
distributed reasonably. The specific calculation steps are shown in Equa-
tions (12), (13), and (14).

Equation (12) is mainly responsible for calculating the normalized value
of the xth evaluation index. Suppose that the original value set of the scene
evaluation index is Irgw = {%raw1, traw2; traw3, irawa }» and the normalization
calculation formula is:

Lrawx — min(-[raw)

- maX(Iraw) - min(Iraw)

(12)

Equation (13) is mainly responsible for calculating the dynamic autho-
rization score. Suppose the index weight vector W; = {w1, wr2, wr3, w4},
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the dynamic authorization score calculation is

4
r=1

Equation (14) is responsible for defining the authorization threshold.
Suppose that the system security requirement level is Ly € {1,2,3}, and
the authorization threshold calculation is

Ty =0.5+0.1x L (14)

The result of using the gradient descent method to calculate the weight
change and the back propagation of the error is obtained by the Equation (14),
the authorization decision error E = | A—T 4|, and the formula for calculating
the weight adjustment amount is as shown in (15)

oF
Owry

A(,‘.)]z = —B X

15)

The adjustment of the evaluation index value is calculated by Equa-
tion (16), which mainly calculates the optimization direction of the evaluation
index 9

Aigy = —A X —E (16)

iy

3.2.3 Web application security protection module
First, an attack signature library is constructed. The completeness of the sig-
nature library largely determines the efficiency of signature-based matching
detection. Based on continuously collected attack data, the initial scale of
the signature library ranges from 500 to 2000 signature rules. On this basis,
the performance indicators of the detection process are obtained using the
signature matching accuracy Equation (17) and the behavior detection recall
Equation (18)

TP
Pp=—"_1 (17)
TPy + FP;
TP,
_ b 1
By TP, + FN, (18)

where T'P represents the number of true positives, F'P represents the number
of false positives, and F'N represents the number of false negatives.

Next, the fusion operation of the dual detection mechanism is performed,
and the process needs to calculate the weight ratio of each detection method
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and the judgment of the final detection result according to Equation (19)
D:(l—Sf)wa+Dwab (19)

where w; represents the feature matching weight, wy, represents the behavior
analysis weight, Sy represents the feature matching score, and Dy, represents
the behavior abnormality degree.

The feature matching weight W F' and the behavior analysis weight W B
are adaptively adjusted according to the attack type identification result. A
pre-experiment based on 1000 annotated attack samples (500 SQL injections,
300 cross-site scripts, and 200 path traversals) determines the initial empirical
weights: wy = 0.6,w, = 0.4, and the optimal detection accuracy (F1
score = 0.94) is obtained at this ratio.

Weights are dynamically adjusted for different attack scenarios:

Known attack (presence of signature library): w increased to 0.7-0.8.
Unknown/Zero-Day Attack: wy increased to 0.6-0.7.
Mixed attack traffic: weight remains 0.6/0.4 ratio.

The adaptive adjustment formula is as follows:
Py P,
W= —"——, Wp=—7
'=Pr+B’ " Pi+h

where Py is the historical accuracy of feature detection (updated every 100
requests) and P, is the accuracy of behavior detection.

After completing the description of the double detection mechanism, it is
necessary to build the “feature + behavior” model.

First, the normalization preprocessing of the original request data is
performed according to Equation (20)

Ryaw — 1

Rya = (20)

where R,,, represents the original request data, p represents the mean
value of the same kind of request data, and o is the standard deviation.
After the standardized data is obtained, the data is normalized according to
Equation (21), so that the data of each dimension is in the same dimension

Rgtq — min(Ryy)
max(Ryy) — min(Rgy)

Rnorm = (2 1 )

Feature extraction of the request data is performed on the basis of the
normalized data, and the n-dimensional feature vector of the request data can
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be extracted according to Equation (22), where n is the feature dimension
F, = ExtractFeatures(Ryppm, ) (22)

The similarity between the request data and the normal behavior base-
line can be calculated according to Equation (23), where B, is the normal
behavior baseline vector

Sim = cos(F,, By) (23)

The abnormal degree score of the request data can be obtained according
to Equation (24)
Dy =1— Sim 24)

In combination with the feature matching result, the final attack detection
result can be obtained according to Equation (25), where Tp is the detection

threshold
1 ifD>Tp
Result = . (25)
0 otherwise

3.3 Attack Surface Analysis of Security Architecture Itself

While the architecture in this paper provides comprehensive protection
against external attacks, its internal components also have potential attack
surfaces. If these components are compromised or bypassed, the entire secu-
rity system will be at risk of failure. Therefore, this section analyzes the attack
surface of the core internal components such as the zero-trust Web gateway,
security monitoring, and audit layer, and gives the corresponding protection
and response mechanisms.

3.3.1 Anti-bypass and self-protection of zero-trust web gateways
As the only request entrance of the whole system, the gateway becomes the
target of high-value attack. In order to prevent gateway bypass attacks, the
system uses a three-layer protection mechanism. First, all back-end services
are deployed in the internal network quarantine with the gateway. Only
inbound connections from the gateway IP are allowed through the firewall
policy. At the same time, mutual mTLS authentication is enabled between
the gateway and the back-end. Even if the attacker bypasses the gateway
to access the back-end IP directly, it cannot pass the certificate verification;
Cond, the gateway instance adopts master-master cluster deployment (at least
3 nodes), and the load balancer distributes traffic uniformly. When a single
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gateway is compromised, other gateways still maintain the security policy.
The load balancer performs health check every 5 seconds, and the failed gate-
way automatically quarantine within 3 seconds; Thirdly, the network traffic
anomaly detection module is deployed to continuously monitor whether there
is abnormal traffic that bypasses the gateway to directly access the back-
end. Once such behavior is detected, the firewall rule update is triggered
immediately, the suspicious source IP is blocked, and the alarm is sent to
the security team.

3.3.2 Audit log tamper-proof and integrity protection

Security monitoring and audit layer is the key basis for tracing after the event.
If the log is tampered with by the attacker, the attack will be untraceable. In
order to prevent log tampering, the system uses a log storage mechanism
based on Zero-Trust Model. each log entry contains the SHA-256 hash
value of the previous entry, forming an irreversible hash chain, and any
modification to the history log will lead to the invalidation of all subsequent
hash values, so it can be quickly detected. Log writing uses a WORM
(Write Once Read Many) storage device, which prohibits any modification or
deletion operations during the 30-day retention period. In addition, the system
automatically performs an integrity check every 60 seconds to traverse the
hash chain and verify the hash value consistency of each entry; if tampering
is detected, the highest priority alarm is triggered immediately, all active
sessions of the user associated with the tampered log are automatically
terminated, and the damaged log is restored from the immutable backup.

3.3.3 Hierarchical response mechanism when internal
components are compromised

In response to the scenario where different components are compromised, the

system establishes a hierarchical response mechanism, as shown in Table 1.
Through the above attack surface analysis and protection design, the

architecture in this paper has the ability to resist the attack or bypass of

internal components while dealing with external attacks, forming a deep

defense system with both internal and external considerations.

4 Analysis and Discussion on the Experimental Results of
Performance Comparison

In this paper, ZTA and the traditional Web education platform architec-
ture (TWEPA), Role-Based Access Control (RBAC) and other mainstream
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Table 1 Graded response mechanism

1333

Attack Scenario  Detection Method Response Action Recovery Time
Gateway bypass Network traffic Automatically update firewall <10s
anomaly detection rules to block source IP
quarantine compromised
gateway nodes
Audit log Hash chain integrity ~ Restore log from WORM <30s
tampering check failed backup, terminate relevant user
session, security team alert
Authentication ~ Abnormal Automatically switch to the <5s
service fluctuation of standby authentication service
compromised authentication and trigger the two-factor forced
success ratio authentication
Authorization Permission Roll back to the most recent <15s
module consistency check trusted state, withdraw all active
hijacking sessions, and recertify
The monitoring  Heartbeat timeout or = Start the standby monitoring <10s

instance and enable more
aggressive end-side log reporting

module is blind  alarm flow interrupt

education system architectures (MEASA), Tianyi Cloud AOne Zero-Trust
Architecture (TCAZ) and other similar schemes are compared, and the exper-
imental environment of 10 schools, departments and functional departments
is built according to the multi-role and multi-level educational business
scenario. It includes various core data interaction and access scenarios, and
conducts comparative tests in five aspects: unauthorized access performance,
identity authentication efficiency, access control accuracy, abnormal behavior
detection of security architecture, data storage security performance. Accord-
ing to the design principles of each architecture, the causes of differentiation
are analyzed to comprehensively test the superiority and applicability of the
ZTA in the educational scenario.

4.1 Comparative Analysis Of Anti-Unauthorized Access
Performance

4.1.1 Comparison of anti-unauthorized access performance of
different models

In this test, 200 students from different grades and classes across 10 schools

were selected as test subjects. The students were simulated to view perfor-

mance data from other classes by modifying access links and forging class

identifiers. During the test, the model training time was gradually increased
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Figure 4 Comparison results of anti-student overstepping rate (%) of different models.

in increments of 20 minutes. For each increment, 50 unauthorized access
attempts were made, and the number of successful blocks under various archi-
tectures was recorded. The success rate of defending against unauthorized
access by students under different architectures was then calculated to eval-
uate the effectiveness of each architecture in preventing such unauthorized
access. The results are shown in Figure 4.

Figure 4 shows that the ZTA exhibits significant advantages in preventing
unauthorized student access, primarily reflected in its high blocking rate and
fast convergence speed. The core data analysis is as follows. In the initial
20-minute training stage, ZTA achieved the highest unauthorized student
access blocking rate (65.3%), while TWEPA had the lowest (42.4%), a
22.9-percentage-point gap. With increased training, ZTA showed the most
obvious growth, reaching 95.7% at 100 minutes (30.4 percentage points
higher than initial) and stabilizing at 97.0% at 120 minutes without false
negatives. Other architectures performed worse: TCAZ stabilized at 93.0%
at 100 minutes; RBAC and MEASA stabilized at 88.3% and 92.4% at 300
minutes; TWEPA stabilized at 76.3% at 300 minutes. These differences result
from ZTA’s three-dimensional verification and blockchain technology, which
outperforms others’ lagging, less adaptive protection logic.

4.1.2 An analysis of the rate of anti-teacher’s over-authority in
different models

In this paper, 150 teachers from 10 schools including various disciplines

were selected as the test subjects to simulate teachers trying to access
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the confidential information of educational administration, such as student
admission data, title evaluation materials, financial budget, and so on. The
test takes 20 minutes as the training time interval, and 60 times of unau-
thorized access tests are conducted in each time period. The blocking
success rate of each architecture is the anti-teacher’s unauthorized rate,
which mainly examines the control effect of different architectures on the
unauthorized behavior of teachers’ privileged roles. The results are shown in
Figure 5.

Figure 5 shows that ZTA performs best in the scenario where teachers
attempt to exceed their authority to view confidential educational administra-
tion data, with key advantages being fast convergence speed and a high stable
blocking rate. In the initial 20-minute training stage, ZTA achieved a 68.1%
blocking rate against unauthorized access, outperforming TWEPA (45.2%),
RBAC (58.3%), and TCAZ (65.1%) by 22.9, 9.8, and 3.0 percentage points.
As training progressed, ZTA converged early: 94.1% at 80 minutes (26.0
percentage points higher than initial) and stabilized at 97.0% at 120 minutes.
TCAZ stabilized at 93.0% after 180 minutes with 4.0% false negatives.
MEASA and RBAC reached 93.1% and 90.2% at 300 minutes (3.9 and 6.8
percentage points lower than ZTA), failing to address special unauthorized
scenarios. TWEPA performed worst, stabilizing at 82.1% at 300 minutes with
slow convergence. These gaps result from other architectures’ flaws, while
ZTA uses three-dimensional authentication and hot permission caching to
meet educational data security needs.
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Figure 6 Comparison results of anti-session hijacking rate (%) of different models.

4.1.3 Analysis of anti-session hijacking rate of different models
A simulated attack environment was established, in which testers acted as
attackers to hijack legitimate sessions of teachers and students by intercepting
HTTP session cookies and forging session identifiers in order to access sen-
sitive data in the education system. Based on training durations ranging from
20 minutes, seven gradient levels were defined, with 70 session hijacking
attacks conducted at each level. The number of hijacking attempts identified
and blocked by each architecture was recorded, and the anti-session hijacking
rate was calculated to evaluate the session security protection capability of
each architecture. The final results are shown in Figure 6.

Figure 6 shows ZTA’s decisive advantage in resisting session hijacking,
with stable blocking rate and fast convergence. Initially, ZTA achieved 62.1%
anti-hijacking rate, 23.9 percentage points higher than TWEPA (38.2%). It
reached 90.1% at 80 minutes, 95.2% at 100 minutes, and stabilized at 97.0%
after 120 minutes. TCAZ stabilized at 93.0% after 140 minutes; MEASA
and RBAC reached 89.1% and 85.3% at 300 minutes. TWEPA performed
worst, stabilizing at 73.2% at 300 minutes with slow convergence. Gaps
result from others’ flaws (static IDs, no real-time checks, poor adaptability),
while ZTA uses three-dimensional verification, blockchain traceability and
hot permission cache to build a comprehensive session security barrier.

4.1.4 Analysis of mean interruption response time of different
models

Three typical unauthorized access cases from the previous study were

selected. For each case, 100 training sessions were added at each level,
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Figure 7 Comparison results of mean blocking response time (ms) of different models.

and 40 tests were repeated for each unauthorized access scenario within
every training session. A professional performance testing tool was used to
accurately record the time from the detection of unauthorized access behavior
to the completion of blocking in each architecture. The average time for each
scenario was taken as the average blocking response time for that gradient,
providing a comprehensive evaluation of the response efficiency of each
architecture. The results are shown in Figure 7.

Figure 7 shows that ZTA outperforms other architectures in terms of
average blocking response time, convergence speed, and post-stabilization
efficiency. In the initial training stage (100 sessions), ZTA achieved the
shortest average blocking response time at 4.5 ms, while TWEPA recorded
the longest at 15.2 ms — 3.4 times that of ZTA; RBAC, MEASA, and TCAZ
recorded response times of 9.8 ms, 8.5 ms, and 6.8 ms, respectively, all higher
than ZTA. As training sessions increased, ZTA exhibited the fastest decline,
dropping to 2.7 ms at 400 sessions, 2.1 ms at 600 sessions, and 1.9 ms at
700 sessions; by 800 sessions, it reached 1.8 ms, stabilizing at that level after
900 sessions with no further fluctuation. In comparison, after stabilization,
TCAZ achieved a response time of 3.1 ms (1.7 times that of ZTA), RBAC
5.3 ms (2.9 times), MEASA 4.8 ms (2.7 times), and TWEPA 9.5 ms (5.3
times). In terms of performance improvement, ZTA’s average response time
is 81% faster than TWEPA and 42% faster than TCAZ. These advantages
stem from ZTA’s integration of a hot permission cache mechanism and three-
dimensional parallel verification, enabling it to meet the real-time protection
requirements of the education system and effectively mitigate the risk of
sensitive data leakage.
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Figure 8 Comparison of maximum response time (ms) of different models.

4.1.5 Analysis of maximum response time of different models

A high-concurrency unauthorized access simulation test was adopted. A
stress testing tool was used to create a multi-threaded environment simulating
50 concurrent users initiating unauthorized access requests simultaneously.
For each training session, 100 training iterations were set as the gradient
for high-concurrency testing, with 30 high-concurrency tests conducted per
session. The maximum response time — defined as the longest duration to
complete blocking — was recorded to evaluate the response stability of each
architecture under extreme load. The results are shown in Figure 8.

Figure 8 shows ZTA’s strong stability and advantages in maximum
response time control. At initial 100 training sessions, ZTA’s maximum
response time was 9.8 ms, much lower than TWEPA (28.5 ms), RBAC
(19.2 ms), MEASA (17.8 ms), and TCAZ (14.6 ms). With more sessions,
ZTA declined fastest, stabilizing at 4.2 ms after 900 sessions with no fluctua-
tion. After stabilization, TCAZ was 7.8 ms, RBAC 11.7 ms, MEASA 10.5 ms,
and TWEPA 18.3 ms. ZTA outperforms TWEPA by 77% and TCAZ by 46%.
These advantages come from ZTA’s blockchain distributed storage and hot
permission caching mechanism, enabling stable protection against large-scale
unauthorized access in education systems.

4.2 Comparative Analysis of Identity Authentication Efficiency

4.2.1 Analysis of authentication success rate of different model
A total of 300 subjects from different classes in 10 schools were selected to
simulate general authentication behaviors such as daily login and resource
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Figure 9 Comparison results of authentication success rate (%) of different models.

access. According to the time gradient of 20 minutes, the training time of
the model is gradually increased, 60 authentication tests are conducted in
each time period, and the authentication success rate of various architec-
tures is obtained to evaluate the adaptability of different architectures to the
authentication requirements of legitimate users. The test results are shown in
Figure 9.

Figure 9 shows ZTA’s clear advantages in authentication success rate,
convergence speed. and stability. At the initial 20-minute training, ZTA
achieved 95.2%, higher than TWEPA (88.3%), RBAC (89.1%), TCAZ
(90.5%), and MEASA (87.6%). With increased training, ZTA grew fastest,
reaching 98.0% at 100 minutes (2.8 percentage points higher) and stabilizing
with no failures. After stabilization, TCAZ reached 91.0% (7.0 points lower),
MEASA and RBAC at 90.5% and 90.9%, TWEPA at 90.8% after 200+
minutes (only below 91.0%). Gaps come from others’ fixed logic and poor
adaptability. ZTA uses three-dimensional verification and blockchain to meet
education system multi-role authentication needs.

4.2.2 Analysis of anomaly authentication interception rate of
different models

Here we simulate malicious authentication behaviors such as brute force
cracking, account embezzlement, and identity forgery to evaluate the security
protection capability of each architecture. We select the commonly used
malicious attack method, repeat the anomaly authentication test every 20
minutes, conduct 70 anomaly authentication tests in total, record the num-
ber of successful interceptions of each architecture, calculate the anomaly
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authentication interception rate, and mainly examine the effect of identifying
and preventing malicious authentication behavior of various architectures.
The test results are shown in Figure 10.

Figure 10 shows ZTA’s overwhelming advantage in anomaly authenti-
cation interception. At the initial 20-minute training stage, ZTA achieved
82.5% interception rate, far exceeding others; TWEPA only 51.8% (30.7-
percentage-point gap), reflecting traditional architectures’ weak initial pro-
tection. With training progress, ZTA’s interception rate rose rapidly: 94.6%
at 80 minutes (12.1 percentage points higher), 96.0% at 120 minutes, stabi-
lizing at 96.0% after 140 minutes with no missed malicious authentications.
TCAZ ranked second (92.9% at 140 minutes, 3.1 points lower). MEASA
and RBAC stabilized at 300 minutes (90.1% and 90.3%, 5.9 and 5.7 points
lower). TWEPA performed worst, stabilizing at 72.5% (75.5% of ZTA’s
rate) with slow convergence (20.7-point increase). These gaps stem from
others’ single-factor verification and insufficient anomaly identification; ZTA
uses three-dimensional verification and blockchain traceability to protect
education system identity authentication.

4.2.3 Analysis of average authentication time of different models
The training intensity of the model is gradually increased with the typical
cases of the previous normal authentication scenarios, and 40 tests are con-
ducted for each normal authentication scenario under each training frequency
gradient. We use a professional performance test tool to record the time from
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Figure 11 Comparison results of average certification time of different models.

receiving the authentication request to completing the identity verification
of each architecture, take the average time of each scenario as the aver-
age authentication time of the gradient, and comprehensively evaluate the
authentication response speed of each architecture. The results are shown in
Figure 11.

Figure 11 compares the average certification time (unit: ms) of ZTA,
TWEPA, RBAC, TCAZ, and MEASA models within the range of 100 to 1300
training times. On the whole, the average authentication time of all models
increases with the increase of training times. The authentication time of ZTA
model is the shortest, which increases from 137.2 ms of 100 training times to
189 ms of 1300 training times, and the authentication time of TWEPA model
is the longest, which increases from 167.5 ms to 239 ms. Among the five
models, ZTA always maintains the best performance, TWEPA has the worst
performance, and the other three models perform between the two.

4.2.4 System resource occupancy performance comparison

A teacher-student multi-terminal collaborative access scenario was simulated
with a multi-device linkage test tool, mimicking users’ continuous authentica-
tion synchronization across PCs, mobile devices and tablets. Model training
levels were increased by 100 sessions each, with 30 cross-terminal authenti-
cation tests per gradient. The time each architecture took to complete terminal
authentication information synchronization in each test round was recorded
to evaluate its synchronization efficiency in multi-terminal collaboration
scenarios, and the results are shown in Figure 12.
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Figure 12 Cross-terminal authentication synchronization time analysis of different models.

Figure 12 shows ZTA’s advantages in cross-terminal authentication syn-
chronization time, convergence speed, and stability. At the initial 100 training
times, ZTA’s synchronization time was 135.2 ms, much lower than TWEPA
(320.5 ms), RBAC (235.3 ms), MEASA (270.4 ms) and TCAZ (168.7 ms,
24.7% higher). With more training, synchronization times increased and
stabilized. ZTA rose slowest, stabilizing at 178.5 ms after 900 times without
fluctuation. TCAZ stabilized at 215.0 ms (20.4% higher than ZTA); RBAC at
282.2 ms ; MEASA at 318.3 ms; TWEPA at 385.9 ms. ZTA’s better perfor-
mance growth control meets education system multi-terminal collaboration
needs, improving user experience and efficiency.

4.3 Distributed Encrypted Storage Performance Measurement

In order to verify the above theoretical analysis, the performance of dis-
tributed encrypted storage is tested in the actual deployment environment.
Test environment as follows: 3-node MinlO distributed cluster (each node
configuration: 4 vCPU, 16 GB RAM, 1 TB NVMe SSD), network bandwidth:
1Gbps. See Table 2 for encryption and decryption performance tests.

For files above 1 MB, the encryption throughput is stable at about
130 MB/s (software AES256), reaching the upper limit of gigabit network
bandwidth (125 MB/s), indicating that encryption is no longer a performance
bottleneck. For small files smaller than 64 KB, the single-pass encryption
overhead (3—4 ms) comes mainly from function calls and memory allocation
overhead. The backup I/O impact tests are shown in Table 3.
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Table 2 Encryption and decryption latency for different file sizes

File Size  Encryption Latency (ms) Decryption Latency (ms)  Throughput (MB/s)

4 KB 0.8 0.9 5.0
64 KB 3.2 3.5 20.0
1 MB 8.9 9.4 112.4
10 MB 78.5 823 127.4
100 MB 768.2 801.5 130.2
1GB 7,650.0 7,980.0 131.0

Table 3 The backup I/O impact test table

Amount Read Write CPU
Backup of Backup  Performance Performance Usage
Type Data Duration Degrades Degrades Increases
Full backup 2TB 4.2 hours 23% 18% 35%
(compressed)
Full backup 2TB 8.5 hours 28% 22% 12%
(uncompressed)
Incremental backup 50 GB 35 min 8% 10% 8%

Table 4 Storage expansion factor

Data Type Original Size  Size After Encryption  Coefficient of Expansion
Student profile (JSON) 50 MB 67.5 MB 1.35x
Teaching video (MP4) 1 GB 1.35 GB 1.35x
PPT courseware 500 MB 675 MB 1.35x%
Database backup 2 GB 2.70 GB 1.35x

Compressed backup uses more CPU (35% vs 12%), but takes half the
time (4.2 h vs 8.5 h) and has a smaller window of impact on the business. It is
recommended to perform a full backup during off-peak hours, such as 2:00-
6:00 a.m. The measured storage expansion coefficient is shown in Table 4.

4.3.1 Verification of inflation coefficient consistency

The additional overhead of AES256-GCM mode (recommended for storage
encryption) is fixed at 28 bytes (12 bytes IV + 16 bytes authentication tag).
For files larger than 1 KB, the inflation coefficient is stable at about 1.35,
which is consistent with the theoretical value. In order to verify the effec-
tiveness of the above threshold configuration, various abnormal behaviors
are simulated and tested in the experimental environment. The test data set
contains normal user behavior records (300 people x 30 days) and artifi-
cially constructed abnormal behavior samples (1000 times for each type of
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Table S Anomaly detection threshold validation results

Exception Detection False Average Response
Type Rate Alarm Rate Time (ms)
Brute force attack 98.5% 0.3% 85
Account sharing 96.2% 0.1% 120
Abnormal access time 95.8% 2.1% 45
Permission exception change 97.3% 0.5% 68

Data leak 96.5% 0.2% 92

Table 6 Test environment configuration

Component Configuration Parameters

Gateway node 4 vCPU (Intel Xeon 2.5 GHz), 8 GB RAM, 100 GB SSD
Operating system Ubuntu 22.04 LTS

Network bandwidth 1 Gbps

Test tools Apache JMeter 5.6 (distributed deployment, 3 pressure measuring
machines)
Test scenarios Simulated course selection peak: 80% inquiry request + 15%

submission request + 5% certification request
Test duration Each level of concurrent operation lasts for 10 minutes, and the
average value of the last 5 minutes is taken

abnormality). The test results are shown in Table 5. The detection accuracy
of all abnormal types is more than 96%, and the false alarm rate is controlled
within 2.5%.

The threshold configuration recommended in this paper achieves a good
balance between false alarm rate and detection rate, and can meet the actual
needs of the production environment of educational institutions.

4.4 Upper Limit Test of High Concurrent Processing Capability
of Gateway Layer

Because WAF detection, dynamic authorization, and secondary authenti-
cation are all deployed in the gateway layer, this node becomes the only
entrance for request forwarding in the whole system. In order to evaluate
the upper limit of its processing capacity under high concurrency scenarios,
the performance test of a single gateway node under 1000 concurrent users is
supplemented in Table 6.

The throughput and latency test results are shown in Table 7.

Throughput reaches 3850 req/s at 500 concurrency and increases to
4010 req/s at 750 concurrency (an increase of only 4.2%), indicating that
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Table 7 Gateway lay performance metrics for different concurrency level

Average P95 P99 CPU  Memory
Concurrent  Throughput Latency Latency Latency Usage Usage
Users (req/s) (ms) (ms) (ms) (%) (GB)
50 1,850 27.0 425 58.3 32% 2.1
100 2,350 42.5 68.3 89.2 45% 24
250 3,120 80.1 125.6 168.4 62% 29
500 3,850 129.8 210.4 285.7 78% 35
750 4,010 187.2 325.8 4423 89% 4.1
1000 4,150 241.5 412.6 568.2 94% 4.6
1250 4,180 312.8 528.4 725.6 97% 52

Table 8 Packet loss rate and error rate at different concurrency levels

Concurrent Total Successful Failed Packet Loss Error
Users Requests Requests Requests Rate (%) Rate (%)
50 111,000 111,000 0 0.00 0.00
100 141,000 141,000 0 0.00 0.00
250 187,200 187,200 0 0.00 0.00
500 231,000 230,769 231 0.00 0.10
750 240,600 239,878 722 0.00 0.30
1000 249,000 246,759 2241 0.00 0.90
1250 250,800 246,285 4515 0.00 1.80

the system is close to saturation between 500 and 750 concurrency. The
throughput at 1000 concurrency is 4150 req/s, an increase of only 3.5%
compared to 750 concurrency, indicating that the processing cap has been
reached. P99 latency increased from 285.7 ms at 500 concurrency to 568.2 ms
at 1000 concurrency, nearly doubling, and the user experience declined
significantly. The CPU footprint reaches 94% at 1000 concurrency, which is
close to saturation; the memory footprint increases linearly with the number
of concurrency, but is still within the acceptable range. Then we analyzed the
packet loss rate and error rate test, as shown in Table 8.

No requests failed below 500 concurrency (error rate = 0%). The error
rate was 0.10% at 500 concurrency, rose to 0.30% at 750 concurrency, and
reached 0.90% at 1000 concurrency. The error rate climbed to 1.80% at 1250
concurrency, exceeding the 1% limit typically accepted in educational system
production environments. During the test, there was no packet loss at the
network layer (the packet loss rate was always 0), and all failures came from
timeouts or connection rejections at the application layer.
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5 Conclusion

This paper addresses key challenges in Web-based education management
platforms, including the leakage of sensitive student data, inadequacy of
traditional boundary protection, and difficulty in cross-role authority man-
agement. Guided by the principle of “never trust, always verify,” a ZTA is
designed and implemented to support full-lifecycle protection of educational
data. The architecture integrates the URRO permission model to establish
three-dimensional authentication (identity, device, behavior), enabling fine-
grained access control. A dual “signature + behavior” detection mechanism
strengthens attack protection, while hotspot permission caching and hardware
acceleration balance security and performance. Distributed deployment and
blockchain traceability ensure log traceability and support multi-department
collaboration.

Experimental results demonstrate high security. Across tests in 10 school
departments, the blocked unauthorized access rate stabilized at 97.0% (cov-
ering student privilege escalation, teacher privilege escalation, and session
hijacking), with abnormal authentication accuracy at 96.0% and permission
matching accuracy at 96.0%. The false positive and false negative rates
were as low as 0.3% and 0.2%, respectively, and average response time
was 68 ms during multi-terminal concurrent queries. Two limitations were
identified. First, the performance evaluation in this study was conducted
with a maximum of 50 concurrent users (limited by the test environment).
While the system maintained stable performance under this load (maxi-
mum response time 4.2 ms, average authentication time 189 ms at 1300
training iterations), extrapolation analysis suggests that performance may
degrade when concurrency exceeds 50. This hypothesis requires valida-
tion through dedicated high-concurrency testing (>100 users) in future
work. Second, the architecture performs poorly on low-configuration cam-
pus edge terminals due to high resource consumption by encryption and
authentication modules. Future work will focus on architecture optimiza-
tion, improved task allocation, and better adaptability for low-configuration
terminals.
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