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Abstract

To accurately identify and intercept harmful content generated in user inter-
actions on Web platforms such as social media and online forums, this
study proposes a Web interactive content filtering model that integrates
Prompt classifiers and intent understanding. The model adopts a hierarchical
review architecture with dual-module collaboration. The front-end deploys
a Prompt classifier based on Deep Contrastive Learning (DCL), and uses
the attention mechanism and deep convolutional network to perform rapid
semantic analysis and preliminary screening of real-time comments and con-
versations. The back-end introduces an intent understanding module based
on search-enhanced generation and Large Language Models (LLMs) to con-
duct in-depth contextual analysis of preliminary screening warning content
to distinguish malicious attacks from legitimate sensitive topic discussions.
Experiments showed that the system performed well on a test set containing
52,397 Chinese Web interactive texts. The Prompt classifier module achieved
a precision of 95.2% and a recall of 96.5%. After collaborative calibration
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with the intent understanding module, the false alarm rate of the system
was significantly reduced to 4.4%, while the recall rate remained at 96.1%.
From the results, this study provides a content security solution for Web
interactive scenarios that combines high accuracy, strong semantic under-
standing capabilities, and real-time response performance. It can effectively
purify the cyberspace environment while ensuring freedom of interaction,
with important practical application value.

Keywords: Content filtering, prompt classifier, intent understanding, web
interactive content, large language model.

1 Introduction

Driven by Internet technology, online platforms such as social media and
online forums have become important platforms for the public to express their
opinions and communicate with each other [1]. However, with the increase in
online interactive content, it also gradually includes harmful content such as
online violence, bad speech, and false information [2]. The above-mentioned
harmful content will pollute the network environment and have a negative
impact on citizens’ rights and interests. Therefore, building a model that can
filter content in cyberspace is an urgent problem.

Early Web content filtering technology relied on keyword matching and
regular expressions, but this method struggled to identify the implicit mean-
ing in the language and had poor accuracy [3]. The Prompt classifier has also
been used to detect text, but it has inaccurate detection. Deep Contrastive
Learning (DCL) is also used in content filtering models to detect bad content
by comparing the gaps between different texts. However, due to the insuffi-
cient feature extraction capability of DCL, its filtering effect is still poor [4].
Large Language Models (LLMs) were once introduced into filtering models
to improve the model’s depth of semantic understanding, but its application
in complex scenes still has limitations [5].

To solve the above problems, this research proposes a Web interactive
content filtering model that integrates Prompt classifier and intent under-
standing. The proposed model uses a hierarchical review structure. In the
front-end, a Convolutional Neural Network (CNN) and a Convolutional
Block Attention Module (CBAM) are used to optimize the feature extraction
stage in DCL, and a new Prompt classifier is designed to improve its feature
extraction capability. At the back-end, the LLM is optimized by Retrieval-
Augmented Generation (RAG) technology, and an intent understanding
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module is designed to enhance the depth of LLM semantic understanding.
The designed front-end and back-end are combined with the Web page
interactive content filtering model to enhance the model’s filtering accuracy
for various harmful information in Web pages and maintain a stable network
environment. The main contributions and innovations of this research are
as follows: (1) The existing “DCL+CNN+CBM” mostly consists of module
concatenation, with attention optimization and contrastive learning objectives
separated. This study explicitly incorporates the attention weight of CBAM
into the DCL loss constraint, enabling feature extraction to simultaneously
optimize the manifold objective of “intra class aggregation and inter class
separation”, jointly optimizing attention mechanism and contrastive con-
straint. (2) The existing RAG review methods rely on general knowledge and
are difficult to cope with domain value drift in sensitive content judgments.
This study constructs a three-level knowledge base consisting of historical
cases, sensitive topics, and dynamic rules as a content security “cognitive
coordinate system”. Through a reordering machine, the LLM general seman-
tic space is projected onto the domain coordinate system to calibrate intent
understanding, rather than simple knowledge retrieval concatenation. (3) The
existing two-stage review framework separates the semantic space between
the front-end and back-end, and the front-end false positive samples need
to be re understood from scratch in the back-end. This study establishes
a mapping relationship between the front-end comparative feature space
and the back-end retrieval semantic space: the embedded features of the
front-end high confidence warning samples are directly used as semantic
query anchors for the back-end RAG retrieval, and the back-end intention
understanding results are calibrated through dynamic threshold feedback to
form a progressive closed-loop of “feature level initial screening semantic
level fine tuning strategy level optimization”.

2 Related Work

Many scholars have explored the interactive filtering model of Web pages. For
example, Widayanti et al. and Jiang et al. used keyword matching methods to
detect and filter the content in text messages. Results showed that the filtering
accuracy was lower than 85% and the content filtering efficiency was poor
[6, 7]. Xu et al. used DCL to establish a text filtering model to improve the
model’s filtering accuracy for bad information. The filtering accuracy could
reach 90.2% [8]. Jing et al. also used comparative supervised learning in the
text filtering model. The false positive rate was 9.3% [9]. However, due to
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the insufficient feature extraction capability of DCL, its filtering effect still
needed to be improved. Wu et al. and Zhao et al. used the LLM to inspect
and filter the content in Web pages. The filtering efficiency was 89.3% and
90.1%, respectively [10, 11]. Liu et al. analyzed the text filtering effect of the
Prompt classifier. The filtering accuracy reached 90.2% [12].

Both the CNN algorithm and the CBAM algorithm can extract features
to improve the feature extraction capabilities of DCL. Many scholars have
analyzed them. For example, Yu et al. used CNN to optimize DCL. The
test results showed that the feature extraction ability of DCL was improved
after optimization [13]. The Xia team used neural networks to optimize DCL
and constructed a contrastive learning filtering method to filter out unwanted
information in the recommendation system. The test results showed that its
filtering effect was good [14]. Ma et al. also used CNN algorithm to improve
DCL. The results showed that the feature extraction ability of DCL was
improved [15]. Wang et al. and Botello et al. used RAG to optimize LLM
to improve its semantic understanding accuracy. The test results showed that
LLM’s ability to understand text language was improved [16, 17].

To sum up, the current text filtering model still has poor filtering effects
due to poor model feature extraction efficiency and weak text semantic
understanding ability. To solve the above problems, this study uses CNN
and CBAM to optimize DCL, and introduces them into Prompt to build
a Prompt classifier to improve the feature extraction accuracy. Then, the
RAG is used to optimize LLM to build a back-end intent understanding
model to improve semantic understanding. The built front-end and back-
end models, respectively, solve the poor feature extraction efficiency and
weak text semantic understanding in the current filtering model, so as to
identify and filter bad information in Web pages and create a stable network
atmosphere.

3 Research Methods

3.1 Prompt Classifier Module Design

With the continuous development of the Internet, the probability of sensitive
topics and inappropriate content appearing on online platforms such as social
media and online forums is increasing. To accurately identify and intercept
harmful content generated during user interactions on network platforms
such as media and online forums, a Web interactive content filtering model
is designed to filter harmful speech. In the traditional NLP security field,
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Figure 1 Basic process of DCL.

the Prompt classifier specifically refers to a defense module that identifies
whether user input contains jailbreak attacks, instruction overwriting, or mali-
cious prompt injection against LLM. To accurately describe user interaction
text as a property to be detected as a system pending instruction (Prompt),
user input is treated as a prompt to be detected, and DCL is used to determine
whether it triggered harmful content patterns. This definition and Prompt
Injection detection for LLM jailbreak attacks belong to different application
scenarios, but they share the same core mechanism of “pre-semantic analysis
and risk assessment of user input”. DCL can learn effective feature repre-
sentations by comparing the differences and similarities between different
samples [18]. In this study, DCL is introduced into the Prompt classifier,
and DCL is used to conduct DCL on the content in the network, find the
differences between instructions, and then interpret the content in the Web
page. The basic process of DCL is shown in Figure 1.

From Figure 1, when DCL compares content on Web pages, it must
first prepare data. This step includes data collection and cleaning. When
collecting and cleaning data, first capture user comments, posts and conversa-
tion records from social media and online forums. Afterwards, the sensitive
content is manually annotated, then the HTML tags, special characters and
repeated content of the data are removed, and the encoding format of the data
is unified. When preprocessing data, first standardize the text, unify upper
and lower case, remove extra spaces, and standardize punctuation marks.
After the data is prepared, the sample generation phase is entered, which
is the core of DCL. This stage consists of positive sample construction and
negative sample construction. To ensure alignment between DCL feature rep-
resentation and malicious detection targets, a supervised contrastive learning
strategy is adopted in the study. Positive samples are generated through text
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augmentation strategies such as synonym replacement and back translation,
and are constrained by label consistency to maintain the same semantic
labels as the original samples. Negative samples consist of two categories:
all samples with opposite category labels, and samples belonging to the same
malicious category but different subclasses. Based on the above rules, the
optimization objective of contrastive learning loss, namely task consistency
formalization, can be expressed as minimizing the distance between simi-
lar samples (same labels) and maximizing the distance between dissimilar
samples (different labels) in the feature space.

Formally, for samples in a batch, the contrastive loss is Loss =
“log . . exp(sim(z;,2,) /7) .

exp(szm(z“z )T+ N (i) exp(sim(zi,25)/T)

ple feature, z is the positive sample feature, z; is the negative sample
feature, and N (7) is the negative sample index set. Through this alignment
mechanism, the DCL-CNN-CBAM encoder forms a manifold structure of
“same class aggregation, different class separation” in the feature space,
enabling the front-end classifier to achieve high-precision initial screening
of malicious content based on clear category boundaries. The encoder stage
maps the input data into a potential representation space. A neural network is
used to extract high-level features of the input data. The high-level features
are compared with the annotated information to identify whether it is sensitive
information. Finally, the loss is calculated, which has the cross-entropy loss
function and the contrastive learning function, as presented in Equation (1).

, where z; is the original sam-

L= Z [y log () + (1 — yi) log (1 — )]

1Y exp(sim(z;, z;)/T)
TN 2 explsim(zi 7)) + 2L explsim(z, 2 )/7)
)
where L signifies the cross-loss function value, N represents the number of
batch samples, y; signifies the true label of sample i, §; represents the model
prediction probability, Lo represents the contrastive learning loss function
value, z; represents the feature vector obtained by sample ¢ after projection
mapping, z;* is a positive sample of sample i, z; is a negative sample,
sim() is cosine similarity, 7 is the temperature coefficient, M signifies the
total negative samples. After calculating the loss value, backpropagation is
performed to optimize the DCL and improve its ability to identify sensi-
tive information. When identifying sensitive information, to enhance DCL’s
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Figure 2 CNN-CBAM structure.

ability to extract advanced features from positive and negative samples, this
study introduces CNN and CBAM mechanisms. CNN can extract features
through the local receptive field and parameter mechanisms, and the CBAM
mechanism can make the network focus on more important features through
channel attention and spatial attention [19]. CBAM is added after the CNN
convolutional layer to further enhance feature extraction capabilities. Figure 2
presents the CNN-CBAM.

From Figure 2, CNN-CBAM has a convolution layer, a CBAM layer, a
pooling layer, and an activation function layer. In the convolutional layer,
the CNN adopts different size convolution kernels to slide on the input data
and extract local features by calculating the dot product of local areas. The
mathematical expression in the convolutional layer is shown in Equation (2).

chon = con * X+0b (2)

where * represents the convolution operation, b represents the bias term, X
represents the input data, W represents the convolution kernel. The CBAM
layer consists of a Channel Attention Module (CAM) and a Spatial Attention
Module (SAM). The CAM is composed of an Average Pooling (AP) layer
and a Maximum Pooling (MP) layer in parallel. It performs AP and MP
operations on the input data respectively to obtain two one-dimensional
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vectors. The expressions of AP and MP are presented in Equation (3).

1 H W
C
= Xe(a,b
s T H x Wisia 0 3)
2¢ = max X.(a,b)

where zg,g represents the global AP result of the C-th channel, H signifies
the height of the feature map, W,,, signifies the width of the feature map,
X(a,b) signifies the pixel value of the input feature map at the c-th channel
position (a,b), 2§, represents the global MP result of the c-th channel. The
two vectors are then passed through a multi-layer perceptron to perform
nonlinear transformation on the vectors to mine deeper and more com-
plex nonlinear relationships between features. The nonlinear transformation

expression is shown in Equation (4).

Savg = Wi(Relu(Wo(2avg))) @
Smax = W1(Relu(Wy(2max)))

where s, represents the feature after nonlinear transformation of the AP
result z,,,, Wy represents the first level linear number, W7 represents the
second layer transformation, spyax represents the feature after nonlinear
transformation of the MP result 2. The vectors output by the multi-layer
perceptron are added, and the activation function is used to process the output
vectors to generate a channel attention weight map, which is expressed as
shown in Equation (5).

Mc(X) = 0(Savg + Amax) (5)

where Mc(X) represents the channel attention weight, o represents the
Sigmoid. The channel attention feature map is multiplied by the input feature
map to obtain the CAM, as presented in Equation (6).

X'=Mc(X)® X (6)

where X' represents the CAM feature map. Then, the feature map is input
into the SAM. The AP and MP are performed first to obtain two feature maps.
The two feature maps are then spliced, and then the spliced feature map is
passed through a convolution layer to reduce the number of channels to 1.
Subsequently, the Sigmoid activation function is used to generate a spatial
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attention weight map, and the weight map is multiplied by the input feature
map to obtain the final feature map. The expression of this process is shown
in Equation (7).

X"=Ms(X")o X' @)

where X" signifies the final feature map, Ms(X) signifies the spatial attention
weight map. In the pooling layer, the obtained feature map is downsampled to
reduce the size and parameter amount of the feature map and reduce the com-
putational complexity. Finally, in the activation function layer, the Sigmoid is
introduced again to enable the model to learn complex nonlinear relationships
and alleviate the vanishing gradient. Through the above process, the feature
information in the data is accurately extracted. Through DCL, it is identified
whether the data contains sensitive information. The overall architecture of
this study follows the data flow of “input text, embedding layer, CNN-CBAM
feature extractor, projection head, and contrastive learning space”. Firstly,
the features of the input text are extracted through CNN-CBAM. Then, the
features are mapped to the space in DCL through the two-layer multilayer
perceptron in the projection head, thus completing the feature fusion between
CNN-CBAM and DCL.

3.2 Intention to Understand Module Design

The Prompt classifier is designed through DCL-CNN-CBAM and processed
in real-time on the front-end of the Web page. However, this Prompt classifier
is prone to misjudgment in complex semantic scenarios such as irony and
metaphor. Therefore, a back-end intention understanding module needs to be
introduced. The LLM can be trained with massive data, and RAG technology
can improve the language generation model [20]. The research uses RAG
technology to optimize LLM, introduce external knowledge sources into
LLM, and make up for the shortcomings of outdated LLM training data or
insufficient domain coverage. The basic process of LLM optimized by RAG
is shown in Figure 3.

From Figure 3, the RAG-LLM consists of four core modules: search
engine, knowledge base, reorderer and LLM generator. The search engine
is the module in the RAG-LLM responsible for quickly finding relevant
information. When the model receives input task instructions, the retrieval
engine will search and match in the knowledge base based on the input
content. The knowledge base is a warehouse for storing knowledge and a
retrieval warehouse for search engines. This knowledge can come from vari-
ous sources such as industry reports, professional literature, and news reports.
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Figure 3 RAG-LLM flowchart.

The knowledge in the knowledge base is organized, classified and structured
so that search engines can search and match more efficiently. By introducing
a knowledge base, the RAG-LLM can break through the limitations of its
own training data and acquire broader knowledge, thereby providing more
accurate information when generating answers. The introduced knowledge
base is the core support of the RAG mechanism and can provide real-time
knowledge supplements for LLM. The reorderer can further filter and sort
the preliminary results returned by the search engine. The re-ranker includes
a re-ranking model based on the cross-encoder. This model splices the query
text and the candidate documents, and performs deep interactive encoding
through the BERT encoder. The attention mechanism is used to capture the
fine-grained semantic matching relationship between the query and the can-
didate documents. Finally, the correlation score is output through the fully
connected layer to evaluate the true semantic correlation between the candi-
date document and the current query term, effectively filtering out the noisy
documents. The LLM generator performs final intent reasoning and content
generation based on enhanced contextual knowledge. The knowledge base
in the RAG-LLM is the external knowledge introduced by RAG. RAG is
used to build the knowledge base, which contains a three-level hierarchical
architecture. Its structure is shown in Figure 4.

From Figure 4, the three-tier architecture knowledge base built by RAG
consists of a historical case knowledge base, a sensitive topic knowledge
base and a dynamic rule base. The historical case knowledge base gathers
rich case resources accumulated in various scenarios in the past, including
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Figure 4 Construction of RAG knowledge base.

processed sensitive content samples, case analysis, and new attack mode
records. This knowledge base achieves efficient retrieval through vectorized
storage technology and assists the model in identifying hidden malicious
intentions in complex contexts. The sensitive topic knowledge base has also
changed the classification system and characteristic descriptions of multi-
dimensional sensitive topics such as politics, religion, race, violence and
pornography, and includes terminology libraries unique to each field, slang
variations, and explanations of differences in cultural contexts. The above
two databases can make up for the shortcomings of insufficient domain
coverage of the LLM. The dynamic rule base is responsible for storing real-
time updated platform community rules, laws and regulations, ensuring that
the model has the ability to respond quickly to emerging sensitive topics
and dealing with the defects of outdated LLM training data. The three-level
knowledge base adopts a dynamic priority arbitration mechanism to achieve
collaborative retrieval and conflict resolution. The search engine performs
parallel queries on the three-level knowledge base, and the returned results
are accompanied by source identification and confidence weights. When
there is a conflict between multiple sources of results, the system arbitrates
based on the priority of the dynamic rule base, historical case base, and
sensitive topic knowledge base. The reordering machine integrates semantic
scores and source weights into collaborative scores. If the score difference of
conflicting documents is less than the threshold of 0.1, they will be marked as
difficult samples and submitted for manual review. The third level repository
maintains consistency through incremental synchronization: the dynamic rule
repository synchronizes platform policies every 34 hours, the historical case
repository is manually reviewed and incrementally written, the sensitive topic
knowledge repository is maintained quarterly, and version control adopts a
Git-like mechanism to ensure traceability of knowledge evolution. When the
reorderer in RAG-LLM sorts the preliminary search results, its basic process
is shown in Figure 5.
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From Figure 5, when the reorderer performs sorting, it first splices the
query content and documents to form a single input sequence. Its splicing
expression is shown in Equation (8).

S = Concat([CLS], Q, [SEP], D, [SEP]) (8)

where S represents the spliced sequence, [CLS] represents the classification
mark, [SEP] represents the delimiter, () represents the input query content,
D represents the candidate document. The spliced sequence is then input into
the BERT encoder, which performs deep interactive encoding through the
self-attention mechanism. The encoding expression is shown in Equation (9).

Attention(Qy,, Ky, Vi) = softmax (QhK}?> Vi, )
vy,

where dj, represents the query dimension of each attention head, )y, repre-
sents the query matrix of the h-th head, K}, signifies the key matrix of the
h-th head, V}, represents the value matrix of the h-th head. Then, fine-grained
semantic matching is performed. In each hidden layer of BERT, the model
calculates the attention score matrix between the query and the candidate
document, while the fully connected layer of BERT calculates the correlation
score to represent the true semantic correlation between the document and
the query term. The calculation is shown in Equation (10).

r(D | Q) = o(W, - Pool(Efinal) + b;) (10)

where Pool() represents the pooling function, W, represents the fully con-
nected layer weight matrix, b, represents the fully connected layer bias
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term. The above steps for all candidate documents are repeated to obtain
the combination of relevance scores, and then arranged in descending order
of scores. Low-relevance documents are filtered out and only high-quality
documents are fed into the LLM generator. Through the above process, a
back-end intent understanding module is constructed to further improve the
accuracy of filtering bad information on Web pages. The DCL-CNN-CBAM
Prompt classifier is combined with the RAG-LLM intent understanding mod-
ule to design a dual-module collaborative hierarchical review model, which
is named DCCRL model, a dual-module collaborative hierarchical review
framework. Figure 6 presents the basic structure of DCCRL.

From Figure 6, the dual-module collaborative hierarchical review frame-
work adopts a collaborative working model of fast screening on the front-end
and in-depth analysis on the back-end. On the Web front-end, the Prompt
classifier performs real-time semantic analysis and preliminary screening of
input content based on the DCL-CNN-CBAM architecture. When potentially
sensitive content is detected, an early warning mechanism is triggered and
the early warning content is transmitted to the back-end intent understanding
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Table 1 Experimental environment configuration

Indicators Specification Indicators Specification

GPU NVIDIA GeForce CPU AMD Ryzen 7 7800X3D
RTX 4090 Ti 8-Core Processor
64GB DDRS5

Memory 5600MHz (0N} Ubuntu 22.04 LTS

Programming  Python 3.10.12 Deep learning framework PyTorch 2.1.0

language

CUDA CUDA 12.1 Large Language Model ChatGLM3-6B

version

module. After receiving the warning content, the intent understanding mod-
ule retrieves relevant background knowledge in the three-tier architecture
knowledge base through the search engine in RAG-LLM. The re-ranker sorts
the search results by semantic relevance and selects high-quality documents.
Finally, the LLM generator performs in-depth intent reasoning based on the
context and outputs the final review decision to intercept and filter malicious
content.

4 Experimental Results

4.1 Experimental Setup

To verify the Web content filtering model, this study selected the Weibo Senti
100k sentiment analysis data set as the data set for this study. The data set
can be downloaded directly from the GitHub Website. The data set contains
100,000 tagged Weibo texts, including 10,705 positive texts and 26,399
negative texts, and has been subjected to heavy data cleaning processing.
During testing, 52,397 texts were selected as the test set. Table 1 presents
the experimental environment configuration.

During the test, the parameters of the Web front-end classifier module
and the intent understanding module were set as follows: CNN convolution
kernel sizes were 3, 4, and 5, respectively, the convolution kernel is 256, the
CBAM channel compression ratio was 16, the DCL temperature coefficient
was 0.07, the batch size was 128, the learning rate was le-3, the training
round was 20, and the loss function weight was 0.5. The search engine was
FAISS-GPU, the maximum input length of LLM was 4096, and the LLM
temperature parameter was 0.3. The dynamic rule update cycle is 34 hours.
Sensitivity analysis was conducted on the front-end threshold and back-end
threshold. The results are shown in Figure 7.
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Figure 7 Sensitivity analysis.

As shown in Figure 7, when the current threshold was 0.70 and the
backend threshold was 0.85, the F1 value of the system was the highest.
Therefore, it is chosen as the initial threshold. Different threshold settings are
recommended for different application scenarios based on the threshold in
Figure 7. For example, on social media real-time comment platforms, which
have large user base, fast content updates, and high real-time requirements, a
balance needs to be struck between filtering efficiency, and user experience.
Therefore, the front-end threshold was set to 0.70 and the back-end threshold
was set to 0.85. The platform for protecting minors has fragile user groups,
irreversible harmful content hazards, and extremely low security and fault
tolerance space. It can implement a relaxed strategy by setting the front-end
threshold to 0.55 and the backend threshold to 0.75.

4.2 Model Performance Analysis

To analyze the DCCRL, this study compared this filtering model with the cur-
rently used filtering model based on the Whale Optimization Algorithm-Long
Short-Term Memory (WOA-LSTM), the Gaussian Mixture Models-Graph
Convolution Neural Network (GMM-GCNN) filtering model, and the Varia-
tional Mode Decomposition-Whale Optimization Algorithm (VMD-WOA)
filtering model. First, the filtering time and filtering accuracy of the four
filtering models are analyzed. The results are shown in Figure 8.

From Figure 8(a), among the four filtering models, the average filtering
time of the DCCRL model was 6.21 ms, while the filtering time of other
filtering models was slightly lower than that of the DCCRL model, but the
difference was less than 3 ms. From Figure 8(b), the filtering accuracy of
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Figure 9 Comparison of (a) false alarm rate and (b) filtering efficiency.

DCCRL reached 95.2%, which was much higher than the 90.3% of the VMD-
WOA model, the 88.2% of the GMM-GCNN model and the 86.1% of the
WOA-LSTM model. The false alarm rate and filtering efficiency of the four
filtering models are compared, as shown in Figure 9.

From Figure 9(a), among the four models, the DCCRL model had the
lowest false alarm rate of only 4.4%. From Figure 9(b), the DCCRL model
had the highest F1 value, at 0.97. Although the DCCRL model took slightly
longer to filter than other models, the filtering accuracy and F1 value of
the DCCRL were better than those of other models. The performance of
the model was compared with benchmark models such as BERT, RoBERTa,
TextCNN, and ERNIE. During performance testing, the HateTech dataset was
used to map mild hatred, severe hatred, and inciting hatred in HateTech to
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Table 2 Comparison of model performance

Model BERT-base RoBERTawwm TextCNN ERNIE DCCRL
Accuracy Data 92.1% 92.4% 92.4% 93.1%  95.2%
p.vsDCCRL <0.05 <0.05 <0.05 <0.05 \
Recall Data 93.2% 94.1% 93.4% 942%  96.5%
p.vsDCCRL <0.05 <0.05 <0.05 <0.05 \
False Data 7.3% 5.5% 5.7% 6.1% 4.4%
positive rate  p.vsDCCRL <0.05 <0.05 <0.05 <0.05 \
Fl1 Data 0.89 0.92 0.90 0.93 0.97
p.vsDCCRL <0.05 <0.05 <0.05 <0.05 \

malicious labels, ensuring that the model maintains consistent interception
tendencies for harmful content of varying degrees. During preprocessing,
regular expressions are used to filter user IDs, URLs, and duplicate emoti-
cons, and Chinese text is subjected to full width and half width unification
and simplified to ensure consistency with the input format of Weibo Senti
100k. A total of 100 repeated experiments were conducted, and significance
tests were performed on BERT, RoBERTa, TextCNN, and ERNIE using the
DCCRL model. The results are shown in Table 2.

According to Table 2, in the HateTech dataset, the DCCRL model still
performed the best, significantly outperforming other models (p < 0.05).

4.3 Ablation Experiment

After verifying the performance of the dual-module collaboration review
model and optimizing other current filtering models, the model was sub-
jected to ablation testing to analyze the contribution in the dual-module
collaboration module to the overall performance of the system. The front-
end DCL-CNN-CBAM classifier module was subjected to ablation testing,
as shown in Figure 10.

From Figure 10(a), in a separate Prompt prompter, the average prompt
accuracy was 79.4%, which was low. After introducing DCL, the average
accuracy of the front-end prompter could increase to 90.3%. After adding
CNN to DCL, the prompt accuracy increased again to 93.4%. After introduc-
ing DCL and CNN-CBAM, the average prompt accuracy could reach 95.2%.
From Figure 10(b), after introducing DCL and CNN-CBAM, the recall rate of
the prompter can reach 96.5%. Then, the ablation test was performed on the
back-end RAG-LLM intent understanding module and the overall DCCRL
model. The results are shown in Figure 11.
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(a) Accuracy rate (b) Recall rate

Figure 10 Front-end DCL-CNN-CBAM Prompt classifier ablation test.
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Figure 11 Abandonment test of (a) intention understanding module and (b) overall model.

From Figure 11(a), in the back-end intent understanding module, the
average recall rate of using the LLM alone was 89.5%, while the average
recall rate of using the RAG-LLM rose to 94.3%. The false alarm rates of the
LLM and RAG-LLM were 9.3% and 5.1%, respectively. From Figure 11(b),
the recall rates of the model front-end, back-end and DCCRL model were
96.5%, 95.7% and 96.1%, respectively, and the gap was relatively low.
After the front-end and back-end were combined, the false alarm rate of the
prompter was reduced to 4.4%. From this result, the RAG can enhance LLM’s
in-depth understanding of text. The DCL-CNN-DBAM model and RAG-
LLM can improve the overall performance of the front-end and front-end
DCCRL model.

4.4 Real-Time Analysis

To evaluate the dual-module collaborative review model in actual scenar-
ios, experiments were conducted using the following testing environment
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Table 3 Test results of typical cases

Case Front-end Back-end

Number Input True label Warning Warning

1 “This statement is Malicious attack Warning Warning
very stupid.”

2 “This plan needs Normal Without warning ~ Without warning
further discussion.” discussion

3 “There is something ~ Malicious attack Warning Warning
wrong with the
brain.”

4 “Really rubbish!” Malicious attack Warning Warning

5 “Add your QQ Malicious Warning Warning
number and you’ll manipulation

get a surprise!”

and inference process. The front-end is based on TensorRT 8.6.1 FP16
acceleration and CUDA Graph optimization, the back-end is deployed with
ChatGLM3-6B (PagedAttention, KV Cache = 2048) based on vLLM, and
FAIS-GPU uses IVF-FLAT indexing. The reasoning adopts a conditional
triggering hierarchical architecture: all inputs are processed by the front-end
module (preprocessing — CNN-CBAM feature extraction — comparative
classification — threshold judgment). Only when the confidence level is
greater than 0.70, the back-end module (vector retrieval — reordering —
LLM inference — decision output) is triggered. The performance timing
adopts CUDA Event synchronization to eliminate I/O delay, with each config-
uration repeated for 10 rounds and 1000 samples per round. Typical samples
were selected for case analysis, as presented in Table 3.

From Table 3, when words related to “This statement is very stupid.”
and “Really rubbish!” were entered into a Web page, the front-end of the
filtering model could give an early warning, and the back-end also give an
early warning. For the statement text of normal discussions, the filter did not
issue relevant warnings. In the actual scenario, the relevant 1000 sentences
in Table 2 were entered to test the filtering effect of the filtering model. The
results are shown in Figure 12.

From Figure 12(a), after entering relevant sentences into the Web page,
the filtering accuracy reached 96.3 and 96.2%, respectively. From Fig-
ures 12(b) and 12(c), the underreporting rate and false alarm rate were both
less than 4%. From Figure 12(d), when the model was filtered, its filtering
time was relatively low, both below 5 ms. From Figures 12(e) and 12(f), the
F1 value was higher than 0.95, and the recall rate was also higher than 95%.
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Figure 12 Analysis of actual filtration effect.

During the actual test process, its filtering effect remains favorable. Accord-
ing to the above test results, the DCCRL model can filter bad information and
negative remarks in the interactive content of Web pages through its front-
end and back-end collaboration, thereby maintaining the environment in the
network.

5 Discussion

To enhance the current Web page interactive content filtering model’s filtering
accuracy for bad information and maintain a stable network environment,
this research built a front-end Prompt classifier based on DCL-CNN-CBAM,
and a back-end intent understanding module that combined RAG and LLM
to jointly build a dual collaborative review model DCCRL to improve the
filtering efficiency of the content interaction model through this model. The
test results in the Weibo Senti 100k sentiment analysis data set showed that
compared to VED-WOA, GMM-GCNN and WOA-LSTM filtering models,
the filtering accuracy of DCCRL could reach up to 95.2%. This result is
similar to the research conducted by Yu and Yin using CNN for intelligent
filtering of inappropriate content, but the filtering accuracy of DCCRL in Web
pages in this study is slightly higher than its research results. Analysis shows
that this study adopts a front-end and back-end collaborative filtering model,
which has significant advantages in Web page interaction [21].
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Moreover, the actual test results of DCCRL show that the filtering accu-
racy of the front-end and back-end of the content filtering model reached
96.3% and 96.2%, respectively, and the underreporting rate and false alarm
rate of bad information at both ends were less than 4%. From this result,
DCCRL still has a robust filtering effect when filtering information in Web
pages in actual situations. This result is similar to the personalized rec-
ommendation of Web page content constructed by Li using collaborative
filtering, both of which can filter out unwanted information [22]. The DCCRL
model not only has excellent filtering effects in public data sets, but also has
robust performance in actual tests, and can be used to filter actual network
interaction content to maintain a healthy network environment.

6 Conclusion

To improve the filtering accuracy of the Web page interactive content filtering
model and maintain a stable network environment, this study built a DCCRL
dual collaboration review model, hoping to optimize the filtering efficiency
of the content interactive model through this model. The DCCRL had the
best performance. Moreover, the performance of the DCCRL filtering model
was also satisfactory, and the underreporting rate and false alarm rate of
bad information at the front-end and back-end were relatively low. From
the above results, the Web interactive content filtering model can accurately
filter bad information in Web pages, so that administrators can maintain the
network environment. However, because this filtering model introduces many
algorithms, its training takes a long time. In the future, pruning technology
and model compression can be used to shorten the training time of the model.
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