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Computer programs are misusing Internet servicesigded for humans. A CAPTCHA,
Completely Automated Public Turing test to tell Gurters and Humans Apart, is a standard security
mechanism to defend against such attacks. Two foaedtal issues with CAPTCHAs are usability
and robustness. It is important for a CAPTCHA tobmth legible for humans and strong against
malicious computer programs. Recently, computeionigand pattern recognition algorithms have
broken many well-known CAPTCHASs. Lack of securitydausability in CAPTCHAs designed to
protect popular websites such as Gmail and Yahdb wi¢gh almost 500 million users in July 2011,
would cause huge problems. Therefore, securityarebers have become motivated to discover
techniques to improve CAPTCHAs. Exploiting the gaghe recognition abilities between humans
and computers is a key point to design a CAPTCH& th hard-to-break for machines but easy-to-
solve for humans.

In this paper, we introduce current CAPTCHAs anthcks against them; we investigate the
robustness and usability of current CAPTCHAs arsdulis ideas to develop more robust and usable
CAPTCHAs.
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1 Introduction

A CAPTCHA, which stands for "Completely Automatedbitic Turing Test to Tell Computers
and Humans Apart", is a test that can distinguistndn users from computers/robots. In other
words, it is a test, which most humans can passcbmputer programs cannot. Such tests are
usually based on hard, open artificial intelligeqmeblems such as the recognition of distorted
text. The idea of a CAPTCHA comes from "Turing tediut it is sometimes described as a
“reverse Turing test”. The reason is that differirgm the original Turing test, which is
administered by a human and targeted to a maclA®TCHA challenges are automatically
generated and graded by a computer. Moreover, tes of designing a CAPTCHA is to
distinguish, rather than to fail to distinguish, iefhis the main purpose of Turing tests. Another
difference between a CAPTCHA and a Turing testhit the former was designed to act as a
measure of progress for Al; however, the lattexr $2curity mechanism.

The P for Public means that the code and the dsd by a CAPTCHA should be publicly
available. Thus a program that can generate andegtasts that distinguish humans from
computers, but whose code or data are privateptianrCAPTCHA [1]. It is important for the
challenges to be substantially different most @& thmes; otherwise, they might be recorded,
solved by humans, and then used to answer futualeclges. Thus, they should be generated
pseudo randomly from a very large space of distheilenges [2].
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Using a CAPTCHA as a security mechanism is veryartgnt because it can prevent
malicious programs from signing up for thousandsi@founts, posting hundreds of comments in
weblogs and so on. The most common bot progranisded3]:

- Voting bots could cast thousands of votes as maadirg humans in online polls.

- Email account registration bots, which could signfar a lot of email accounts with free
email service providers;

- Email spam bots, which could automatically sendtbatisands of spam messages;

- Weblog bots, which could post comments in weblogsting both readers and search
engines to irrelevant sites;

- Search engine bots, which could automatically tegiweb pages to raise their rankings in
a search engine;

- Chat room bots [4].

The remainder of this article is organized as feHio Section 2 provides an overview of
several CAPTCHAs which have appeared in the liteeatSections 3 and 4 discuss the robustness
and the usability of these CAPTCHAS, respectiv8lgction 5 describes mechanisms or methods
to break the existing CAPTCHAs. Finally, in sectién based on the discussions in previous
sections, existing CAPTCHA types, attack types @APTCHA vulnerabilities are summarized.
We conclude by proposing a new CAPTCHA scheme thesd these vulnerabilities and explore
future research directions.

2 Current CAPTCHAs

In general, CAPTCHA methods can be divided inte fiwoups:
- Text-based CAPTCHASs,
- Image-based CAPTCHAs,
- Audio-based CAPTCHAS,
- Motion-based CAPTCHASs, and
- Hybrid CAPTCHAs.

In text-based systems, distorted versions of charsaof a word rendered as an image and are
presented to the user. Then, the users are askighe¢athe answer that requires identifying all
characters in the correct order. Because the intagéains visual effects, it is difficult for a
computer to recognize the words. Text-based CAPTEHdve the weakness of being deciphered
by OCR software. In order to overcome this weaknpadther types of CAPTCHASs have been
introduced. Image-based CAPTCHAs usually use tipersority of humans over computer vision
systems in identifying the type of an object iniamage. Although it is more convenient for the
human to solve image-based CAPTCHASs rather thanb@sed ones, image-based CAPTCHAs
have the difficulty of needing a large storage spac

An audio-based CAPTCHA picks a string, renderitatsound clip and presents it to the
users who are asked to recognize the contenteafutlio clip. According to a large scale study on
the usability of CAPTCHASs, audio-based CAPTCHASs arare problematic than other types [5].
Another category is motion-based CAPTCHASs in whachhovie or animation is presented to the
users and they are asked to recognize an actiomated word or image in the movie. This
CAPTCHA is convenient for users. In addition, sintte required processing time in this
CAPTCHA is relatively high, it is more secure. Hoxee, the high loading time can be a
disadvantage from a usability viewpoint. Anothé&advantage is requiring a large database of
animations. Finally, the term “hybrid CAPTCHA” hagen selected for a CAPTCHA that is a
combination of different types or designed for salegurposes.
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The remainder of this section introduces almostoéilthe CAPTCHAs that appear in the
literature. The order of their introduction is nibte same as the chronological order of their
development. Introducing a CAPTCHA in a specifiogr does not mean that it does not have any
features in common with other groups. SometimesA#TCHA can belong to two or more
different categories.

Some of the introduced CAPTCHASs are highly devetbpad work in the real world; others
are just ideas brief sketched out by their authRegardless of their maturity, we present the basic
idea behind each CAPTCHA in an effort to illustraite wide variety of ideas and directions
researchers are actively pursuing. Later sectioilk asldress the contribution, usability and
robustness of these systems. Clearly, CAPTCHAschvhire presented in the literature as just
brief ideas, will receive less attention in thestel sections than their full-formed cousins.

2.1 Text-based CAPTCHAs

A text-based CAPTCHA is a distorted image of a s&ge of characters on which different types
of degradations, background clutters and color unég are applied to make it more challenging
for attackers. We will introduce current text-bass®PTCHAS in six sub-groups:

- CAPTCHAs with “English words” as their CAPTCHA text

- CAPTCHAs with “random strings” as their CAPTCHA tex

- CAPTCHAs based on handwritten text,

- CAPTCHAs based on linguistic knowledge,

- CAPTCHAs that necessitate more physical interaatiith users,

- Non-English CAPTCHAs.

CAPTCHAs with “English words™ as their CAPTCHA textln some CAPTCHA systems, such as
Gimpy, EZ-Gimpy, CaptchaService.org, PessimalPaimd reCAPTCHA, the CAPTCHA image
contains English word(s).

Gimpy: Gimpy is one of the most famous CAPTCHAs which prienarily based on distorted
text (Figure 1). This CAPTCHA was developed in abthration with Yahoo with the aim of
protecting chat rooms from spammers to make theablarto post classified ads and write scripts
to generate free e-mail addresses. Gimpy picksnsexards from a dictionary; then renders a
distorted image containing those words. It fingdhgsents them to its users and asks them to type
three of the words of the image to gain entry togarvice [6].

EZ-Gimpy (CMU): In this CAPTCHA, from Carnegie Mellon Universitg first, a word is
chosen from a dictionary. In the next step, thedaisrrendered to an image using various fonts;
and different types of distortions such as blackwbite lines, background grids and gradients,
blurring and pixel noise are added (Figure 2). Thiea user is asked to type the word [7].

Captchaservice.org: In this CAPTCHA (Figure 3), each challenge is =lsiter English word
chosen from a set of 6000 words. The distortiorhoétused is random shearing [8].

PessimalPrint: PessimalPrint (Figure 4) concentrates on degraugtguch as adding noise to or
blurring the images to defeat OCR techniques; #nsgmers of this CAPTCHA argue that under
the conditions of inferior image quality, thereassignificant gap in pattern recognition ability
between humans and machines [2]. This CAPTCHA waikgollows. First, a word is pseudo-
randomly selected from a fixed list containing 58téetter English words. Then, it is rendered
with a typeface (from a fixed list of 5 fonts) aadixed font size (size=8). Finally, a set of image
degradations including x-scaling, y-scaling, skesaélurriness and adding noise are applied to
the image.
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Figure 1: Gimpy [6] Figure 2: EZ-Gimpy([7] Figure GaptchaService[8] Figure 4: PessimalPrint[2]

reCAPTCHA: This CAPTCHA [9] selects its words from old pridtenaterial or scanned text
that cannot be recognized by OCR programs. Thigegly not only increases the security of the
CAPTCHA,; but also the solutions provided by humaers can be used for deciphering non-
digital text. This CAPTCHA shows two words to thgeu the one whose answer is unknown and
another ‘control’ word with a known answer. If theer enters the control word correctly, she is
assumed to be a human and her answer to the otirdrisvconsidered as a correct answer. If a
specific number of users’ answers to an unknowrdwoatch, that word becomes a control word.
Figure 5 represents an example of reCAPTCHA. Tiie tof CAPTCHA in which there is no
specific answer to the question asked from the iseeferred to as ‘collaborative filtering
CAPTCHA' [10].

[ Thewed

Type the two words:

Mml
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o Gcmm
L]

The words above come from scanned books.
By typing them, you help to digitize old texts.

Submit

Figure 5: reCAPTCHA [11]

CAPTCHAs with “random strings” as their CAPTCHA tex using English words in some current
CAPTCHAs makes them vulnerable to dictionary atsadihe solution for this issue is exploiting
random strings instead of words. This techniqueutitized by MSN CAPTCHA, Yahoo,
Ticketmaster, Google, etc.:

Hotmail or MSN CAPTCHAs [12]: This CAPTCHA (Figure 6), used in the Hotmail ersslvice
registration, selects eight English characters éugase letters and digits); then, after applying
local and global warping, renders the charactetk dérk blue color on a light gray background.
In the next step, three types of arcs are rand@dted to make segmentation difficult. The arcs
include: “Very thick arcs” (the same as the chaesjt of foreground color that do not intersect
characters, “Thick arcs” of foreground color thatersect characters , and “Thin arcs” of
background color that cut characters and removes sairtheir pixels.

Yahoo! CAPTCHA (Yahoo version2): Starting in August 2004, Yahoo! introduced its set
generation CAPTCHA. Its characteristics includengsa string of characters instead of English
words, containing only black and white colors, gsioth letters and digits, and having connected
lines and arcs as clutter. Two examples of this TBIRA are shown in Figure 7 [13].

Ticketmaster: www.ticketmaster.com, which is a well-known ticketles and distribution
website, uses the CAPTCHA of Figure 8. This CAPTCidAharacterized by crisscrossing lines
at random angles [13].

Google/Gmait The specifications of this CAPTCHA, used by Gneaiin, include: using only
image warping for character distortion, having otwlyp colors (one for foreground and the other
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for background), locating characters close to edbbr and following a curved baseline. Examples
of this CAPTCHA have been displayed in Figure 9[13

SnEK I3 A I\ Vlgs @W{Wb WPRLS sciarta,
2 o s

Figure 6: MSN CAPTCHA [12] Figure 7: Yahoo CAPTCHA [13] Figure 8: TicketMasf&B] Figure 9: Google [13]

BaffleText [14]: This CAPTCHA, Xerox PARC's version of the Gimpystediscusses that
while computers are not good at recognizing imageduded or interfered by random shapes,
humans can distinguish an entire shape or imagardksgs of its incomplete information
according to the Gestalt theory [15].

The principle of Gestalt laws of perception is thi& human brain interprets images in their
entirety before perceiving their individual parBased on this theory, what a human sees when
looking at an image is an effect of the whole imaggich is more than the sum of its parts.
Gestalt principles include proximity, similarityyremetry, continuity, closure, figure and ground
[15]. Proximity refers to how elements located eldsgether tend to be perceived as a group
(Figure 10-a). Similarity occurs when similar olifecare grouped together (Figure 10-b).
Symmetry refers to the tendency to group objectraing to their symmetry and meaning
(Figure 10-c). Continuity occurs by eye’s movingoiligh an object and continuing to another
(Figure 10-d). Closure occurs when parts of infdiamof a shape are missing, but it can be
perceived by human brain’s ability in filling inghmissing information (Figure 10-e). Figure &
ground refers to how the human eye differentiateslgect from its surroundings (Figure 10-f).
The object is perceived éigure; and the surrounding area is perceivedrasind
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a) proximity b) s}niilarity c) symmetry d) continyit e) closure f) Figure&ground

Figure 10: Gestalt theory principles [16]

Based on the closure principle of the Gestalt thedr some portions of characters in a
CAPTCHA test are removed, humans are good at infgithe whole picture from only partial
information, while machines are not. BaffleTextda advantage of this human brain ability and
uses random masks to obliterate parts of test cteasato make a stronger CAPTCHA.

This CAPTCHA chooses non-English pronounceable attiar strings (instead of English
words), selects a font type, produces a mask inflageelecting a mask shape and radius) and a
random mask operation (addition, subtraction ariferdince) and combines this mask with the
character-string image. Figure 11 represents exesrgilthis CAPTCHA [14].

ScatterType: ScatterType CAPTCHA selects its challenge woranfra set of 15,000 English-
like nonsense words. Then the algorithm appliesra ffrom 100 different font types) to it. The
image of each character is fragmented using hai@t@md vertical cuts and fragments are forced
to drift apart until it is difficult to resemble éim into characters. In order to achieve the human
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legibility, some characters with highest confusapil(‘q’,’c’,’I',’o’,’u’) are removed [17].
Examples of ScatterType CAPTCHA challenge imagesheaseen in Figure 12.

Other examples of text-based CAPTCHAs with randoingas their CAPTCHA text include
eBay (Figure 13), PHP-class (Figure 14) and Mega&ipl(Figure 15) CAPTCHAs.

W ﬂ- Tyig : Yy ot m
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Figure 11: Figure 12: Figure 13: Figure 14 Figure 15:
BaffleText[14] ScatterType[17] eBay[18] PHP-class[19] MegaUpload [20]
Sequenced tagged CAPTCHA21]: In this CAPTCHA, all characters are taggedhwiumbers and

the user is asked to enter the characters basétedogical ordering of their tags. This strategy
adds a new layer of security to the CAPTCHA. Vasaaf this CAPTCHA include characters as
base text tagged by numbers (Figure 16-a), numdeizase text tagged by letters (Figure 16-b)
and a hybrid scheme (Figure 16-c) [22].
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Figure 16: Sequenced tagged CAPTCHA [22]

CAPTCHAs based on handwritten tex¥/hile most current text-based CAPTCHAs use machine
printed text, which makes them vulnerable to pattecognition attackshere are CAPTCHAs
that use handwritten text in their challenges. Aaneple is Handwritten CAPTCHA.

Handwritten CAPTCHA [16]: This CAPTCHA is based on distorted handwritttext. The
authors of this article discussed that accordinGéstalt laws of perception and the Geon theory
of pattern recognition, the interpretation of distd handwritten text is easy and reliable for
humans but difficult for automated programs. Gegtedory, argues that humans are able to infer
the whole picture from partial information [15] whi helps them to recognize distorted images.
According to Geon theory, humans recognize objegtseparating them into geons (simple forms
such as cylinders, cones and wedges). In humarep#on of occluded images of words,
decomposing a word into known and unknown visu@ments allows users to recognize
characters by using rules such as: “words congaéciic visual elements”, “combination of letters
follows specific rules” and “words convey meanirig’recognize the entire word [16].

Qulln.‘lﬂ gz ey
TUTT wRas M O“‘ZﬁUO/O

Figure 17: Various transformations applied to taadwritten CAPTCHA [16]
The designers of this CAPTCHA investigated the @ffeof different transformations

including overlapping, adding occlusions, splittittge image in parts and displacing the parts,
changing word orientation, etc. on the usabilitd aacurity of their CAPTCHA (Figure 17). They
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designed an algorithm to generate cursive Englishdtvritten text synthetically. They used
existing character images and performed auto-sgatintomatic baseline determination, ligature
parameterization, ligature joining, skeleton pedyation and skeleton thickening to generate
synthetic handwritten words [23].

CAPTCHAs based on linguistic knowledg&ome current CAPTCHA systems combine an OCR
problem with linguistic knowledge in order to stgtimen their tests. Examples of such
CAPTCHAs include semCAPTCHA, odd-words-out, numperzle-text CAPTCHA, SS-
CAPTCHA and text-domain CAPTCHA:

SemCAPTCHA [24]: In this CAPTCHA (Figure 18), three words, iatn are names of animals,
are displayed to the user; and the user is asketiclo on the one which belongs to a different
category from the other two (mammals, reptiles,)efithe three words are graphically similar, but
semantically dissimilar.

‘Odd-words-out’ and ‘Number-puzzle-text CAPTCHAs: These two CAPTCHAS have been proposed
by Captchaservice.org. “odd-words-out CAPTCHA” s a list of words to the user who is
asked to select the words that are not relatechéogeneral category of the list (Figure 19).
“Number-puzzle-text CAPTCHA” provides the user wéthextual description of a number and the
user is asked to enter the number (Figure 20) [8].

. Please indicate the word(s
8 ’/(’C,l that do not belong to the
{2 (\ (‘ \ \'\\\& implicit category of the list.
AW\ Sy
x s “‘u banana tangerine pear
- ,/ ’ﬂ : oxygen bassoon horse | the number of biological mothers a persgn
. apple orange usually has, plus one thousand
Figure 18: semCAPTCHA [24] Figure 19: odd-words{8Jt  Figure 20: number-puzzle-text CAPTCHA [8]

‘Strangeness in sentences’ CAPTCHAThis CAPTCHA [25] displays a list of sentenceghe user
including natural and wrong sentences. The humanissable to detect Natural sentences. Natural
sentences are collected from newspapers, magaamgsbooks; they are checked not to be
available online. Wrong sentences are created tingea machine translator to translate a natural
sentence from a mother-tongue language into a nahantongue language and retranslate the
result to the mother-tongue language (e.g. Japanredenglish — Japamese). This translation
strategy usually produces wrong sentences, whiehsaange for human users. An example is
displayed in Figure 21.

Text-domain CAPTCHA: In this CAPTCHA, a list of sentences is shown tsar who is required
to find the sentences that are meaningful replacésyef each other [26] (Figure 22). Many of the
answers might be semantically correct, but consdiktuncorrect. Deciding which sentences are
meaningful alternates based on the context is reasker for a human than it is for a computer.

Select a natural sentence! Pick the sentences that are meaningful replacementg

- | am disgusted at rain every day. of each other:

- The curry was so hot that his tongue was burmed & The speech has to move through several more drafts.
he had to go to the hospital The speech has to run through several more drafts.

- | saw the movie of fascinating of which | of marly The speech has to go through several more drafts.
childhood was reminded. The speech has to impress through several mores draf

-Be to eat rice when | return to Japan The speech has to strike through several moresdraft

Figure 21: SS-CAPTCHA [25] Figure 22: text-domaiART CHA [26]
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CAPTCHAs that necessitate more physical interactiaith users: Requiring more users’ physical
interaction with the computer while solving a CART& can improve the robustness of the
CAPTCHA. In this type of CAPTCHA, a user is requir® enter the answers using the mouse or
other physical devices instead of keyboard. Drdgyrop CAPTCHA, Physical CAPTCHA and
iICAPTCHA are examples of this type of CAPTCHA:

Drag-and-drop CAPTCHA [27]: This CAPTCHA uses mouse actions to diffeiait between
computers and humans. In this CAPTCHA, the testhiswn to the users and they are asked to
drag and drop character blocks into their respedilank blocks sequentially (Figure 23).

Physical CAPTCHA: Golle and Ducheneaut [28] proposed a physical vare-based
CAPTCHA test to differentiate between human gansygls from computers based on the fact
that only humans are able to interact with the mlaysvorld (e.g. pressing a button, tapping on a
touchscreen, or moving a joystick). Since differg@mes receive their inputs from various
hardware (e.g. keyboard, joystick, etc.) and tieret a general input device, the designers af thi
CAPTCHA decided to develop a new cheaper generidwere only for human verification which
is called “CAPTCHA token” (Figure 24). This tokemwhich comes in combination with a game,
consists of a keypad, a screen and a CPU.

lili. Challenge: 2894
f CHARACTERS ' fT {f {3 {Z [§
2felyrd || o) [sN7leRsNo
Try a Different Image
Figure 23: drag and drop CAPTCHA [27] Figure 24ygibal CAPTCHA [28]

iCAPTCHA [29]: This CAPTCHA is an interactive CAPTCHA desél to resist third party
human attacks. In this CAPTCHA, the user is askeditk on each CAPTCHA character in each
iteration. This iterative back and forth traffic tveen client and server increases the timing
difference between a third party human solver amdah user which helps to detect attacks. An
example of this CAPTCHA is displayed in Figure 25.

Please click on the button Please click on the button
Click on the captcha image to begin. corresonding to character: 1 corresonding to character: 2

oS T e R

A
A

HEEE CGOGH

Figure 25: iCAPTCHA [29]

Non-English CAPTCHAs: Besides English CAPTCHAs, some CAPTCHAs have been
developed in other languages. One reason for piogldocalized CAPTCHAs is attacks against
current English CAPTCHASs. Another reason is thabgde are more comfortable with solving
tests in their own languages. An example is Ar&APTCHA:

Arabic CAPTCHA: Khan et al. [30] proposed an Arabic CAPTCHA to émployed in 21
countries that use the Arabic alphabet. This CAPAGHkploits the weakness of Arabic OCR
systems in segmentation, which results from spetiatacteristics of the Arabic language. These
characteristics include dependency of the shapékeoletters on their positions in the word, the
existence of a variety of diacritics in Arabic adifferent number of dots for letters as well as
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different positions of dots (many Arabic charactease the same shapes but different number of
dots in different locations). This CAPTCHA pickst@l 9 Arabic letters, randomly selects a font,
and adds noise and background clutter which mightdnfused with dots and diacritics. Other
techniques used to strengthen this CAPTCHA systeclude adding a shadow of the word,
character overlapping and changing the positiorthef word in the image. Examples of this
CAPTCHA are displayed in Figure 26. Shirali et[81] has designed a similar Persian-Arabic
CAPTCHA to detect spam SMS [31].

Figure 26: Arabic CAPTCHA [30]

2.2 Image-based CAPTCHAs

In this type of CAPTCHA, an image is displayedtte users and they are asked a question about
the contents of the image. A variety of current gerdbased CAPTCHAS are discussed in this
section in 6 sub-groups:

- CAPTCHAs based on detecting a certain object beivetieer objects,

- CAPTCHAs based on detecting the common charadtedsthe subject of all images,

- CAPTCHAs based on detecting a specific part oftélseimage,

- CAPTCHAs based on swapping the misplaced partseofest image,

- Orientation-based CAPTCHAs,

- 3D CAPTCHAs.

CAPTCHAs based on detecting a certain object betwether objectsin this group of image-based
CAPTCHASs, the user is asked to distinguish a certdiject between n objects. Examples of this
group include Collage CAPTCHA, Asirra and Imagioati

Collage CAPTCHA: Collage CAPTCHA [32] selects pictures of six diffet objects, applies
distortion effects such as rotating to the imaged then merges them to create a single image.
This image is presented to the users; and thegsieed to click on a certain picture. For example,
in Figure 27, an image containing an airplane,raaaapple, an orange, a pineapple and a ball are
displayed, and the user is asked to click on thegimof the car. A similar CAPTCHA is proposed
in [33] with the only difference that [33] providasmultilingual user interface.

Asirra: This CAPTCHA [34] asks users to identify cats ised of 12 images of cats and dogs.
An example of this CAPTCHA is illustrated in Figu28.

Please select all the cat photos:

¢ 7 EEOBEwEE
s B A E i B o[ e

Select the car image

Figure 27: Collage CAPTCHA [32] Figure 28: AsirrdBRTCHA [34]
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Imagination [35]: Imagination is a more advanced image-basA®TCHA in which the test
contains 8 different images located in 8 randonhagobnal partitions of a rectangular area.
Partitioning and dithering techniques are usedutdlte original image tiling and create many false
boundaries, which make segmentation difficult fomputers (Figure 29). In the click step, a user
is asked to click on the center of one of the eigidges. In annotate step, the chosen image is
distorted and displayed to the user to be annatdieel designers of this CAPTCHA have studied
the effect of applying a variety of distortions ¢huas changing luminance, quantization level,
dithering levels) on human and machine recognitaa.

N O jewelry
jf - O elephant
Bl O fireworks

"f ) flower
. O computer

Click stey Annotate ste

Figure 29: IMAGINATION CAPTCHA [35]

CAPTCHAs based on detecting the common charactarist the subject of all imagestn another
group of image-based CAPTCHAs including PIX, Bongod activity recognition CAPTCHA, a
user is asked to distinguish a particular charatiemhich is common between all shown objects:

PiIx: In this type of CAPTCHA, a library of pictures Wwidifferent subjects is prepared. A
number of these pictures from within a single catggr subject are selected, and presented to the
user; and the user is asked to select a phrasess«pg the common subject of these pictures. For
example if the pictures presented are a globeeybdll, planet and baseball, the common subject
would be “ball” [12].

Bongo: As Figure 30 shows, this CAPTCHA uses two setsnmges; each set has some
particular characteristics. For example in thisifeg one set is boldface, while the other is nbe T
system then presents a single image to the userasiks them to specify the set to which the
image belongs. Because the number of possibleigotuts small, this CAPTCHA is not highly
robust to brute-force guessing. However, strategie$ as cascaded multiple Bongo CAPTCHAS
can improve the security of this CAPTCHA [1].

Activity recognition CAPTCHA: Vimina et al. [37] designed a CAPTCHA in which tardistorted
images of a common activity are displayed to ther.uShe user is required to detect the activity
and annotate it from a list of activities (Figur®.3

o] R
A o ) "

Figure 30: Bongo CAPTCHA [1]  Figure 31:Activity regnition CAPTCHA [37]
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CAPTCHAs based on detecting a specific part of thst image another type of CAPTCHA asks
users to detect and click on a specific part of th& image. Implicit CAPTCHA, drawing
CAPTCHA, Line CAPTCHA and Artifacial are of thispg:

Implicit CAPTCHA [38]: This CAPTCHA asks a user to click on a sfiegdart of the image.
For example in Figure 32, the user is requireditk ©n the climber’s glasses.

Drawing CAPTCHA: Drawing CAPTCHA [39] (Figure 33) displays humeralests on a screen
to the users and asks them to connect dots widrtaic shape to each other. The designers of this
CAPTCHA argue that computers have difficulty in agnizing the targets from the noise;
however, it is easy for a human user to identi/$pecial dots and connect them to each other. An
advantage of this CAPTCHA is that it does not regjainy special knowledge or ability.

Line CAPTCHA: In this system [40]a blurred or randomly segmented line is presentetthe
user who is asked to drag the mouse along theHigere 34 represents this CAPTCHA.

Artifacial:  This CAPTCHA (Figure 35) is based on human faceogeition [41]. In this
CAPTCHA, a distorted face embedded in a backgrdbatincludes face-like clutters is shown to
the user. The user must detect the face and dicke@eye corners and mouth corners.

Connect the diamonds
to each other

Figure 32:Implicit CAPTCHA Figure 33: Drawing Figure 34: Line CAPTCHAs  Figure 35: Artifacial
[38] CAPTCHA [39] [40] [41]
CAPTCHAs based on swapping the misplaced partsheftest imageSome CAPTCHAS ask users
to exchange misplaced blocks of the image to miadetiginal image. ‘Exchanging image blocks
CAPTCHA'’ and Jigsaw puzzle CAPTCHA are examplethaf group:

Exchanging-image-blocks CAPTCHA: Liao [42] proposed a CAPTCHA based on swappirgy th
contents of two misplaced non-overlapping regionan image (Figure 36).

Jigsaw puzzle CAPTCHA:Gao [43] designed a CAPTCHA using jigsaw puzzlestiich the user
is required to solve a puzzle by swapping the tvigptaced pieces (Figure 37).

Figure 36: ‘exchanging image Figure 37: Jigsaw puzzle
blocks’ CAPTCHA [42] CAPTCHA [43]
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Orientation-based CAPTCHAsIn this group of CAPTCHAS, such as Image Flip CAFA,
What's up CAPTCHA and Sketcha, users are requicedetect the correct orientation of the
objects in the test image:

Image Flip CAPTCHA [44]: This CAPTCHA displays an image composedefesal sub-images
to the user. The user has to detect all non-fligpehes and click on them. An example is shown
in Figure 38 in which three non-flipped images exis

Whats up CAPTCHA: This CAPTCHA, proposed by Gossweiler et al. [48ksausers to detect
the orientation of the randomly-rotated test imaged then, use a slider to rotate the image to its
upright position (Figure 39).

Sketcha [46]: Sketcha is another orientation-based CAPTCtHAt shows the users a set of
images which are line drawings of 3D models (Figd). The user must detect the upright
orientation of each image. Detecting orientatiosdme images including symmetric images, and
images that are typically oriented upside downifiscdlt (or impossible) for human users. Hence,
the designers of this CAPTCHA applied a filter emove these groups of images from the
database of the CAPTCHA. The filtering processsi$cdlows: in a user study, each user is shown
some test images. If a certain number of users emsw image inconsistently, that image is
considered as a difficult image and removed froendhtabase.

Use the slider to rotate image to
its upright position

|
=

A

Figure 38: Image Flip CAPTCHA [44] Figure 39: Wisatip CAPTCHA [45] Figure 40: Sketcha images [46]

Sub-image orientation CAPTCHA: Kim et al.[47] proposed a CAPTCHA based on the orientation
of sub-images. The designers of this CAPTCHA artha while a whole-size photo contains
semantic cues such as sky, grass and dark broamdrthat help a machine to detect image
orientation, random sub-images do not include nregni objects that a computer program can
easily recognize. In this CAPTCHA, a number of ramdblocks of an image are cropped, rotated
and shown to the user who is asked to find theireotd orientations.

3D CAPTCHAs: Working with 3D images instead of 2D ones can redie probability of
pattern recognition and database attacks. Thigeglyais used in “2D CAPTCHA from 3D
models”, Spamfizzle and 3D CAPTCHA:

2D CAPTCHA from 3D models: This CAPTCHA, designed by Hoque et al. [48], hadatabase
which is populated with several 3D models. To @eatnew test, this CAPTCHA selects a 3D
model, applies different distortions and lightirféeets on it and transforms it to a 2D image. This
image is displayed to the user to be identifiedc8iinfinite number of 2D images can be gained
from a 3D model, the image database for this CAPA@Hvery large.
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Spamfizzle [49]: In this CAPTCHA, 3D objects are designed manuafigl ¢heir attributes and
behaviors are described and recorded. To produnesvaest, the CAPTCHA generation algorithm
creates a 3D image by combining different objecis labelling the attributes of each object. The
image is displayed to the user who is asked tar ¢iéelabels that correspond to a list of attrisute
Figure 41 shows an example of this CAPTCHA.

3D CAPTCHA: Imsamai and Phimoltarg¢S0] propose a 3D CAPTCHA based on the idea that
recognizing a sequence of 3D characters is easthéohuman, but difficult for computers. This
CAPTCHA adds rotation, overlapping, noise, scalifagt variation and background texture and
special characters to the image to make it stroridgure 42 represents examples of CAPTCHA.

Please click on or enter each letter
corresponding to the following list

in the adjacent field. t “ ‘
- The Head of the Walking Man

- The Vase
- The Back of the Chair

Figure 41: Spamfizzle CAPTCHA [49] Figure 42: 3D EFCHA [50]

2.3  Audio-based CAPTCHAs

Audio-based CAPTCHAs are usually used as a compierfer text-based CAPTCHAs.
Many popular websites such as eBay, yahoo and Btiftaise both visual and audio CAPTCHAsS
[51]. An audio CAPTCHA generally picks a randomsexce of letters or numbers; renders them
into a sound clip; includes some level of distartiand then presents the recording to the users.
The user is asked to type the contents of the démpr{1]. In one type of audio CAPTCHAS,
known as spoken CAPTCHA, the users are requiretpeat the test instead of typing it. This
feature makes this CAPTCHA also suitable for blisérs [52].

Including noise in audio-based CAPTCHAs can impraweir securityChan [53] discusses
that adding background noise to sound CAPTCHASs edesrs the accuracy rate of a speech
recognizer more than that of a human. Sauer €f54]. adds silence to the sound in order to
discourage checksum/signature based attacks. Kekhat al. [55] uses 18 different sets of
distortion to sound in order to make the probleffiadilt for machines. However, According to
Bursztein et al. [51], among various types of ndis& can be incorporated in an audio-based
CAPTCHA, semantic noise, i.e. a noise with simdharacteristics of a spoken signal, is the most
effective noise in improving security.

2.4 Motion-based CAPTCHAs

In this type of CAPTCHA, a movie or animation isosmn to the users and they are asked a
guestion about the contents of the clip. Answetimg question usually requires recognizing an
action, animated string or an image in the clipafples of motion-based CAPTCHAs include

NUCAPTCHA, HelloCAPTCHA, animation CAPTCHA, and 3himation CAPTCHA.

NUCAPTCHA: In this CAPTCHA [56], a string is animated from higto left and the user is
asked to type the last word (Figure 43).
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HelloCAPTCHA: A test in HelloCAPTCHA [57] consists of six letseor digits displayed in an
animated GIF image and the user is required to tiypeharacters (Figure 44).

Animation CAPTCHA: In this CAPTCHA [58], a few animated objects at®wsn to the user
who is required to detect and click on one of thgcts. Moving objects on a random path, rather
than having a static test image, makes a CAPTCHAensecure against random guessing or
segmentation attacks (Figure 45).

3D animation CAPTCHA: This CAPTCHA [59] selects three English lettersdagits, renders the
string to an image in which character area is cavday ‘1's and background area is covered by
‘0’s. For example, Figure 46 shows the presentadibletter ‘x’ in this system. In the next step,
the algorithm adds a third dimension to the imagi@gia sin function and applies waves to this
3D animation. This CAPTCHA also changes colors aanlg during the presentation of a test.

(G c

HELLO CAPTCHA con

Iehe Eogey ] OO G

=
HELLO CAPTCHA com

Type the RED Moving Letters

1 GFW e

HELLO CAPTCHA com

Figure 43: Frames of atestin NUCAPTCHA [56] glie 44: Frames of a HelloCAPTCHA test [57]

Please click the green apple in order to 0000000000000000000

proceed with the registration 0001110000000111000
7 R TR 3 C 0000111000001110000
0000011100011100000
0000001110111000000
0000001111110000000
0000001110111000000
0000011100011100000
0000111000001110000
0001110000000111000
0000000000000000000

Figure 46: A character in 3D animation
Figure 45: Frames of an Animation CAPTCHA test [58] CAPTCHA [59]

2.5 Hybrid CAPTCHAS

This section provides examples of CAPTCHAs that loiom text and multimedia in their systems.
Moreover, CAPTCHAs designed for special purposeshsas smartphones or for people with
disability are discussed in this section.

Dynamic CAPTCHAs:While most available CAPTCHA systems use one or pre-defined
types of CAPTCHA, e.g. text-based, image-based, atdynamic CAPTCHA selects a type of
CAPTCHA among different available CAPTCHA types é®n the information the user entered
in the first steps of registration or the infornoatiprovided by the user’'s web browser. An example
of this group of CAPTCHAs is Dynamic CAPTCHA.

Dynamic CAPTCHA [60]: This CAPTCHA selects a type of CAPTCHA basedthe limitations
of a user’s device (in entering characters or nus)ba a user’s restrictions and disabilities (such
as blindness), the native language of the user, etc
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CAPTCHAs with multiple challengesAsking users to pass multiple challenges, probaifly
different types, instead of a single test improrasustness. ‘Multiple challenge-response system’
[61] is an example of this type of CAPTCHA.

Multiple challenge-response systemLonge et al. [61] designed a CAPTCHA in which tiser has
to solve multiple challenges instead of a sing. t€he challenges in this CAPTCHA include: a
mathematical test and an image CAPTCHA. The matlieahatest consists of alphanumeric
characters and symbols; the user is expected tioglissh numbers and add them together (Figure
47). The image CAPTCHA is a distorted image ofredam string of characters and digits.

Multi-type CAPTCHAs: A CAPTCHA can be a mixture of different types of ERCHA; for
example a combination of text and image based CARANSC Question-based CAPTCHA and
tree-based handwritten CAPTCHA are examples of GBBTCHA group.

Question-based CAPTCHA: This CAPTCHA is a hybrid CAPTCHA proposed by Shira
Shahreza [62]. In this CAPTCHA, the user is showtest which is a mathematical question
created by a combination of text and images; thensasked to enter the answer (Figure 48).

Gda+f :D There are '® 3 ﬁand 6% on a table, How many
=D fruits are there on tr% in total?
Figure 47: The mathematical challenge [61] FigtBeQuestion-based CAPTCHA [62]

Tree-based handwritten CAPTCHA: This CAPTCHA, which is a combination of text an@jghics,
uses the human'’s ability to read handwritten text anderstand tree structure to create a strong
CAPTCHA. In this CAPTCHA, a synthetic handwritteoot creates the words, some random
transformations are applied to them, and then, #reycombined with a randomly generated tree
structure and random test questions. An examplesigayed in Figure 49. As it can be seen in the
figure, the distorted handwritten words constitiliee nodes of the tree and the random symbols are
located in the middle of the branches. The randasstion “which word is connected to center by
a line marked with a circle?” is asked in this epdan It is easy for human but difficult for
computers to answer this question [63].

CAPTCHAs designed for smartphones or other mobilevites: Increasing the popularity of
smartphones and using them for browsing the intetighlights the need to design new
CAPTCHA systems that consider their special charatics. These characteristics include touch
screen and difficulty in using the keyboard, etARTCHAs developed to be used on smartphones
are usually not required to be as robust as thesmed for PCs because of the lack of powerful
processors and small memories. Examples of thiapgnd CAPTCHA include CAPTCHA zoo
and Highlighting CAPTCHA.

CAPTCHA zoo: This CAPTCHA [64], which is designed for mobilevitees, is based on the
fact that humans are superior to machines in razogn similar objects in images. In this
CAPTCHA, the challenge image contains two visualiwilar types of animals: target animals and
noise animals. Different colors, lighting, rotatiand overlapping are applied to the image. Then
the user is asked to recognize the target anirfkésie 50).
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BatHe

Which word is connected to center by a line marked with a circle?.

1Can't Sea the Tree! Submit

Figure 49: an example of the tree-based handwi@#RTCHA [63] Figure 50: CAPTCHA zoo [64]

Highlighting CAPTCHA: In this system, a random string on a noisy baakggos shown on the
screen of the mobile device and the user is askadyhlight the characters with stylus [12].

CAPTCHAs designed for people with disabilitfExamples of this group of CAPTCHA include
‘Localized CAPTCHA for linguistically-challengeddividuals’, ‘image/audio CAPTCHA' and ‘a
CAPTCHA for deaf people’.

Localized CAPTCHA for linguistically-challenged individuals: This CAPTCHA makes a bank of names
of different objects; then chooses six of them aedrches and finds yahoo images for these six
names; shows the user one image for each namawafigs, this CAPTCHA selects one name
from the six alternatives, says it (using speeohbhe user and requests the user to click on the
related image [65]. The designers argue that tH®TCHA is easy for a human because it is
appropriate for all ages, there is no need forngpabilities, it is in the user's native language;
hence, no English language knowledge is requirigaliré 51 depicts this CAPTCHA.

Image/audio CAPTCHA [66]: This CAPTCHA combines pictures of objectstiwisounds
associated with those objects (Figure 52). Sineedhdio is related to the image, this type of
CAPTCHA can be useful for people possessing visanhearing impairments. Another
CAPTCHA, designed for blind people, contains a $anpathematical problem which is created
and converted to speech using a text-to-speechraydthe user is asked to listen to the sound and
answer the question [67].

CAPTCHA for deaf people [68]: This CAPTCHA presents a word to the user gsign language
and asks the user to recognize the word and chitsoseame from a list of words (Figure 53).

What is the word which she plays?

OLAUGH
EHELLO
OCAR

QHORSE

Check Answer

Figure 51 CAPTCHA for illiterate peop
(65]

Figure 53: CAPTCHA for deaf

Figure 52: Image/audio CAPTCHA [66] people [68]
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3 Breaking CAPTCHA

In this section, we will explore attempts of compising the CAPTCHAs presented in Section 2.

However, many of the presented CAPTCHAs are nothoge than an idea and hence do not
provide sufficient details with regard to their lization to allow an analysis of their robustness.

This limitation also applies to sections 4 and Semhwe discuss the usability and robustness of
CAPTCHAs. Hence, the remaining of this paper wiitds on those systems that have actually
been deployed and hence present the researchea (atget” to analyze.

3.1  Algorithmic approaches to break CAPTCHAS

The general process in attacking CAPTCHAs is a segation step followed by an object
recognition step. In the first step, the locatidreach object is found and in the second one, each
object is recognized. Research suggests that segtioenis more difficult than recognition for
machines. For example, in text-based CAPTCHAS, caerp are very good at recognizing single
characters, even if the characters are highly dexo[69]. Therefore, a CAPTCHA, which is
designed to be segmentation-resistant, is lesekalbhe to attacks.

In this section, at first, general segmentation ewbgnition attacks are discussed and then,
examples of specific attacks against current CAPAEHre explained. As mentioned before, the
majority of available CAPTCHAs are text-based CAMPIAS; and most attacks have been
designed against this type of CAPTCHA. Hence, nsbsitegies and attacks discussed in this
section are related to text-based CAPTCHAs.

3.1.1  Segmentation attacks

Well-known segmentation attacks such as verticgtbgram, color-filling and snake segmentation
along with pre-processing steps are used to segroament CAPTCHAs. Generally, a
combination of these methods is utilized to bre@&A® TCHA.

Pre-processing This step is used to remove background patteseyzarate foreground from the
background and eliminate noise as much as possibtamples of strategies used in pre-
processing step explained in this subsection.

Binarization: Binarization converts the image into a black andiitev image using
thresholding. As a result of binarization, somerahters might be broken. In order to fix the
broken characters, all pixels of background colat thave neighbors of foreground color are
converted to foreground color ([69] and [70]).

Background mesh removao]:

- Black mesh: after thresholding, the vertical andizomtal line pixels that do not have
neighboring pixels are considered as backgroundhmpieels and removed.

- White mesh: after thresholding, white line pixelsatt have neighboring pixels are
considered as background white mesh pixels andertet/to the foreground color.

Arc Remova[69]:

- Thin arcs: This type of arcs can be removed usingien/dilation operations.

- Thick arcs: These arcs can be identified by thiielpcount, shape and location. It is very
likely that objects with a small pixel count, oledacking circles or located near the image
boundaries are arcs.

A strategy in removing any type of arcs is usingtdgram. If in x-histogram of an image,
consecutive columns have only a limited numberoogédround pixels; it is very likely that
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those columns belong to an arc. The same conceépteifor a y-histogram. This trick can
make segmentation easier (Figure 54).

Simple segmentation If the number of characters in a test and théiiths are constant, the whole
test image can be divided into parts of the santthwieach part being a character. This strategy
can also be used in combination with other segnientéechniques (for example, when histogram
is not able to completely segment the charactedtsrestead, returns “chunks of characters”) [69].

Vertical histogram Segmentatiot This method segments the image into characténg asvertical
histogram (Figure 55) ([69], [71] arfd2]).

Color filing segmentation: This approach segments all the objects by findewnnected
components. In order to find a connected comportaatalgorithm at first detects a foreground
pixel, and then traces all of its foreground neisbuntil all pixels in this connected component
are traversed [69].

Snake segmentatioh In this strategy, lines separate the letterstefsd The lines are programmed
to move such as snakes trying not to collide witheharacters (Figure 56) [71].

¥

J s IF TIES \7' NE‘F@E ‘ ‘J

Figure 54: using histogram to remove arcs [69] Figure 55: vertical histogram Figure 56: snake
segmentation [69] segmentation [71]

3.1.2 Recognition attacks

After segmenting objects of a test, a recognititep $s required to detect each object. This type of
attacks including object recognition attacks, pieelnt, dictionary and database attacks are
discussed in this subsection.

Object recognition attack: A wide range of artificial intelligence object mmition algorithms
including pattern matching methods or OCR systeamshe used to recognize objects [73], [74].

Pixel-count attack This attack is applicable to CAPTCHA systems imckh each character has a
constant pixel count and the pixel count of eacratter is different from that of other characters.
In this attack, after segmentation, the numbewooédround pixels of each segment is counted and
used to look up Table 1 to identify the letter e segment [72]. For letters with the same pixel
counts (such as “P” and “V"), the algorithm usesiraple geometric analysis to differentiate them.
For example, to distinguish between a “P” and a,“¥ie algorithm draws a vertical line in the
middle of the normalized letter. If the line cutsdugh the letter in only one point, the charaigter
a “V"; otherwise, it is a “P”. The same procespésformed for other similar cases.

Dictionary attack: Using only the words of a specific dictionary anCAPTCHA limits the
number of possible strings. An attack against su@APTCHA is designed to search the whole
dictionary to answer the test. This attack is chledictionary attack. Dictionary attacks can also
be used in combination with other attacks. For gdammwhen the vertical histogram is not able to
segment all of the characters of a test becauseesfaps between them, the dictionary is searched
for all possible candidates, the word with the s@imel-count as the challenge word is selected as
result (Figure 57) [72].
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Database attack Database attack is a type of attack in whichehgre database is gradually
revealed. Every time a challenge is displayed, digo of the database is uncovered and by
solving enough challenges, the attacker would fa@eess to the whole database [34].

Table 1: A letter-pixel count lookup table [72]

Letter Pixel Count Letter Pixel Courjt
A 183 N 239
B 217 (0] 178
5 Ton . P
D 192 Q 229 T
E 163 R 208 Recognized t
word
F 133 S 194 —
G 190 T 175 |
FRILLY 837
H 186 U 164 FRISKY 987 | pixel sum matching E
I 121 \ 162 FRIZZY 1,001 Recognition result
J 111 W 234 FRIDAY 550
K 178 X 181 All candidates words
y 111 M 153 Figure 57: Dictionary attack [72]
M 233 z 193

3.1.3 Examples of attacks on current CAPTCHAs

In this section, examples of attacks against exdgsBAPTCHA systems are explored.
Attacks on current text-based CAPTCHAs

Attacks on EZ-Gimpy CAPTCHEZ-Gimpy CAPTCHA, which consists of an English @am a
noisy background, has been vulnerable to sevetatlst Chellapilla and Simard [70] discussed
that the background of this CAPTCHA, which can b&gorized into three different types of ‘no
mesh’, ‘black mesh’ and ‘white mesh’, can be remtbsy simple pre-processing algorithms
(Figure 58). One of the weaknesses of this CAPTCWlAich is using a dictionary of words, has
made this CAPTCHA vulnerable to an attack desigme®ori and Malik. This attack uses shape
context matching to identify the entire test worallier than individual characters) with a success
rate of 92% [75]. Their attack’s lack of relianae @etecting individual letters of a test reduces th
complexity of the attack. Another attack on EZ-Gimp based on detecting the whole word
instead of its characters — has been proposed hye¥al. [76]. The designers of this attack took
advantage of the small set of template images uséus CAPTCHA to break it with a success
rate of 99%. In this attack, the attackers collectes small set of template images; and solved test
by comparing the challenge image with each of ¢éimeplates to find the most correlated image.

EEEEESE EEEE - T = e
/R collar :A‘ i' spale = space
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Figure 58: An attack on EZ-Gimpy CAPTCHA [70]

An attack against Ticketmaster CAPTCHFie general process of the attack is the same as
EZ-Gimpy [70]; however, because of the criss-crugdines used in the Ticketmaster CAPTCHA,
a dilution and erosion step is added in order toonee every thin line in the image (Figure 59).
This attack can break Ticketmaster CAPTCHA witluecgss rate of 4.9%.

Pl A N 3 J L
5 sy > hyads
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Figure 59: An attack on Ticketmaster CAPTCHA [70]
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An attack on MSN CAPTCH/ASteps of a segmentation attack on this CAPTCHAgdesl by
Yan and Ahmad [69] are summarized in Figure 6aGhis CAPTCHA, the few number of overlap
or connection between characters, if any, allowsica histogram and color-filling segmentation
attacks to detect connected components (two fiegpssin Figure 60). In the third step, the
different shape, location and pixel-count of arempared to those of characters helps remove the
arcs. Finally, knowing the fact that each MSN CAPIECcontains exactly 8 characters and that
the width of each test is approximately constarmt toe direction of the test is always horizontal,
each chunk of connected characters, which is theltref previous steps, can be divided into
pieces of the same width to separate characteessii¢tcess rate of this attack is 60%.

iy., NM S&W - Thick arc removd |Detaching characters that
~1 ~ LNM 5(? (based on the still connected (bylividing eac!
7 } difference betwee chunk into parts of the sal

segmentation location of the arcs al a test and the number
those of characters) characters in a test are fixed)

Mw N N N
5(? Color-filling pixel count, shape al width knowing that thevidth of|
T,N \.) N
|

Vertical histogram

Figure 60: Steps of an attack on MSN CAPTCHA [69]

An attack on captchaservice.orfhe steps of an attack against captchaservicelesggned
by Yan and Ahmad [71] are displayed in Figure 6&.sEgment the characters, the designers of
this attack used two flaws of this CAPTCHA, i.e.ings distinct colors for foreground and
background and having non-connected charactersr 8igmentation, the fact that each character
in this CAPTCHA had a specific pixel-count helpdthekers recognize characters by pixel-count
attack. Finally, in cases that two characters tésh had the same pixel-count, and could not be
distinguished by pixel-count attack, a dictionattaek was used to solve the test. The success rate
of this attack was 94%.

Input image Foreground pixel
count per segmont

Recognized Highest count: Fischer ( 188) budget (192)
word Longest word: pitcher ( 5) widget ( 2)
FRIARY | 1,006 Longest w/ count: Fischer (188) budget ( 192)
FRILLY 837
FRISKY 987 Pixel sum matching I:I
FRIZZY 1,001 Recognition result
FRIDAY 990

All candidates words

Figure 61: An attack against captchaservice.ory [71 Figure 62: An attack on reCAPTCHA [77]

Attacks against reCAPTCHAYhile reCAPTCHA challenges are selected from oldksoand
newspaper text that cannot be recognized by OCBrangs, they might be vulnerable to attacks
after a pre-processing step (Figure 62). Two maakmesses of reCAPTCHA are using English
words and allowing one error in answering testedge[78] proposed an algorithm to remove the
reCAPTCHA's curvature and sharpening the charactsiter applying this pre-processing step,
OCR can solve this CAPTCHA by a success rate @%3][77] applied a variety of erode/dilate
matrices on every CAPTCHA word before OCRing; atbethe results given by OCR and selects
the longest result with a non-trivial count as twgrect answer (Figure 62). The success rate of
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this attack was 17.5%. The success rate increas@3% after the designers of reCAPTCHA
improved its usability by eliminating the horizohliae running through the challenge word.

Attacks on current image-based CAPTCHAs

Examples of attacked image-based CAPTCHAs includawihg CAPTCHA, ArtiFacial,
IMAGINATION; and Asirra (Figure 63). Most segmeritat attacks on image-based CAPTCHAs
use the vulnerability that the added noise is imotlar to the foreground objects. For example, in
Drawing CAPTCHA the difference between the size of diamond-shapget dots and that of
clutter dots was the cause of an attack designetifbet al. [64] with a success rate of 75%.
Another example is an attack éatiFacial in which removing some parts of noise that did not
have the same features as human face made segoeetdier [79] (success rate=18%). Another
flaw of a CAPTCHA that makes segmentation lesslgdsthaving minimal solution requirements.
For example]maginationonly requires a user to click on the center of oheeveral pictures
provided by the test. Finding the boundaries ofyame object, even in a noisy image with a lot of
false boundaries is not very difficult for an akkac Based on this weakness, Zhu et al. attacked
Imagination with the success rate of 4.95% [79].

Most recognition attacks on image-based CAPTCHAs usage classifiers to recognize
images. For example, Golle [73] used a combinatibonolor and texture features to distinguish
dog and cat images #sirra CAPTCHA. This attack had a success rate of 10.3%.

Please select all the cats

0
BN @
¥ B il
5 EPF

a

Figure 63: Examples of attacked image-based CAPTE ldfDrawing CAPTCHA [39], b)ArtiFacial [41],
¢)IMAGINATION [35], and d)Asirra [34]

Attacks on current audio-based CAPTCHAs

Audio CAPTCHASs are relatively weaker than visual EZRCHAS. The reason is that human visual
system constitutes a larger portion of the braindmpared with human audio processing system.
Bursztein et al. [51] proposed an attack on eBaytha&ize, yahoo and Microsoft Audio
CAPTCHASs with a success rate of 82%, 89%, 45.5%48% respectively. This attack segments
the digits using a low-pass RMS filter that elimtgmregular and constant background noises and
leaves peaks corresponding to the digits. Aftermsmygation, classifiers have been used to
recognize digits. The most important weakness e§eéhCAPTCHAs was the difference between
background noise and foreground signals. reCAPT@h#A includes semantic noise, a noise with
similar characteristics of a spoken digit, was nreg@stant against this attack.

Attacks on current motion-based CAPTCHAs

Attacking motion CAPTCHAs can be both harder andierathan image-based or text-based
CAPTCHAs. It can be harder because in motion CAPAEHsegmentation and recognition,
performed by the processing of the frames and bifomdracking, is more complex. It can be
easier because segmentation phase can be moratadsyrhaving multiple copies (frames) of the
same CAPTCHA. The basis of most attacks on motié&dPTBCHAs is to extract important
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information from the animation frames and reduce #nimation to a traditional text-based
CAPTCHA (Figure 64). Based on this strategy, Busr{80] and Nguyen et al. [81] designed
attacks on NUCAPTCHA and HelloCAPTCHA respectiveélyne success rate of the first attack
was 83% and for the second one, the success ratbetaeen 16% and 100%. The vulnerabilities
of these CAPTCHASs, including having discriminatifeatures between text and the noise, the
fixed number and position of the characters, inappate use of colors, the constant number and
the delay of the frames, guided the attacks. Th#aseks show that segmentation resistant in video
CAPTCHAs, if not well designed, can be equivalentless than text-based CAPTCHAs. One

strategy to improve the security of motion CAPTCH#ggested by Bursztein [80] is to use a
confusing moving background.

"mgﬁ& ® (oo o @ @p ced ¢
 Frame] 1 Single Image Extraction
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Figure 64:Examples of attacks on motion CAPTCHAdrazting information from animation frames and vert the clip
into a single image; a) An attack on NUCAPTCHA [88) an attack on HelloCAPTCHA[81]
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3.2 Random guessing attacks

In random guessing attack, also referred to asllgiressing or no-effort attack, an attacker tres t
break a CAPTCHA by guessing the answer. In texedaSAPTCHAS, given the character set
size, ¢, the probability of solving an n-charadB&PTCHA challenge by blind guessingligc™
[82]. In an image-based CAPTCHA that asks a useddtect an object between n candidate
objects, the likelihood of a correct guessljs. Weaknesses of a CAPTCHA that can make it
vulnerable to this attack include using a smalluingpace, having a small number of candidate
objects in a test, and imposing no limits on thember of attempts to solve a test.

3.3 Using social engineering to break CAPTCHAs

Using cheap "8 party humans is a way to break CAPTCHAs. Kang let{&8] designed a
CAPTCHA phishing attack that is a form of socialgemering attack. They deployed a
CAPTCHA phishing interface on a webpage (called T&PRA carrier) and selected some high-
traffic website as phishing areas to publish tiphishing messages. Phishing carrier and phishing
area can be two different webpages. Alternativelyishing carrier can be integrated into the
phishing area using Adobe Flash [84]. Since peaple less willing to click an unknown
hyperlink, the second approach has been more sfates

Troung et al[29] designed another attack called “Instant MegeelCAPTCHA attack”. The
major components of this attack are an attack sarigl an IM connector. The first component
scrapes CAPTCHA images and uses the IM conneaisend them to the®3party human who
solves the tests. Since instant messengers all@aldime communication between participants,
the attack cannot be detected using timeout values.
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4 Robustness of CAPTCHAs

A good CAPTCHA must be both easy-to-solve for husnand strong enough to resist attacks.
Designing CAPTCHAs that fulfil both usability andbustness criteria is difficult. The key point
to design such a CAPTCHA is to exploit the gaphia tecognition abilities between humans and
computers (Figure 65).

Maving target

Unsolvable by todays
%o\vable by computers but solvable Unsolvable by
omputers humans
by humans
Increasing CAPTGHA
Sweet spot difficulty
N\
/ \\_7_7_
An ideal distribution of
GAPTGHAs

Figure 65: CAPTCHA difficulty for humans and comexst [85].

A CAPTCHA method is called strong if no automatesmputer program can solve its
challenges with a success rate of higher than 0.[8B% The security of a particular CAPTCHA
test can be analysed by investigating its resisgtan@ttacks that possibly may be used to break it.
We divided this study into five subsections:

- Segmentation resistance,

- Recognition Resistance,

- Random guessing resistance,

- Security against"3party human solver attack; and
- Other security measures.

Most techniques are related to text-based CAPTCBésause this type of CAPTCHA has
been studied more than others. Many of the stegemgiight be mentioned in one category, but be
applicable to other categories as well.

4.1  Segmentation resistance

A major determinant of CAPTCHA robustness is itsise&nce to segmentation attempts. Prior
studies show that machine learning algorithms atteb at solving recognition problems than
segmentation problems [70]. Strategies to imprdwe degmentation-resistance of a CAPTCHA
are discussed in this section.

Applying degradations: The first strategy to increase the security of 8PTCHA is applying
degradations to the test image (Figure 66) inclgdin

Character fragmentationMaking horizontal and vertical fragments in chaees or using
thinned images to break characters into isolatetigms makes a CAPTCHA more resistant to
segmentation [17]. It can also reduce the suaegesf a pixel-count attack.

Masking degradationdJsing masks to degrade a CAPTCHA test can imprecargy [14].

Crowd letters togetherDifferent ways to apply this strategy is using densed fonts with
narrower aspect ratios than usual or Italic fontose rectilinear bounding boxes overlap their
neighbors or thickened images, so that charactergenogether. Another strategy is to juxtapose
characters in any direction (instead of just x eian) [69].
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Additional arcs:These arcs may do or do not intersect with thgirail characters. If they are
intersected, they can make segmentation difficatyl if they are not, the arcs can still baffle
attacking algorithms since they might be confusét wharacters [12].

aferatic  whvicuse gty ORI

a) Character fragmentation [17] b) masking [14] Cohnected charactefs3] d) Additional arcs [12]

Figure 66: Degradations applied to the text

Text distortions: Another strategy to increase the CAPTCHA'’s resistato segmentation is
applying text distortions [13] (Figure 67) includin

* Global warping(character-level elastic deformations appliedltofathe characters of a
challenge together and can foil template-matchlggrahms for character recognition),

* local warping(small ripples, waves, and elastic deformatiordiegd to each character
independently and can foil feature-based algoritfonsharacter recognition),

« Scaling(stretching or compressing the text in the x dirgction),

« Translation(moving the text either up or down and left ohijgand

* Rotation.

B0 PSXUPGCEB  HGONCUZK  3R2YAZ9x  BSANAMULB

a) global warping b) local warping c) scaling drislation €e) rotation

Figure 67: Various text distortions [13]

Background clutters: Clutters used to increase the security includeriplg, gridlines, mesh,
patterns and arcs for visual CAPTCHAs and backgioonise for audio-based CAPTCHAs.
Examples of the background/foreground clutters lmarseen in Figure 68. Applying a variety of
background clutters in different tests makes it endifficult to extract foreground from the
background using pre-processing algorithms. Howeawany types of degradations, if not applied
properly, might reduce usability while having ncosjive effect on robustness [86]. For example,
the effects of blurring, thresholding and noise barremoved by almost all current OCR systems
[14]. Any noise that does not resemble challengé&iteage/audio is not a good clutter [51]. A
good idea is to use shapes similar to test imagésaekground clutter.

Figure 68: Examples of background clutters. a,PAGINATION [35], c:ArtiFacial [41], Image Flip CAPTBA[44] and
e: TicketMaster [13] CAPTCHA
Making false boundaries In an image-based CAPTCHA that contains a nuntfesbjects, an
attacker can use a boundary detector to segmertlteets. Creating false boundaries between
objects when designing a CAPTCHA can solve thiblen (Figure 68-b) [35].



N. Roshanbin and J. Mill. 25

Appropriate use of colors: Using multiple colors for the background and fooemd, and
including some foreground colors into the backgrband vice versa is another technique to make
segmentation more difficult. Using two colors, doebackground and the other for foreground or
using different colors for adjacent characters $i@ffpackers to separate them easily [87].

Randomness in the presentation of CAPTCHA testUsing limited patterns in displaying CAPTCHASs
allows automated systems to find “where each cherd€’ and facilitates their attempts in solving
the challenge. The solution for this problem isninvoduce more types of patterns and have them
occur randomly. The ideal situation is to removesrgvpattern and use randomness in the
presentation of CAPTCHA as far as possible to cemfihe machine. For a text-based CAPTCHA,
random positioning of the characters, different$csnd font sizes, using random features of other
languages such as different writing directionssiugr features and diacritics; and random number
of characters can improve robustness [82]. For exzsed CAPTCHAS, random positioning of
the images, different-shaped boxes and random bawgkd dimensions and for animated
CAPTCHAs, random number of frames and random fraelay can reduce the probability of
segmentation attacks [81].

Dynamic presentation of the CAPTCHA Dynamism in the presentation of a CAPTCHA, for
example animating the images by changing theirtjpos on a random path with a random frame
delay, reduces the probability of segmentationrandom guessing attacks [58].

In summary, the strategies to make segmentatiatehamclude:

- Applying degradations (character fragmentation, ratier overlapping, masking
operations, additional arcs connected to the ketiéth the same width as letters),

- Background clutter (arcs, images similar to foregmb objects, use a variety of clutters for
different tests),

- Different colors,

- False boundaries,

- Randomness (position, direction, size and dimessajrthe test image, text length, frame
count, frame delay),

- Dynamic presentation of the CAPTCHA.

4.2  Recognition Resistance

Although the most important step in breaking a CAPIR is segmentation, strategies should be
considered to improve CAPTCHA security against gmition attacks. Such techniques are
discussed in this section:

Using random strings instead of words:Using non-English character strings instead of liEhg
words in a text-based CAPTCHA can reduce the pritibabf Dictionary attack. Inserting special
characters will also confuse OCR systems [88].

Make it impossible to distinguish a character by conting its pixels: In text-based CATCHAS, making all
characters have approximately the same pixel coumbaking a character have a very different
pixel counts in different challenges definitely elafs pixel-count attack [72].

Using different fonts: Using different fonts can defeat pattern recagnitattacks. Another
suggestion is using handwritten text since humanes saperior to machines in recognizing
handwritten text [16].

Selecting the words, sentences or images that camme recognized by current recognition systenisin a text-
based CAPTCHA, before selecting an image as dnesie, make sure that current popular OCR
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systems cannot solve it (reCAPTCHA [9] implemertiss tstrategy). In CAPTCHASs that use
sentences instead of words, the source of senténossially old books or newspapers; make sure
that sentences are not available on the web [25].

Using a large databaseThis technique improves CAPTCHA security by redgcthe probability
of random guessing and database attacks. Thecifement ways to increase the size of database
of an image-based CAPTCHA; For example, using imamgkections of other picture providers
[34] or enticing people to label images while play/a game [89].

Using visually similar but semantically dissimilarcharacters/images/audio Similarity can confuse pattern
recognition programs. When two objects are visuallyilar, it is much easier for human to
recognize the slight difference between them thanfor a computer program [64].

Removing or deforming features to defeat pattern-mhing programs. many image/text detection tools
use pattern matching to recognize objects. Remoeindeforming objects’ features can confuse
those programs. For example, sky, grass, the tireof a ‘text’ or that of a ‘head’ can be clues
showing image direction. To remove such clues, care use a sub-image that consists of fewer
clues than the whole image [47]. Another approactoiuse global transformations and feature
deformations [16].

In summary, the strategies make recognition haradude:

- Using random strings instead of words,

- Making characters have the same pixel count,

- Using different fonts,

- Selecting words or images that cannot be recogrbyenlrrent recognition systems,

- Using a large database,

- Using visually-similar but semantically-dissimilelnaracters/images/audio in tests, and
- Removing or deforming objects’ features.

4.3 Random guessing resistance

In text-based CAPTCHASs, having a large charactewdiereduce the chance of blind guessing. In
many current image-based CAPTCHAs, a test has arfigw potential answers; which makes
random guessing attacks easier for robots. Someriseconsiderations to defeat this attack
include:

Using mouse actions to select the correct answel:or example, if the test utilizes a 200x200 image
and displays 6 potential objects, then the usedsi@e select a number between 1 and 6.
Therefore, the probability of blind guessing wit B/6 (or 0.17); however, if she is required to
click near the center of the correct answer, engide a radius of four pixels from the center, the

success rate of blind guessing will i — (or 0.0075) [35].

Multiple challenge-response systetnRepetition of the test reduces the success fditna guessing
attacks [61], [34].

Increasing the image size, increasing the numbemakntial answers [79], dynamic
presentation of the CAPTCHA (animated answers) @8] limiting the number of attempts to
solve a test [77] are other strategies to make BTCPHA stronger against random guessing.

4.4 Security against 3rd party human solver attack

Techniques to defeat'®arty attacks include:
- Limiting the number of attempts to solve a CAPTCteAt [77],
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- Limiting the time of the validity of a CAPTCHA [77]

- Detecting IP addresses that give successive intarswers [90],

- Measuring solution time which is different for gjitmate user and d%3party human [29].
- Making the CAPTCHA image meaningful only on thetpated web site [29].

4.5  Other security measures

Other strategies to improve the robustness of CARPAGystems are discussed in this section.
Most of them try to highlight the gap between hunaawd machine abilities in solving problems
and recognizing objects. These strategies include:

- Using sentences as the source of the CAPTCHA idsbéaharacters, words or images:
this technique uses human ability in recognizintura sentences and detecting machine-
translated mistakes [25].

- Asking users to answer a logical question thatiregthuman thinking [62].

- Using 3D images or characters based on the fatttimans are better than machines in
recognizing 3D objects [50].

- Using structures that humans recognize better itchines; such as trees [63].

- Combining text and graphics in the tests: most geitmn tools are domain specific; they
work exclusively with graphics or text. This strgyecan confuse those tools [62].

- Requiring more human interaction, e.g. using malis&, dropdown list or drag-n-drop for
answering CAPTCHA tests will reduce the risk ohbliguessing attacks [91].

5  Usability of CAPTCHAS

In the development of a CAPTCHA, achieving a batabetween usability and security is very
important. This section discusses usability isstieg should be considered in the design of
CAPTCHAs. Some of these considerations are geaedccan help every CAPTCHA to be more
usable, some of them are specific strategies dépgid the type of the CAPTCHA.

In this section, the usability issues of CAPTCHAB e discussed under three dimensions:
- Distortion,

- Content,

- Presentation.

51 Distortion

Distortion method and level should be selected wangfully since many types of distortions not
only make CAPTCHA less usable, but also reduceriigaontrol because system would have to
ignore some users’ mistakes or allow multiple aftenfor failed tests [87]. Examples of clutter
that confuse humans and do not improve securitgxtitbased CAPTCHAS include:

- Every background noise that is not similar to fooegd objects (Figure 69-a),

- Arcs thinner than the characters (Figure 69-b),

- Arcs with the same size as the characters (Fig9re: @he first vertical arc might be

confused with letter ‘I')

)
7
W

Figure 69: examples of degradations that confusedms and do not improve security; a) EZ-Gimpy[7],
b) Yahoo v.2.0[13]; and c)MSN [87]
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In contrast with examples of Figure 69, Figure fibves a CAPTCHA [64] in which clutters
are similar to the test objects. This CAPTCHA caefsimachines, but it is still usable.

Some CAPTCHAs are more distortion-tolerant whichanmge that a higher amount of
distortion has a few effects on their usabilityr Eagample, in the CAPTCHA of Figure 71, the
user does not need to recognize the objects coatygl¢hey only need to detect the orientation of
the image [44].

Sounds in Audio-based CAPTCHAs are distorted bkgamind noise. It can affect usability
in such a way that characters might be confuseld gach other. For example the user might not
be able to tell ‘v’ and ‘b’ apart [92].

Figure 70: An examples of degradations that daoofuse Figure 71: An example of a distortion-tolerant
humans and improve security: CAPTCHA zoo [64] CAPTCHA: Image Flip CAPTCHA [44]
5.2 Content

One of the most important considerations in satgcthe contents of a CAPTCHA should be its
usability. Important points about the contents td-based CAPTCHA include:

- The size of the character set: although a largeacher set improves security, it might have
negative effects on usability since a bigger charaset implies a higher number of
unknown characters and visually similar charadie3$.

- Using random strings or words in CAPTCHAs: Usinghdam strings makes the
CAPTCHA more difficult for the human, while it inreases robustness [87].

- The length of the string: While long strings ingeaobustness by reducing the success rate
of random guessing, they decrease usability [87].

- Using ambiguous characters such as ‘cl’ and ‘d’hhigpnfuse users [87].

Generally, the designer of a CAPTCHA can consitlerfollowing points about the contents
of the CAPTCHA to make it more usable:

- Being not offensive [87],

- Being independent of a certain language, age owlatme level [39] (dependency to a
certain language is one of the characteristicaidfcabased CAPTCHAS),

- Being suitable for all people including those wdibkabilities [60],

- Being usable not only on PCs, but also on smartph@@v],

- Bringing other social benefits such as helpingei@drand digitize old scripts (reCAPTCHA
[9]), finding home for pets (Asirra [34]), etc.

- Selecting a type of CAPTCHA among different avddaBAPTCHA systems based on the
user’s information [60].
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5.3  Presentation
The presentation of a CAPTCHA and its user-intexfsitould be designed to enhance usability.

In text-based CAPTCHAs, font type, font size anég® size affect CAPTCHA usability. In
some fonts, some characters might be similar aheasily distinguishable by humans. Large font
sizes are usually more convenient for human usece shey improve visibility [87].

In image-based CAPTCHASs, the size of the CAPTCHAGg®m is a factor of usability. Small
images reduce server-processing time, and acceldoatnload process and occupy less space in
webpage [94]. On the other hand, large images ame wisible and thus easier for humans to
response; they also reduce the probability of bjindssing and improve security. The size of the
image should be decided to make a balance betwsagility and robustness.

In audio-based CAPTCHAS, presentation of the CAPACH#bes not generally affect the
usability. However, Bigham and Cavender [92] diseasthat most current audio CAPTCHASs are
frustrating for blind users who use screen reatieraccess the CAPTCHA. The reason is that
using navigation elements to listen to and ansheiQAPTCHA distracts them and forces them to
miss the beginning of the CAPTCHA. Improving the ERCHA interface to solve this issue can
increase the usability of audio-based CAPTCHAford users.

In motion-based CAPTCHAS, the load time can be ghdrmaccording to the users’ network
limitations to enhance usability. It can be perfethby the animation quality and dimensions; and
by converting it to grayscale [95].

Other strategies to improve usability of CAPTCHA®er presentation dimension include:

- Appropriate use of colors: color can facilitate famrecognition and confuse OCR
systems. However, colors should be used propertydar not to cause negative impacts on
security or usability [96]. For example, fancy aflb schemes or color patterns should not
preferably be exploited because they usually cenfusnan, and also fail to resist attacks.
An example is displayed in Figure 72.

GRS

Figure 72: a colourful background that can be ga&sitracted by OCR programs [87]

CAPTCHASs' user interface: In different CAPTCHA sgmts, the users are asked to enter
their answers by different methods such as typivganswer, selecting from a dropdown
list, clicking the answer; or dragging and droppiagswers to boxes. While the most
common method is typing, mouse interaction metrevdsmore usable since they simplify
and accelerate the answering process. These mathposve robustness as well [91].
Partial credit algorithm [34]: Another strategydnhance usability is to give users partial
credit which means if they solve a test almostexity (e.g. 7/8), they are considered as
possible ‘human users’ and are shown another Bystpassing the second test almost
correct, the user is identified as a human and @etess to the protected resource. It is a
two-step algorithm that means two almost-corresaars are required. Converting it to a
one-step algorithm, which requires only one alnumstect answer (as can be seen in
reCAPTCHA [9]), would cause security problems.
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6 Discussion and Conclusions

In the development of most human-interaction cerggcurity mechanisms, a trade-off between
security and usability is required. A strategy timareases the security, in many cases reduces the
usability and vice versa. In the generation of CARESs, the weaknesses and limitations of many
text-based CAPTCHAs have made them vulnerable tackd. On the other hand, attempts to
increase their security have often made them vaificdt for humans. Hence, CAPTCHA
developers have been trying to explore alternathaels to design more usable and secure
CAPTCHAs. Image-based, audio-based, motion-basddhgthrid CAPTCHASs were proposed a
long time ago to overcome the restrictions of teased CAPTCHASs. The drawback of these types
of CAPTCHA is that preparing a substantially ladgabase of images, audio files or animation
clips that does not require human interventionctitegorization or labelling is close to impossible.
These limitations make many of them vulnerable timcks. To reduce the effects of these
limitations, new generation CAPTCHAS, interactivBARTCHAs, have been developed to
increase the complexity of traditional CAPTCHAs #dtackers. Interactive CAPTCHASs involve
more human intervention in their tests. They usesaactions such as clicking or drag-n-drop to
induce a form of response that is easier to proflorcekumans and more difficult for robots. They
offer a more enjoyable user-friendly human vertiima system. In addition, they improve the
security by adding new layers of complexity reqdite attack them. Based on this argument,
interactive CAPTCHAS seem to be the most promi§Siag® TCHA type.

In this article, we have introduced different tymé<CAPTCHAS (Table 2) and attacks against
them. Many attacks, especially on non-text-base®0C2HAs, are CAPTCHA specific. However,
some of the most well-known strategies in attacki&PTCHAs are summarized in Table 3. We
have also investigated the weaknesses of curreRXTCAIAs that make them vulnerable to these
attacks. Table 4 illustrates these flaws.

Table 2: Different types of CAPTCHAs Table 3: Attacks on CAPTCHAs
Text-based “English words” CAPTCHAs Pre-processing
“Random strings” CAPTCHAs Simple segmentation

Handwritten text CAPTCHAs
Linguistic knowledge CAPTCHAs

Vertical histogram
segmentation

Segmentation attackg

Interactive Text-based CAPTCHAs Color-filling segmentation

Non-English CAPTCHAs Snake segmentation
Image-based| CAPTCHAs based on detecting a ceftain Object recognition

object among other objects Pixel-count attack

Recognition attacks

CAPTCHAs based on detecting the Dictionary attack
common characteristic of objects Database attack
CAPTCHAs based on detecting a spegifici. Random guessing

part of the test image Social engineering attacks

CAPTCHAs based on swapping the
misplaced parts of the test image
Orientation-based CAPTCHAs

3D CAPTCHAs

Audio-based
Motion-based
Hybrid Dynamic CAPTCHAs

CAPTCHAs with multiple challenges
Multi-type CAPTCHAS

CAPTCHAs for smartphones
CAPTCHAs for people with disability
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Table 4: Major vulnerabilities of current CAPTCHAs
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Based on this study, major vulnerabilities of catr@éAPTCHAS include:

Small-size input set: Many current CAPTCHAS have small input spaces thake object
recognition or blind guessing easy for attackers.

Dissimilar objects: Most existing CAPTCHAs do not use similar elementsheir tests. It is
more straightforward for an attacker to distinguigttween “dissimilar” characters.
Receiving input from a physical keyboard:Using a standard keyboard implies having a limged
of characters which is a drawback for security.

Non-randomness in the presentation:The existence of fixed and predictable patternghim
layout of elements of a CAPTCHA makes them vulnierad» segmentation attacks.
Inappropriate use of colors: In many current CAPTCHA schemes, inappropriate afseolors
negatively affects security and usability.

Lack of proper degradations: The level and type of the distortions have not bedecdided properly in many
current CAPTCHAs.

Lack of limits on the number of attempts to solveasts:Allowing users, and apparently attackers, to
attempt several times to pass a challenge hasainegmpact on security.

Considering the discussed vulnerabilities of curr€@ APTCHAs, we propose a hew
interactive CAPTCHA that incorporates our suggestetlitions to the major flaws in existing
CAPTCHAs. Figure 73 illustrates a possible impletagan of this idea. This CAPTCHA will be
composed of a test (left rectangle) and a keyb@&ght rectangle).

7 more characters to match

CL L DL LR ]

5
=2

Figure 73: The proposed CAPTCHA

In this CAPTCHA, the user will be asked to find tberrect match for each test Unicode
character in the keyboard. The user can use zoofatilities or the color palette to reduce the
complexity of the noisy background and detect tharacters more easily. Strategies that will be
applied in designing this CAPTCHA that seek to the mentioned vulnerabilities include:
using the large Unicode as the input space, inotudimilar objects in the keyboard, using a
virtual keyboard instead of a physical keyboardpnporating randomness in the design including
random size, number and position of the test aythdard characters; and, a color representation
that takes into account security and usability merations.
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These approaches are discussed in the remainti@s section.

Input Space: The small input space of most current CAPTCHASluding text-based, image-based,
audio-based and motion-based CAPTCHAS, reduces sieeurity by allowing easier database
attacks, automatic object recognition or blind gimg attacks. Almost no text-based CAPTCHA
has considered using a large input space. Thisllimgviess to incorporate larger character sets in
CAPTCHAs might stem from two groups of complicasoa) CAPTCHA design implications b)
user experience implications. A standard keyboarithvis the main input device for the majority
of text-based CAPTCHAs does not readily suppodrgd number of characters. It only supports
Latin characters — or only a few selected charasses at any time. Using a larger character space
would require CAPTCHA designers to design virtualytkoards that would cause additional
difficulties for them. Another major concern in gding these extensions lies in designers’
prediction of negative user reactions. Using unfaminput spaces would lead to higher cognitive
loads on CAPTCHA solvers which could cause disfati®on or discomfort for them. CAPTCHA
users experience lower cognitive loads in solviesfs whose elements include or resemble their
known character sets [93].

On the other hand, the supporters of image-basdTCAIAs believe that in contrast to text-
based CAPTCHAs that have a small input space, ifbaged CAPTCHASs can enjoy a large
amount of images coming from public or private dates [34] through the Internet. However,
populating the database is a major issue withneadige-based CAPTCHAs. An important problem
with using images is that the CAPTCHA producer &t does not know the meaning of each
image unless it is separately available. Consetyantlike text CAPTCHAS which can use any
random combination of characters in their challsngiescriptive information for images in image
CAPTCHAs are required to be provided by a humarbellmmg the name or category of each
image by a human produces extra initial costs imseof both time and money. Moreover, there
may be legal issues in using the crawled imagextij

According to the above arguments, the lack of gdainput space that can be produced
automatically is still an issue. Unicode, with aepuial capacity of over 1 million characters and
approximately 110,000 encoded characters, is olutiso for this problem. Using a variety of
fonts and font variations (size, style, weight, thicetc.) to represent Unicode characters makes the
input space much larger. For example, if 10 fonid 4 font variations can display each character,
the size of the input space will be 4,400,000.his targe input space, every element is referable
and retrievable without requiring human interventio

From a security viewpoint, using such a spaciopstiset will highly reduce the likelihood of
the challenge being solved by either pattern retiognalgorithms or random guessing. From a
usability viewpoint, people are more comfortablehwiamiliar characters and the existence of
unfamiliar characters in this CAPTCHA could poteliyi cause some complications for users.
However, in the proposed CAPTCHA, the users wilt have to recognize a character and its
linguistic meaning; they are only required to matome shapes.

Using similar objects in tests:One of the weaknesses of current CAPTCHASs is theit tests include

objects that are dissimilar. Dissimilar items candistinguished by attackers more easily since
they have features that are more different. To awprthe security, a designer can employ
“similar” objects. Similarity can confuse patteracognition programs. When two images are
visually similar, it is much easier for humans écagnize the slight difference between them than
it is for a computer program [64]. Currently, omlffew CAPTCHAS have tried to use this strategy
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in their tests (e.g. [64], [51]). The problem withese CAPTCHAs is that, due to the size
restrictions of their input dataset, the numbesidiilar objects is limited, and often the similgrit
of objects required to be decided manually.

Unicode, containing a large number of similar chtees solves this problem for us. In fact,
Unicode not only gives us an automatically-generdaege input space, but also provides us with

a lot of similar objects. An example of similar ebjs in the Unicode |Xand <Y which are two
different Sinhala characters. Although includingni&r objects in tests leads to stronger
CAPTCHAs, solving such tests is also more challegdior humans. Hence, only a limited
number of similar objects should be included iest.t

Virtual keyboard: Physical keyboards have been the main charactet dgvice since the advent of
modern computers. Despite the general ease ohasstandard keyboards afford computer users,
their adoption for solving CAPTCHAs has introducadmajor design constraint, namely, the
limitation of the input space to the one offeredthg keyboard. It is conceivable that removing
this constraint from the CAPTCHA design processnspgew avenues for developing more secure
CAPTCHAs.

Using virtual keyboards instead of a physical keydan a CAPTCHA adds extra burden on
any algorithm trying to break it. A virtual keybaohis an image which is a (potentially varying)
part of the screen; a high computational compleisityequired to process a robust virtual keyboard
and segment the characters by attackers who capeisereen and try to analyse the screenshot in
order to break the keyboard. From a usability viein a virtual keyboard does not put extra load
on the user. In fact, it is even easier for someruso use the mouse to input information by a
virtual keyboard rather than typing on a standaybloard.

In the proposed CAPTCHA, resorting to Unicode as tharacter set of the CAPTCHA
implies the need for a virtual keyboard. We wik@lemploy strategies that can make the virtual
keyboard more secure. These strategies includeonasimthg the number of keyboard characters,
their sizes and their positions and having a ndisgkground to impede segmentation for
machines.

Randomness in the presentation of CAPTCHA testWhat makes a robot powerful in segmenting current
CAPTCHA images is invariance and using limited guai$ in their presentations. Increasing the
amount of randomness will confuse machines andttfieiin to determine the correct number of
segments in a test image. In text-based CAPTCH#sead of regular rectangular box that most
current CAPTCHAs use, other shapes such as a airbolx can be exploited. Characters can be
juxtaposed in any direction such as right to lefvertical; or they can be positioned randomly to
make segmentation harder. The number of charactaykl also vary from one challenge to
another [82]. For image-based CAPTCHAS, randomtjpposng of the images, different-shaped
boxes and random background dimensions and for &a@atnCAPTCHASs, random number of
frames and random frame delay [95] can reducerthigapility of segmentation attacks.

In the presentation of the proposed CAPTCHA, adbtRandomness will be employed
including random number, size, location and cofdhe test and keyboard characters.

Appropriate use of colors Applying color to CAPTCHA tests can improve seatusince both OCR
programs and segmentation algorithms perform poefiile dealing with color images. In the
proposed CAPTCHA, multiple colors will be used ioth background and foreground. The same
colors exist in background and foreground to mahke distinction between foreground and
background difficult for an attacker. To increasedomness, the number of the colors and their
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hue will be selected randomly. Moreover, Insteadasifd colors, color gradients will be employed
to prevent attackers from using ‘color’ as a cloedegmentation.

Applying degradations properly: One strategy to produce robust CAPTCHASs is tolyapppropriate
degradations to the test. Various distortions psepddo degrade text-based CAPTCHAs including
blurring, adding random noise, interference by mmehape masks [14], background clutters
such as grids and gradients [13]; random sheaddding intersecting or non-intersecting arcs;
and crowding letters together to remove white spdmween them [13]. Similarly, for image-
based CAPTCHAs, degradations such as overlappifigreiit images of a test to hide their
boundaries, creating false boundaries [35] andimgebackground noise, which is similar to test
objects, have been proposed. For audio-based CAREC&tlding noise such as white noise, sine
waves, cracks, and voices similar to foregroundhdois suggested [51]. However, it should be
noted that adding distortions directly affects tisability of a CAPTCHA.

Recognizing objects in an over-distorted test fadilt or impossible for humans. Hence, it is
very important to determine what distortion methsitbuld be applied to the test. Sometimes
distortions not only reduce human recognition, thely also do not improve the robustness of the
system. Such distortions can be removed by sinnpdgjé processing methods [87].

In the proposed CAPTCHA, the availability of baatgnd noise which can be similar to some
of the Unicode characters in terms of shape, coldocation can potentially baffle attackers. In
order to improve the usability and to help humaarsigo recognize target objects in the noisy
background, they will be provided with zooming ardior-filtering tools.

Limiting the number of attempts to solve a test:A strategy to make CAPTCHAs stronger is imposing
restrictions on the number of CAPTCHAs a user ecgnthe maximum number of attempts to
solve a test, and the duration of the validity ¢ést [90]. If an IP address tries to downloadrgda
number of CAPTCHASs, it might be a robot trying tollect the CAPTCHA database. If an IP
address performs several attempts on a test odspeiot of time solving a test, it is probably a
computer program trying to solve the test by randprassing or image processing attacks. Such
IPs can be deprived of the service after a maximumber of attempts or at a given time [77].
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