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Abstract

With IPv4 addresses being exhausted, network engineers and researchers
are encouraged to adopt IPv6. But before using the IPv6 network directly,
engineers need to test their hardware and network performance under new
conditions of IPv6 as it has an extended address, high complexity, overhead
performance, and IPsec complications. As routing protocols play a crucial
role in network performance, it leads to a network’s extended performance
by finding the shortest path, good throughput, and lowest delay. As the
specifications, viz. frame structure for IPv4 and IPv6 are entirely different,
there are modified routing protocols specified for [Pv6. Routing Information
Protocol (RIP) and Routing Information Protocol Next Generation (RIPng)
are distance vector routing protocols and use hop count as a cost. In this
paper, we have used RIPng on the IPv6 addressing network and RIP on the
IPv4 addressing network and then analyze and compare them on the basis of
different performance parameters. For this comparison, three different appli-
cations — File Transfer Protocol (FTP), DB Query (DataBase), and electronic
mail (e-mail) — are set on a network consisting of three different subnets, each
having a diverse network topology. The performance parameters analyzed
are global and object statistics, viz. ethernet delay, number of hops, applica-
tions response time, background traffic delay, traffic dropped, point-to-point
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links throughput, links utilization, and links queuing delay. The experimental
results determine the strength of the routing protocols. Thus, the quantitative
results give the option to choose the routing protocol according to the network
scenarios. In terms of ethernet delay, traffic dropped, network convergence,
and security, it is found that the RIPng_IPv6 network performs better than
RIP_IPv4. RIPng_IPv6 has an ethernet delay of 2.9 milliseconds, traffic
dropped of 0.29 packets/second, and network convergence of 17 seconds less
than RIP_IPv4 values. However, the RIP_IPv4 network is scalable, uses less
hop, and has 40 milliseconds of traffic delay, while RIPng_IPv6 has 0.40
seconds of traffic delay. RIP_IPv4 also has a better response time for all three
applications, FTP as 100 milliseconds, DB as 40 milliseconds, and e-mail as
20 milliseconds which is much less than the values obtained for RIPng_IPv6
network. Therefore, according to the performance requirements, the network
engineers/operators or researchers can use either the existing IPv4 network
or a new IPv6 network to achieve the Quality of Service (QoS) target level.

Keywords: Internet Protocol (IP), IPv4, IPv6, Routing Protocols, Routing
Information Protocol (RIP), Routing Information Protocol Next Generation
(RIPng).

1 Introduction

The data users and their devices are growing exponentially in this modern
world, so is the data communication between networks. Each device needs
a unique Internet protocol (IP) before connecting to the Internet. The IP
is the network/Internet layer of Transmission Control Protocol and Internet
Protocol (TCP/IP) protocol used to recognize nodes or host addresses to route
data on the packet-switched internetwork. Thus, IPv4 had been proposed;
IPv4 was developed in the early 1980s and has been in use since then. It
gave 4,294,967,296 unique addresses. In 2011, the Asia Pacific Network
Information center already informed that it had allotted the last group of
IPv4 addresses from the Internet Assigned Numbers Authority. Therefore,
it is understood that all the addresses are consumed, and, now, we must move
toward IPv6 adoption. As the entire network is already developed on IPv4,
therefore, instead of completely migrating from IPv4 to IPv6, it is suggested
to use IPv6 within IPv4. Thus, the users can significantly use IPv6 with
existing IPv4, reducing the cost and other adoption hurdles. In 1998, IPv6
was considered as a draft standard to resolve the issues faced in IPv4. It is also
found that IPv6 gives up to 340 undecillion (3.4 x 103®) addresses, which are
huge in number than IPv4. The transition from IPv4 to IPv6 is already started,
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and different transition techniques are used, which dynamically tunnel IPv6
packets to IPv4 networks [1]. Currently, the adoption of IPv6 is slow due to
many inflexibilities faced during the transition from IPv4 to IPv6 [2].

Various additional features of IPv6 with regard to IPv4 are given
below [3]:

(1) Layer address space: more address space.

(2) Better header format: Options are separated from Base Header.

(3) New options: Additional functionalities.

(4) IPv6 uses network address translation.

(5) More security supported: Options for authentication and encryption.

(6) Support for resources allocation: Two extra fields as compared to IPv4
for special handling of the packet. They are the flow label and traffic
class.

(7) Allow extension: Extension of the protocol.

2128 _ 232 — 296

As already discussed above, IPv6 has various additional features than
IPv4 but also has some issues like high complexity, performance overhead,
IPsec complications, and IPv4 to IPv6 compatibility. The main comparison
between IPv4 and IPv6 is shown in Table 1.

Table 1 Comparison between IPv4 and IPv6

IP Version IPv4 IPv6

Size of address 32 Bit, 4 sets of 8 Bits 128 Bit, 8 sets of 16 Bits

Number of addresses | 4.3 Billion Addresses 340 undecillion addresses

Address notation Dot decimal e.g., 192.168.0.1 | Colon hexadecimal e.g.,

2463:758A:47CB:0111

Security Optional IPsec Compulsory IPsec

Header length Variable length header (20-40 | Fixed length header (40 bytes)
bytes)

Addressing Broadcast addressing Multicast addressing

As per the study, it is also found that in the IPv6 network, different
geographic areas have variations in performances of IPv6. This effect also
affects the simulation results in this paper [4, 5].

The Internet plays an essential role in communication networks by utiliz-
ing routing protocols to transmit data packets across different networks [6].
Routing is responsible for route selection, identification, and delivery of pack-
ets, and two different routing methods are static and dynamic. In contrast,
two classes of routing are called distance-vector and link-state routing [7, 8].
In static routing, the administrator can manually format the information,
whereas, in dynamic routing, a router can learn from other sources [9]. A
routers routing table can contain static or dynamic routes or both routes,
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and administrators make decisions for route selection. There are a number
of routing protocols classified on this principle, and each routing protocol
has a different routing algorithm. These routing protocols have different
specifications for the IPv4 and IPv6 networks, and their classification is
shown in Figure 1 [9, 10].

Types of Further Protocols for Protocols for
Protocols Classification IPv4 IPv6

RIPng

EIGRPV6

Static

\

OSPFv3

/

PN

Dynamic '
IS-IS for IPv6

A wvp-BGPa

Figure 1 Routing protocols.

An IPv4 routing protocol may use in IPv6, but IPv6 routing protocols
cannot be used in IPv4 as they are the enhanced versions of IPv4 protocols
with changed long header structure. Due to its more extended design, more
information is carried by routing updates.

Routing information protocol (RIP) is a dynamic routing interior gateway
protocol that uses a distance vector routing algorithm for the selection of
the shortest path to reach from source to destination. It has three versions
RIPv1, RIPv2, and routing information protocol next generation (RIPng).
In this paper, RIPv2 and RIPng are used on IPv4 and IPv6 addressing
networks, respectively. The reason for using these protocols is that many
existing networks are still using them and will use them in future networks,
as they are easy to configure for real-time networks with respect to other
routing protocols. They prevent a loop in the network due to limited hop
count. Also, RIP supports IPv6 as RIPng. The RIPv2 is used as RIP, and
RIPng is an extension of RIPv2. They are the primary routing protocols that
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are used to route traffic in smaller or average networks with a maximum hop
count of 15. The value of 16 is stated as infinite distance. They use hop count
as their metric, and the routing table is maintained to find the optimal path
between source to destination delivery. Some main differences between RIP
and RIPng are shown in Table 2 [11-14].

Table 2 Difference between RIP and RIPng

Specifications RIP RIPng

IP support IPv4 IPv6
Transport port UDP port-520 | UDP port-521
Authentication RIP specific IPv6 (IPsec)
Multicast address 224.0.0.9 FF02::9

Many administrators are changing their networks to encourage better
Internet applications, requiring a proper network evaluation. The network
evaluation permits us to assess new-fangled ideas, detect problems and bottle-
necks, and optimize already available systems. Various simulation software
is used to get good reference value for network evaluation that helps us to
obtain better-optimized networks. In real-time scenarios, the most econom-
ical approach is to develop a project of an existing network and then run
it on a Riverbed network modeler to find whether the current network is
suitable enough to provide the new Internet amenities. Thus, these network
modelers are essential for finding and studying the network’s performance
and problems. Also, the selection of optimal routing protocols is a critical
task, and it helps to decide the performance of a network based on various
requirements and different evaluation parameters.

From the study [10, 11], and [16-23] (which is also detailed in the related
work section below), it is found that the parameters end-to-end delay, appli-
cations response time, convergence time, packet delay, jitter, traffic dropped,
traffic sent, and traffic received play a vital role. However, for the applications
file transfer protocol (FTP), DB Query (DataBase), and electronic mail (e-
mail), there is no evaluation done for the parameters ethernet delay, the
number of hops, background traffic delay, point-to-point links throughput,
links utilization, and links queuing delay. Therefore, these parameters are
evaluated in the paper. These parameters are important as the applications
used in the paper are widely used in real-time networks. Therefore, the total
parameters evaluated in this paper are ethernet delay, response time, the
number of hops, applications response time, background traffic delay, traffic
dropped, convergence duration, traffic sent and received, point-to-point links
throughput, links utilization, links queuing delay, security, and scalability of
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the network. This work is helpful for the network engineers/operators and

researchers that are willing to use or find out the best among RIP and RIPng

routing protocols on respective IP addressing network. This paper can help to

know in advance the routing protocol’s performance for real-time networks.
The objectives of the paper are as follows:

* The proposed work defines IPv4 and IPv6 addressing networks.

* Proposed work implements and studies the impact of two routing pro-
tocol’s RIP on IPv4 addressing network and RIPng on IPv6 addressing
network, respectively.

* Analyze, identify, and compare IPv4 with RIP and IPv6 with RIPng in
terms of ethernet delay, the number of hops, application response time,
background traffic delay, traffic dropped, point-to-point throughput, link
utilization, and queuing delay, and find the best.

In this paper, the RIP with IPv4 addressing network is also named as
RIP_IPv4 network, and RIPng with IPv6 addressing network is named as
RIPng_IPv6 network.

The proposed work methodology flowchart is shown in Figure 2. The
graphical representation describes the different steps required to accomplish
the work done. All eight steps are shown in the figure. The first and second
steps are to identify and design the network according to the requirements
and network specifications. The network’s requirements and specifications
are discussed in the third section of the paper. As the network is simulated
for IPv4 and IPv6, in step 3, the network is configured for two different
addresses. The fourth step is to configure the network for IPv4 and IPv6
routing protocols. As the network performance is evaluated based on different
applications, the next step is defining these applications for the network using
application and profile configuration modules available in the software. In
the next step, the defined applications are also configured on the network’s
workstations for transmission of data from respective source to destination.
The paper’s main aim is to evaluate the performance of the network; thus, in
the next step, all the global and object parameters considered in this paper are
to be defined for the network. The parameters considered are shown in the
figure and also discussed later in Section 4 of this paper. Finally, the network
is simulated for the required simulation time, and the results are evaluated
and compared for the analysis, and the comparison is made.

After the introduction in Section 1, Section 2 discusses the related work,
and Section 3 describes the simulation methodology, Section 4 discusses
simulation analysis and results for global and object statistics, followed by
Section 5, which concludes and gives the future scope of work.
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Identify and Design Network on Simulator

Define Subnets and their Toplogy

v

Define Networks for IPv4 and IPv6 Addressing Respectively

Define RIP on IPv4 Netwok and RIPng on IPv6 Network

Configure Profile Configuration Module, and Application Configuration
Module for - FTP , DB Query, and E-mail Applications

!

Configure Subnets, nodes or toplogies according to applications defined

Select Simulation Performance Statistics for Global statistics, Object Statistics
and Link Statistics
as ethernet delay, response time, the number of hops, applications response
time, background traffic delay, traffic dropped, convergence duration, traffic
sent and received, point to point links throughput, links utilization, links
queuing delay, security and scalability of the network

Run Network, Set Simulation Duration, Analyse and Compare results

Figure 2 Proposed work methodology flowchart.

2 Related Work

Various related papers have been studied using a riverbed mod-
eler/OPNET/Packet Tracer. The detailed study of their analysis is shown
in Table 3 regarding different routing protocols used in the network and
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applications considered, their network topology, and results obtained for
different performance parameters from the network simulation. In 2012,
Clore et al. evaluated the IPv6 performance with a loop module using the
OPNET modeler. The applications tested were ICMPv6 ping messages, TCP,
and HTTP messages, and a network consists of a set of routers connected
with two physical nodes. The physical nodes were virtual machines that were
hosted on the same machine that runs OPNET Modeler. The virtual machine’s
network interfaces were bridged with two separate network interface cards
that were installed on the host machine. However, the results showed that
this module was not fully supported by the network while handling the
packets. The simulated network consisted of two routers, two workstations,
and two-loop stations [24].

Different authors simulated their network for different applications, and
these were voice and video conferencing, video streaming, VOIP, FTP, HTTP,
e-mail, and DB Query applications. It is observed that authors evaluated their
network performance parameters as end-to-end delay, applications response
time, convergence time, packet delay, jitter, traffic dropped, traffic sent, and
traffic received. Therefore, these parameters play an important role in the
analysis of the network. So in this paper, we have made the analysis based on
these parameters also.

3 Simulation Methodology

Simulations are the right approach for studying the performances and dis-
cover the causes of the problem in a network. One of the fastest simulation
software is Riverbed Modeler (earlier known as OPNET modeler), which
models, designs, and analyzes communication networks. Its 17.5 academic
edition is used in this paper [25]. This modeler is used to analyze numerous
performance parameters for both wired and wireless networks [25, 26]. Its
acceptance in the performance network modeling community and its contin-
uous data of precise impression in actual life communication protocols and
hardware modules makes Riverbed Modeler a comprehensive development
environment tool [24, 25]. The Riverbed Modeler allows us for easy operation
and provides detailed and real-time results.

The proposed network topology is inspected and studied to develop the
simulation’s network model [24, 27]. The network simulations do not select
statistics itself [9], and for each scene, the statistics are chosen manually for
the simulation.



1340 N. Jain et al.

In this section, we will discuss the network topology and configuration
modules used for the network simulation.

3.1 Network Topology

The proposed network’s topology consists of three subnets located for three
different areas as subnet_China, subnet_Georgia, and subnet_India. There
are various reasons for considering these areas. China is the world’s most
populous country, and with 904 million Internet users, it has unarguably
got the highest number of Internet users globally. China has 63.3% Internet
penetration [29], which is midway between developed countries (US —96.3%
and Japan — 90.9%) and developing countries (Somalia 2% and Afghanistan
11.5%). On the other end of the spectrum is Georgia. Georgia has a very
similar Internet penetration as China’s (60.5%) and yet a much lower popu-
lation (2.4 million). This presents an exciting mix of Internet demographics
and two spectrums of Internet evolution to study. On the other hand, India
has an Internet penetration of 54.4% but a much more complex demographic
landscape with varying Internet infrastructure capabilities and consumption
patterns in rural and urban regions [30].

Figure 3(a)-(d) shows the proposed main network and the respective
subnet’s internal topology. In the network, all three subnets are connected

3(a) Main network.
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3(b) Subnet_Georgia network.

3(c) Subnet_India network.

to the Internet via IP32 Cloud. The data communication takes place from the
node selected to communicate for the defined application to the application
server in its area or different area and vice versa. The node’s applications
are defined through the application configuration module, and their profiles
are defined through the profile configuration module, which is discussed in
detail below. Table 4 gives general functions supported by protocols and
port interface descriptions of objects or devices used in the network. In the
given table, the node used as the workstation supports different protocols
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3(d) Subnet_China network.
Figure 3 Main network with their subnets.

Table 4 Characteristics description table of node, firewall, router, and server

Node Firewall Router Server
Main ‘Workstation Gateway, firewall, | Routing of data Server
functions multihomed-
server
Protocols Ethernet, Fast Ethernet, RIP, IEEE 802.3, IEEE Ethernet, Fast
supported Ethernet, Gigabit | OSPF, BGP, 802.5, UDP, IP, ATM, | Ethernet, Gigabit
Ethernet, UDP, IGRP, IP, UDP, ANSITI1.618, RIP, Ethernet, RIP,
RIP, OSPF, TCP, |and TCP and OSPF OSPF, TCP, IP,
and IP and UDP
Interface One ethernet Ethernet Six ethernet hub One ethernet
description connection at 10, | connections at 10, | connections at 10 connection at 10,
(Port) 100, or 1000 100, or 1000 Mbps. 100, or 1000
Mbps Mbps. Four IP serial Mbps
Eight serial line IP | connections at

connections at
pickable data rates

pickable data rates

Four frame relay
serial connections at
pickable data rates

Four token ring
connections at 4 or 16
Mbps

One ATM connection

Fast Ethernet hub
connections at 100
Mbps
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like Ethernet, Fast Ethernet, Gigabit Ethernet, UDP, RIP, OSPF, TCP, and IP,
and this node supportx Ethernet connection at 10, 100, or 1000 Mbps and
similarly for others objects like firewall, servers, and routers.

The three subnets require different objects and links for their topology,
the number of workstations/nodes, and their specifications, as explained in
Table 5. The star topology is implemented in the network as this is a highly
reliable and high performing topology with a high speed of transmission and
no data collision.

Table S Description of three subnets

Subnets Subnet_Georgia Subnet_India Subnet_China

Topology | Star Star Star

Nodes 8 8 6

Routers | 2 CS_7000_6s_a_e6_ |2 2
fe2_fr4_fl4_trd CS_7000_6s_a_e6_fe2_ | CS_7000_6s_a_e6_fe2_|
(Cisco 7000) frd_fl4_tr4 fr4_fl4_tr4

(Cisco 7000) (Cisco 7000)

Switch eth16_ethch16_fddil6_ | eth16_ethch16_ eth16_ethch16_fddil6_
tr16_switch fddil6_tr16_switch tr16_switch

Server File File File
Database Database Database
E-mail E-mail E-mail

Firewall | Cisco 7507 Ethernet Cisco 7507 Ethernet Cisco 7507 Ethernet
slip8 firewall slip8 firewall slip8 firewall

Link External Link — External Link — External Link —
PPP_DS1 PPP_DS1 PPP_DSI1
Internal link — Internal link — Internal link —
100BaseT 100BaseT 100BaseT

3.2 Configuration Module

The configuration modules are important and required for the application
definitions and their descriptions. These are configured in the proposed net-
work as per the application’s requirements. The two essential configuration
modules are the application configuration module and profile configuration
module [31] and are shown in Figure 4.
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Configuration
Modules

Application Profile
Configuration Configuration

Figure 4 Configuration modules.

3.2.1 Application configuration

This module defines the application definitions, MOS, and voice encoder
schemes for the network. The application definitions have various application
description attributes. These are the database (DB), FTP, HTTP, e-mail,
print, remote login, peer-to-peer file sharing, voice, video conferencing, and
video streaming. It supports several communication systems with many voice
conversion settings.

The various voice encoder schemes that can be under application config-
uration are PCM, ACELP, MP-MLQ, RPE-LTP, ACELP, VSELP, ADPCM,
LD-CELP, and CS-ACELP.

The applications used in this paper are named as DB Application, FTP
Application, and E-mail Application. Each of the applications has to be
defined for the type of load through the application module attribute. Table 6
shows the applications and their load type used in the network. All three
applications can be opted for either application type as per varying load
requirements of no load, low load, medium load, and high load. Figure 5
shows the Riverbed layout of the application configuration table for appli-
cation e-mail for defining the application type. Similarly, other application
types have to be defined for the network.

Table 6 Applications specification

Applications Application Types Meaning
DB Application Database as High Load | Specifying high load database activities
FTP Application FTP as High Load Specifying high load file transfer

protocol activities
E-mail Application | E-mail as High Load Specifying high load e-mail activities
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I# (Application Config) Attributes I (2pplication Definitions) Table

Type: [utity Name [ Description
[Atibte Emal Applcation Emai Appication [N

name FTP Application  FTP Application  {..)
model DB Application DB Application ()

x position
¥ position
threshold Attribute
ican name ¥ roE
creation source i i
creation timestamp = Fows  Dis || E::ﬂbm
creaton data Detais Fomoe | Shui i
Iabel color i
(@ @ Applcation Definiions )

® MOS
(@ ® Voice Encoder Schemes All Schemes
@ |- hostname
@ i minimized icon circle/H708030
@ ol
Exter

nded .| | Model Detais | | Obiect Documentation |

I (Description) Table

@
@
@
@
@
@
@
@
@
@

@ | B

Look in
& Subsiring E \,Ma\mas IV Adyanced
e Sl ‘alues E
" BegBx |7 Possile values I™ Aoply to selected objects

¥ Tacs ok || Goned |

Figure 5 Application configuration table.

3.2.2 Profile configuration

The profile configuration defines the profiles of user behavior for the network.
The design of the network considered has three profiles named DB, FTP,
and e-mail. Each application profile is described in terms of parameters as
the operation mode, start time, duration, and repeatability. These profiles are
based on different application definitions, and all profiles are configured to
run simultaneously [28]. Figure 6 shows the configuration table for the profile

I | { et Ton | Durnten | Femaatatsity
Hame | | Mede |ecends) | meconda) |

£t (N Sel (Orievess) wrfirm (100 110) End of Seendatin Orice St Trve
FIP FTP () ‘Seial (rrteenct]) untomms (00,1101 End of Seiatiors Once ot St Time
DRDE 1) Setal Drdesed) unfioms (1001 M End of Seradmon Cince o Sat Time

Figure 6 Profile configuration table.
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e-mail. Similarly, all the profiles have to be defined for the network. The
profile table contains a list of applications based on the network applications
considered in this paper.

The applications and profiles are now defined on nodes and servers used
for the data transfer. This is achieved by configuring the objects through the
object attribute.

4 Simulation Analysis and Results

In the subnet_India, node_1 is defined for the application FTP, node_3 is
defined for the application e-mail, and node_7 is defined for the application
DB. In the subnet_China, node_2 is defined for the application FTP, node_3
is defined for the application e-mail, and node_5 is defined for the applica-
tion DB. In the subnet_Georgia, node_0 is defined for the application FTP,
node_3 is defined for the application e-mail, and node_6 is defined for the
application DB.

In this paper, the node_3 from subnet_India sends a data request to the
e-mail server in the Georgia_subnet through router main India to the Georgia
main router. The e-mail server in the Georgia_subnet sends a reply from the
e-mail server to the India_subnet through Georgia main router. Similarly, DB
and FTP application connection is established from node_7 to DB server and
node_1 to FTP server for the same two subnets. The network is designed
in such a way that each subnet can establish a connection between other
subnets.

The network is simulated for 30 minutes, and the total events simulated
are 1,808,998. The simulation progress parameters are shown in Table 7.
This section discusses the performance parameters analyzed and their results
obtained with their comparison for both IP networks.

Table 7 Simulation progress table

Simulation Parameters Values
Simulated time 30 minutes 0 seconds
Total events 1,808,998
Average speed 120,672 events/seconds
Elapsed time 15 seconds

DES log 201 entries
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4.1 Performance Parameters

As already discussed, the paper aims to analyze the performance of routing
protocols for different IP networks. The various parameters are diagnosed
after the simulation, and then a comparison is made for RIP_IPv4 network
and RIPng_IPv6 network. In this section, RIP_IPv4 is named IPv4, and
RIPng_IPv6 is named IPv6 for simplicity, especially in the figures and
parameters result discussion. The parameters are defined using Discrete
Event Simulation (DES) in the modeler. It allows the researcher or oper-
ator to choose the appropriate performance parameters according to the
requirements.

Table 8 categorized the different performance parameters as global and
object statistics.

Table 8 Performance parameters

Statistics | Technology Application Parameter Unit
Global 1Pv4, IPv6 Delay Ethernet delay Second
DB Query, FTP, E-mail | Response time Second
Traffic sent Packets/Second
Traffic received Packets/Second
IP Background traffic Second
delay
Network Second
convergence
duration
Number of hops Unit less
Traffic dropped Packets/second
IPv4 RIP Traffic received and | Packets/Second
traffic sent
IPv6 RIPng Traffic received and | Packets/Second
traffic sent
Object 1Pv4, IPv6 Point-to-point link Link throughput Packets/Second
Link utilization -
Link queuing delay Second

Figure 7 shows the different IP addressing networks with their respective
routing protocol: 7(a) RIP_IPv4 network and 7(b) RIPng_IPv6 network. R
defines the RIP routing protocol in the figure, and RS represents the RIPng
routing protocol in the network.
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7(b) RIPng_IPv6 network.
Figure 7 Proposed network.
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4.2 Results

The analysis of all global and object statistics is discussed below.

4.2.1 Global statistics

The term global means for the complete network. The two simultaneous
addressing networks, one for IPv4 and the other for IPv6, are analyzed
and compared together for the results. The parameter values calculated are
average values and are calculated from the values obtained by simulating
the network over a simulation period. The definitions of all the performance
parameters considered are given in Figure 8.

Ethernet Delay * End to end delay of packets received by all stations

« It is the total time when DB Query Application database sends the
DB Query Response Time request to the server to the time it receives a response the packet from
sever

« It is the total time to send an email request to the server to the time of

Email Download Response Time reply emails by the email server

« It is the total time to the client application sends a request to the

FTP Download Response Time a3 a
server to the time it receives a response packet from server

« It is an end to end delay of background traffic flow information
between flow’s source and destination

Background Traffic Delay

Network Convergence Duration « It is the time at which IP forwarding table convergence has achieved

« It is the average number of hops required by packets in order to reach

Number of Hops to destination

« It is the number of IP datagrams dropped by all nodes in the network

Tt i across all interfaces

Figure 8 Definitions of performance parameters.

* Ethernet Delay

Several packets are required to transmit data to the node, and these are
transmitted as bursts of packets. Buffering of packets is done for smooth
delivery; otherwise, the packets may get lost. The delay rate is also dependent
on the size of the packet: the smaller the packet, the faster the delivery.
According to the results, IPv4 and IPv6 both have delay fluctuations at the
beginning of the simulation as they both are receiving packets continuously,
but as the time increases further, buffering smoothens, and delay becomes
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constant as 0.0035 seconds for IPv4 and 0.0030 seconds for IPv6. From the
above comparison, it is found that IPv6 ethernet delay is better as compared
to IPv4 for the required network, as shown in Figure 9.

B Comparaszion between IPv4 and IPwE-IPv4-DES-1
B Comparazion between IPv4 and IPwE-IPvE-DES-1

average (in Ethernet Delay (sec))

0.0040
0.0035
0.0030

- _’/

00020

0.0015

0.0010

0.0005

0.0000 4 z " =
Omin 1 0min 20min 30min

Figure 9 Ethernet delay.

* Response time

For IPv4, FTP download has a very high response time while the DB
query has less and e-mail download has the lowest response time. All
application response times are constant with increasing time. However, before
the end of the simulation, FTP download response time takes step change and
becomes stable. For IPv6, all applications have almost equal response time
for initial minutes, but as time exceeds further, their response time changes.
It is found that FTP download has minimum response time, but suddenly at
28 seconds, it takes a step change to the response time value of 100. E-mail
download has a minimum response time than DB query response time, but
after 13 minutes, both have almost equal response time, and in the end, e-
mail download response time starts decreasing. The results graph of response
time for IPv4 and IPv6 is shown in Figures 10 and 11, respectively. From the
analysis, IPv4 has a better DB query, e-mail download, and FTP download
response time than IPv6. As IPv6 has a higher packet overhead than IPv4, it
gives limited buffering. Some other factors, like service time, wait time, and
transmission time, may also affect response time performance.
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B average (in DB Guery Response Time (sec))

B average (in Email Download Response Time (sec))
O average (in Fip Download Responze Time (sec))
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Figure 10 DB Query, e-mail, and FTP response time for IPv4.

H average (in DB Guery Response Time (sec))

W average (in Email Dovenload Response Time (sec))
O average (in Ftp Download Response Time (sec))
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Figure 11 DB Query, e-mail, and FTP response time for IPv6.

* Background Traffic Delay

The performance of the network is also affected when there is a back-
ground traffic load. Usually, a threshold value is set for background traffic
load, relying on the number of packets and their packet size. The threshold
value defines the negative and positive effects of delays on a network [32].
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According to the results obtained, the average background traffic delay for
IPv6 is higher than IPv4 for the same duration of time. The step function in
the result obtained in the graph states that the arrival rate is, to some extent,
higher than the processed rate; therefore, delay steps are progressively higher
and higher, which is shown in Figure 12. Resource management strategies
can help to improve this value for IPv6. From the above comparison, it is
found that IPv6 has a higher background traffic delay than IPv4.

B Comparssion between IPyd and IPvE-IPv4-DES-1
B Compatasion between IPv4 and [PvE-IPvE-DES-1

IP Background Traffic Delay (sec)

45+

354

054

o4
T T T T T T
Omin Smin 1 0min 15min 20min 23min S0min

Figure 12 Background traffic delay.

* Number of Hops and Network Convergence Duration

IPv4, time to live, and in IPv6, the hop limit field defines the maximum
time and maximum hop number that can be used by the packet before it
gets discarded. The different geographic areas that are apart by distance also
affect the hop number. Whenever there is a change in a network, the modified
information is updated quickly so that the optimal route is selected to transfer
data with minimum cost. As per the comparison between IPv4 and IPv6, the
average number of hops is higher in IPv6 than IPv4 as shown in Figure 13.

Network convergence duration is defined as the time taken by a network
for its updation. According to the results, IPv6 converges faster than [Pv4
with 19.91 seconds duration, while IPv6 takes 17 seconds.
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H Comparaszion be{ween P4 and IPvB-IPv#-DES-i
B Comparazion between [Pv4 and IPyE-IPvE-DES-1

average (in IP Mumber of Hops)

i K
14

T T T T T T
Qmin amin 1 Ominy Tamin 20min 25min  30min

Figure 13 Number of hops.

* Traffic Dropped

1353

It can be seen from Figure 14 that IPv6 drops fewer packets as com-
pared to IPv4. At the early simulation, the IPv4 has zero packets dropped
while IPv6 has traffic dropped of 4 packets/second. As the simulation time

H Comparasion be’kween P24 and IPvB-IPvi-DES-‘i
H Comparasion between IPv4 and IPwE-IPv5-DES-1

average (in [P .Traffic Dropped (packetzizec))

T T T T T T
Ormiry Smiin A 0rmiry 1:5tmin 20min 25min S0miry

Figure 14 Traffic dropped.
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increases further, the IPv4 packet dropped increases until a few minutes,
and the maximum drop for IPv4 obtained is 13.8 packets/second; afterward,
the traffic dropped starts decreasing continuously. In IPv6, as the simulation
time increases, the packet drop decreases continuously and becomes almost
zero, significantly less than IPv4. The lower ethernet delay and reduced
convergence time result in a lower packet drop ratio for IPv6.

e Traffic Received and Traffic Sent

Figure 15 gives the traffic received and sent for IPv4 and IPv6 networks.
Figure 15(a) is simulation results for the RIP network, while Figure 15(b)
is the simulation results for the RIPng network. It can be seen from the

B average (in RIP.Traffic Received (bitsizec))
W average (in RIP Tratfic Sert (bitsizec])

2,400
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1,800
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200+
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T T T T T T
Omin Smin 10min 15min 20min 25min 30min

15(a) RIP network.

B average (in RIPNG . Traffic Received (bitsfsec))
B average (in RIPNG. Traffic Sent (bits/zec])
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15(b) RIPng network.
Figure 15 Traffic received and sent.
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graph that both RIP and RIPng perform very well in terms of traffic sent
and received, respectively. In IPv6 using RIPng, higher traffic can be sent and
received in a network compared to IPv4 using RIP. According to the results,
the outputs are compared, and it is found that the ratio of output to input is
better in IPv6 using RIPng by 2% than IPv4 using RIP.

The combined performance analysis with comparison for both the net-
works is shown in Table 9.

Table 10 shows the comparative analysis of the proposed network with
the other networks for the RIP and RIPng routing protocols. The analysis
between networks is done using different network applications, the number
of performance parameters evaluated their results, and their shortcomings.
Detailed analysis is done between our proposed network and other networks
for two IP networks using routing protocols. The results are explained
well and detailed, using different performance parameters. The comparison
highlights that other research papers have a limited number of performance
parameters under consideration vs. this paper, where a much wider range
of parameters have been included that are a superset of parameters used
in other papers. For example, link throughput and delay parameters have
been calculated in this paper but not in other papers. Further, it has been
noted that the analysis for the selected parameters in other research papers
studied is not as detailed and comprehensive as provided in this paper. In the
network studied in this paper, all defined areas can communicate with each
other via the network for all applications, whereas in other papers, no specific
commentary has been made on inter-communication between different area
networks.

4.2.2 Object statistics

The object statistics define the network’s link statistics, and these links are
the different point-to-point connections in a whole network. The network is
simulated for the links measurements, and performance parameters evaluated
for point-to-point links are throughput, link utilization, and link delay. The
detailed results and their analysis are given below.

* Point-to-Point Throughput

The proposed network has many links in the network, but only the top
10 links are considered according to the traffic generation. The 10 link
throughput values obtained after the simulation are shown in Table 11 and
are arranged according to decreasing throughput values. From the analysis
it is found that Subnet_Georgia.Georgia server to Georgia main router [0]
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Table 11 Throughput for 10 link objects

Throughput
Object Name (Packets/Second)
1 subnet_Georgia.Georgia server <-> Georgia main router [0] 21,339
2 subnet_Georgia.Georgia router <-> Georgia server [0] 20,761
3 subnet_Georgia.database server <-> node_8 [0] 6402
4 subnet_Georgia.file server <-> node_8§ [0] 6333
5 subnet_Georgia.E-mail server <-> node_8 [0] 6318
6 subnet_India.india firewall <-> router india [0] 5440
7 subnet_China.china_firewall <-> china router [0] 5407
8 subnet_Georgia.Georgia router <-> node_8§ [0] 3898
9 subnet_China.china router <-> node_6 [0] 3741
10 subnet_India.router india <-> node_8 [0] 3721
Total throughput 83,360

B Object: Georgia server <-= Georgia main router [0] of subnet_Georgia -
B Ohject: Georgia router <-= Genrgia server [0] of subnet_Georgia --=

O Ohject: database server =-= node_8 [0] of SUbnet_Georsia =

O Shject: fils server =-= node_8 [0] of subnet_Georgia --=

O Shject: emsail server <-= node_8 [0] of subnet_Georgia -

B Shiect: inclia firewall <-= router india (0] of subnet_india =

O Shject: china_fireveall <-> china router [0] of subnet_china --=

O Shject: Georgia router <= node_8 [0] of subnet_Georgia --=

O Shject: china router <> node_6 [0] of subnet_ching --=

I Object: router incia <-= node_3 (0] of subnet_india =

average (in point-to-point throughput (packetsisec))
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20,0004
18,0004
16,000+
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Figure 16 Point-to-point throughput.

link has a maximum throughput value of 21,339 packets/second. This link
indicates the link between the Georgia server to Georgia’s main router [0] in
Subnet_Georgia, and this link can also be seen in Figure 3(b).

Figure 16 shows the results graph indicating the values for each link

for all 10 links considered. The average throughput value is obtained using
Equation (1), which is 8336 packets/second.

Total Throughput

Average Throughput =

)

Total Number of Throughput
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¢ Point-to-Point Link Utilization

The proposed network has many links in the network, but only the top 10
links are considered according to the traffic generation. The 10 link utilization
values obtained after the simulation are shown in Table 12 and are arranged
according to decreasing utilization values. The link Internet connection to
subnet_China [0] has a maximum link utilization value. Figure 17 represents
the graph for all 10 link objects with respect to time. The average utilization
value for link utilization is 35.98 utilized.

Table 12  Link utilization for 10 link objects

Rank Object Name Link Utilization
1 Internet Connection <-> subnet_china [0] —> 91.104
2 Internet Connection <-> subnet_India [0] —> 91.101
3 Internet Connection <-> subnet_Georgia [0] —> 91.099
4 subnet_Georgia.Georgia server <-> Georgia main router [0] —> 25.607
5 subnet_Georgia.Georgia router <-> Georgia server [0] —> 24913
6 subnet_Georgia.database server <-> node_8 [0] —> 7.834
7 subnet_Georgia.file server <-> node_8 [0] —> 7.604
8 subnet_Georgia.E-mail server <-> node_8 [0] —> 7.582
9 subnet_India.india firewall <-> router india [0] —> 6.528
10 subnet_China.china_firewall <-> china router [0] —> 6.489
Total throughput 359.86

B Object: Internet Connection =-= subnet_china [0] --=

B Object: Internet Gonnection =-» subnet_india 0] =

[ Object: Internet Connection =-= subnet_Georgia [0] —=

O Object: Geargia server <> Georgia main rauter [0] of subnet_Georgis --=
1 Object: Georgia router <-= Georgia server [0] of subnet_Georgia --=

H Object: database server =-= node_& [0] of subnet_Georgis —=

O Object: fils server <-= node_8 [0] of subnet_Georgia ——=

0O Object: email server <-= node_& [0] of subnet_Georgia -—=

0 Object: india firewall <-= router india [0] of subnet_Indis --=

0 Object: china_firewall =-= china router [0] of subnet_china --=

average (in point-to-point utilization)

D,/’_—_———

500 1,000 1,500 2,000
time [sec)

Figure 17 Point-to-point link utilization.
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* Point-to-Point Link Delay

The proposed network has many links in the network, but only the top 10
links are considered according to the traffic generation. The 10 links delay
values obtained after the simulation are shown in Table 13 and are arranged
according to decreasing delay values. From Table 13, the maximum delay
is obtained in Internet connection to subnet_India [0] link with the value
links. The total

of 0.036139 seconds. Figure 18 shows the delay of the 10
average delay of 10 links is 9 milliseconds.

Table 13 Queuing delay for 10 link objects

Rank Object Name Queuing Delay (Seconds)
1 Internet Connection <-> subnet_India [0] —> 0.036139
2 Internet Connection <-> subnet_Georgia [0] —> 0.031339
3 Internet Connection <-> subnet_China [0] —> 0.03083
4 subnet_Georgia.database server <-> node_8 [0] —> 0.00021
5 subnet_Georgia.node_8 <-> node_4 [0] —> 0.000105
6 subnet_Georgia.node_8 <-> node_3 [0] —> 0.000103
7 subnet_Georgia.node_8 <-> node_1 [0] —> 0.000103
8 subnet_Georgia.node_8 <-> node_5 [0] —> 0.000102
9 subnet_Georgia.node_8 <-> node_2 [0] —> 0.000102
10 subnet_Georgia.node_8 <-> node_7 [0] —> 0.000097
Total queuing delay 0.09913
B Ohject: Internet Connection =-= subnet_lndia [0] --=
H Ohject: Internet Connection =-= subnet_Georgia [0] --=
O Object: Internet Connection =-= subnet_ching [0] --=
O Ohject: database server =-= node_& [0] of subnet_Georgia --=
O Ohiject: node_& == node_4 [0] of subnet_Georgia =
| Chject: node_& == node_3 [0] of subnet_Georgia ——=
O Ohject: node_& == node_1 [0] of subnet_Georgia ——=
O Obkject: node_8 =-= node_s [0] of subnet_ceorgia --=
O Ohject: node_8 =-= node_2 [0] of subnet_Ceorgia --=
O Object: node_8 =-= node_7 [0] of subnet_Ceorgia --=
average (in point-to-poirt queuing delsy fsec))
0.045 4
0.040 o
0.035
0.030 4
0.025
0.020+
0.015
0.010+
0.005 H
0.000 —'_‘
o s00 1 ,E:EIEI 1 ,SIEIEI 2,000

time (=8c)

Figure 18 Point-to-point queuing delay.
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5 Conclusion and Future Scope

This paper aims to show the performance of the RIPng with IPv6 addressing
network and RIP with IPv4 addressing network. The networks are simulated
for three real-time applications: DB Query, FTP, and e-mail, and results are
analyzed and compared. For the results and their analysis, the three applica-
tion configurations are set to high load, and profile configurations are set to
serial operation mode till the end of the simulation. As per the comparison
between the two networks, the key parameters where RIPng_IPv6 outshines
RIP_IPv4 are lower ethernet delay, shorter convergence duration, less drop of
packets, and better security. The traffic efficiency comes out as better in [Pv6
than IPv4. It is also found that according to geographic area distance between
different subnet regions, the performance of the network changes, which may
be because of different atmospheric conditions of different subnet regions.
However, IPv4 addressing network has its advantages in better response
times, lower traffic background delay, fewer hops required, and scalability.

Based on these results, it is concluded that both RIP_IPv4 and
RIPng_IPv6 networks have their advantages, while the RIPng_IPv6 net-
work has better traffic efficiency than the RIP_IPv4 network. Therefore,
both RIP_IPv4 and RIPng_IPv6 networks can be used as per performance
requirements as both are good in some performance parameters.

This paper also simulates link statistics as average links throughput,
average links utilization, and average links queuing delay.

There is a lot of scope in improvising IPv6 to overcome its shortcomings.
Further work can be done on packet drops, reducing the number of hops, and
improving response time may yield an outstanding performance for IPv6. The
use of other routing protocols on the same network may increase throughput,
efficiency, and overall Quality of Service (QoS) of IPv4 and IPv6 networks.
The same network can be used for other real-time applications to test the
performance. The implementation and analysis of security can be considered
in the future analysis of the network. The work can also be done on transition
techniques between IPv4 and IPv6.
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