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Abstract

Trust evaluation is a key issue in the interaction between network entities in
open networks. The attacks of malicious entities have become a major obsta-
cle to the development of open networks. Few traditional trust models have
considered incorporating incentive mechanisms to reduce the influence of
recommendation values from malicious entities in trust evaluation. This paper
proposed a dynamic evaluation of recommendation trust model, considering
the interaction procedure between entities, introducing reward-punishment
factor and evaluation reliability factor. The function of reward-punishment
factor is to reward honest interactions between entities while punishing
fraudulent interactions. The evaluation reliability factor is used to decide
whether to accept the recommendations from the recommending entities.
Simulation results show that the model could effectively reduce the influence
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of malicious entities in trust evaluation. The proposed model could accu-
rately and reliably identify the access behaviour of malicious entities, and
adopt appropriate processing countermeasure to ensure the accuracy and fault
tolerance of calculation.

Keywords: Open networks, recommendation trust, dynamic, evaluation.

1 Introduction

1.1 Research Background

The characteristics of open networks are openness, anonymity, self-
organization and so on, and make it widely used in instant messaging,
file sharing, distributed computing and other fields. This also shows that
the security and reliability services provided by network entities cannot be
ignored. The issue of trust between entities has become a major obstacle
to the further development of open networks applications. In the current
open networks, there are mainly the following types of malicious entities
attacks: oscillating entity attacks, malicious entity uses multiple small-scale
transactions to increase trust to obtain trust of other entities, and provides
false transactions in a large-scale transaction, a group is formed between
malicious entities, within the group entities exchange and give satisfactory
evaluations to enhance mutual trust in order to conduct false transactions with
other entities. In addition, there is a class of malicious entities that seriously
affect the availability and robustness of open networks, that is, selfish entities
that only download and do not share resources. This selfish behaviour of
entities severely affects the service availability of open networks. In order
to improve the traditional trust model to deal with the problem of insufficient
malicious entities, this paper proposed a method for the evaluation of rec-
ommendation trust by considering the interaction procedure between entities
and by introducing a bonus-penalty factor as well as the reliability of trust
evaluation.

1.2 Method of This Paper

To solve the problem resulting from the lack of incentive mechanisms in the
classic trust models and to minimize the influence of the recommendations
from malicious entities in trust evaluation, we provide a method for the
evaluation of recommended trust by incorporating the interaction procedure
between entities in the process of trust evaluation. In this paper, the notions



Dynamic Evaluation of Recommendation Trust in Open Networks 1175

of incentive factor and the credibility of evaluation were taken into consid-
eration. We will also perform some experiments to evaluate the effectiveness
and to validate the advantages of our proposed method over some existing
methods.

1.3 Organization of This Paper

The rest of this paper is organized as follows. In the next section, we introduce
several key concepts that are critical in our work. In Section 3, we propose the
method for evaluation of recommendation trust in which we will first describe
the interaction procedure, the reward-punishment factor and credibility of
evaluation. Subsequently we present the formula that is the centre of our
method. In Section 4, we describe the analysis of our proposed model. In
Section 5, we describe our experiment and analyse the results to evaluate
and validate the effectiveness of our proposed method as well as to compare
and show the advantages of our method over an existing method. Lastly, in
Section 6, we conclude this paper.

2 Related Research

Trust can better reflect the multi-domain heterogeneity, high dynamism and
uncertainty of open networks, thus trust management is a key technol-
ogy for access control in network security [1-3]. Among the conventional
trust models, EigenTrust was a very authoritative trust algorithm. However,
the EigenTrust model used the service trust value to define the recom-
mended trust value, which could not perfectly reflect the authenticity of
the actual recommendation information of the node. Although the Eigen-
Trust model considered the influence of malicious entities, it ignored the
reward-punishment factor as well as the security of the network interaction
entities.

In order to improve the P2P trust model’s ability of inhibiting malicious
nodes, by means of grouping nodes in the network according to the level,
using the basic fuzzy inference rule, combining trust value and contribution
value, limiting the resource access according to the level of node, the Group-
ing P2P Trust Model could effectively inhibit the attack of malicious nodes,
and successful rate of file download was higher than EigenTrust model [4].
Because a fundamental consideration in design of trust model in a peer-
to-peer system was the self-interest of individual peers, Abrams et al. [5]
proposed a strategy proof partition mechanism that provided incentives for
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peers to share files, avoided manipulation by selfish interests, approximated
trust scores based on EigenTrust. Comparing with EigenTrust model, the
DHTrust model made significant improvement in convergence speed and
aggregation accuracy [6].

With the in-depth study of various large-scale distributed applications
based on internet, system was represented by a dynamic collaboration model
composed of multiple software services. In order to overcome the problem of
inadequate handling capacity for multi-source behaviour data in traditional
trust model, rough set theory and information entropy theory were com-
bined and applied to the study of distributed dynamic trust measurement
and prediction model based on behaviour data [7]. Because cross-domain
secure access was required in heterogeneous environments, Li et al. [8]
proposed a trust attribute-based access control algebraic system of policies
composition. To resolve the risk problem of transaction in P2P network,
by simulating interpersonal interactive process in society network, Zhang
et al. [9] proposed a trust management model based on dynamic recommen-
dation. In order to meet the requirements of the real-time response, privacy
and security, Deng et al. [10] proposed a resource/user comprehensive trust
evaluation system model aiming at user experience quality. Fang et al. [11]
discussed and analysed the existing problem, current research situation and
development trend in the preparation and executing stage of ABAC. In order
to ensure that the node could provide reliable resources and good service,
Zhao et al. [12] proposed a P2P network trust model based on time series,
builded trust relationship between peers, introduced a time decay function.
The model could improve credibility to P2P network because it had better
dynamic self-adaptability and better ability to check the malicious peers than
EigenTrust. These models above considered interest, behaviour, environment,
trust attribute, user experience, time series and so on, but they lacked of pun-
ishment mechanism and recommendation trust evaluation was not accurate
enough.

Based on Attribute-Based Access Control, Shi et al. [13] proposed a
dynamic and adaptive access control model. On the basis of fuzzy theory,
Liu et al. [14] proposed a Task-based access control model of peer-to-
peer network. Concerning the problems of Attribute-Based Encryption(ABE)
such as high computational consumption and lack of flexibility in mobile
Internet, Chen et al. [15] proposed a Ciphertext-Policy ABE(CP-ABE)
access control scheme based on dynamic trust level. On the basis of a
continuous process, Shao et al. [16] proposed a recommendation trust
model for describing indirect trust. Nie et al. [17] proposed an optimization
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technology of attribute access control based on trust evaluation in cloud
computing environment. Huang et al. [18] proposed a new trust evalua-
tion model which related to the trust of the individual partner, the explicit
and implicit trust relationship among partner services. Woongsup [19] pro-
posed a trust model which was used to ensure the credibility of service
providers. Through indicating the credible extent of service providers, a
service was determined to be credible or not. Naima et al. [20] proposed
a defence mechanism for filtering out dishonest recommendations based
on a measure of dissimilarity function between two subsets. A subset of
recommendations with the highest measure of dissimilarity was considered
as a set of dishonest recommendations. In order to solve the problem of
recommended trust evaluation in trust-based access control, Zhao et al. [21]
proposed a model of recommended trust evaluation based on the gray cor-
relation analysis. These models above considered application of indirect
recommendation trust, but they lacked of comprehensive consideration of
reward-punishment factor, evaluation reliability factor and balance weight
factor.

3 Relevant Concepts

Trust: it expresses one entity’s expectation regarding the honesty, trust, abil-
ity, reliability, etc. on another entity to engage in an interactive activity during
a certain period of time and within a certain context.

Recommended trust (TR): it describes the situation that interactive entities
haven’t reached a desired level of trust directly and the establishment of a
trust relationship needs to be aided by recommendations from other entities.
It can also be called indirect trust.

Direct trust (TD): it expresses one entity’s level of trust on another entity
based on direct, historical interactive experiences between the two entities.

Domain recommendation trust (TDR): it expresses the situation in which the
two interactive entities have no direct interactions and the trust is established
based on recommendation information from entities within a domain such as
an organization or a community.

Global trust (TG): it expresses an aggregated trust value by applying appro-
priate weights to the direct and recommendation trust. The aggregated trust
reflects the global view of one entity’s trust on another entity in a certain
network interaction under a certain network environment.
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Reward-punishment factor: it indicates the incredible level of recommending
entity’s trust value during calculation of recommendation trust. In another
word, it can express how degree the acceptance of a recommending entity is.

Reliability of evaluation from recommending entities: during the measurement
of recommendation trust, the reliability of the recommending entities must be
considered when the recommendation trust values are utilized.

We can infer that an effective evaluation of trust among interactive net-
work entities is to combine the direct trust and indirect trust. In this paper, we
focus on the evaluation of recommended trust, and we consider the factors of
reward and punishment and the reliability of the evaluation. The purpose of
this method is to enhance the effectiveness of trust evaluation.

4 Recommendation Trust Measurement Model

4.1 The Interaction Procedure

The behaviour of entities during an interaction is one of the main factors.
In open networks, the behaviour determines whether the interaction will be
successful. The different network interactive environments also influence the
success of the interactions. For example, in a social network, not only the
username and password, but also the age, sex, hobby, etc. of the users are
needed for successful interactions. In a financial management platform, every
activity affecting the trading volume would generate an alert so that the
system would check whether information in affected accounts still remains
correct and consistent. Trust between people in the real world has been
applied to the research on trust measurement and evaluation in the informa-
tion and network world. The complexity of trust can thus be modelled and
described using multi-dimension service attributes that would influence the
trust in many angles and dimensions so that the results of trust measurement
and evaluation are reasonably useful.

A model of the interaction procedure is depicted in Figure 1 in which we
could see that the global trust is comprised of direct trust and recommenda-
tion trust. The global reliability of entities as well as the multi-dimensional
attributes can be obtained by calculating direct trust and indirect trust. This
indirect trust is recommendation trust. The formation of the recommended
domain of entities is the foundation of trust calculation. The calculation of
recommendation trust is restricted to the recommended domain of entities.
The value of recommendation trust of entities and attributes is the result of
evaluating recommendation trust from the recommending domain.
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Figure 1 The interaction procedure between entities in open networks.

4.2 The Reward-Punishment Factor

The reward-punishment factor is introduced to indicate reliable degree of the
trust value of recommendation trust. The purpose of Reward-punishment is to
reward honest interactions between entities while punishing fraudulent inter-
actions. In network interactions, the trust levels of the feedback reliability
x include €1,e9, 3 to respectively express total distrust, conditional trust
and total trust. The space of the trust levels is called L, L = {e1,£2,¢e3},
ei()ej = ¢(i # j) and €1 < 2 < 3. Thus, the reward-punishment function
f(z) is defined as follows:

0 (0<z<e)
fla) = {sin (&% 7 —4m) +1

2
1 (ea<x<1)

)

(e1 <x < e9)

Where the values of €1, €3, €3 would change dynamically as the applica-
tion environment changes.
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4.3 Reliability of Evaluation

In the calculation of recommendation trust, the reliability of evaluation of
the recommending entities is used by the primary entity to decide whether to
accept the recommendations from the recommending entities. The primary
entity obtains the reliability of evaluation of the recommending entities by
considering the recommendation trust from the recommending entities.

Suppose entity O obtains the trust evaluation of another entity S through
a third entity F. Entity O would judge the trust evaluation of entity S given
by entity F and, through related calculations, derive a weight value for the
recommendation trust.

If set U, , contains the entities that have interacted with entities O and
E in the past and have performed evaluation on entity .S, then the value
of num(U.,,) is the number of elements in set U, ,. Each recommending
entity has an honest factor for its own recommendation which, denoted
as ¢, is the ratio of the number of satisfied recommendations to the total
number of recommendations. This can be expressed as the probability of
success P with an initial value of, say, 0.5 (i.e., 50%) to avoid any bias.
That is, the honest factor of any recommendation is always 0.5 in the first
recommendation.

The model for calculating the reliability of evaluation for the set U, , of
entities £ given by entity O is thus:

1

m Z |TDesy — TDose| + p(x) ()

XEUE’O

NUg.o =

Where the initial value of 7, is 0.5 and the number of elements of set
Ue,o1s 0.

During the calculation of trust from the recommending entities in an open
network, the reliability of evaluation serves as the basis for the calculation of
the global recommendation trust, which reflects the reliability of recommen-
dation trust relationship. In order to resist fraudulent recommendations from
dishonest or malicious entities, the primary entity considers the influence of
recommending entities.

4.4 Measurement of Recommendation Trust

By considering the influence of the reward-punishment factor, the reliability
of evaluation from the recommending entities and the recommendation trust
in the calculation of recommendation trust, the model for recommendation
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trust of the entities in set U, , is as follows:

1 f(@emss) ) )
TRe s = l e—s) " Tle—s “TDe s 3
2 ((m o) oo + YicUes, f(@ins) )

In the network, entities have interacted with each other. An entity would
consult the recommendation trust of other entities and calculate the global
recommendation trust by considering the combination factors. The combi-
nation factors include reward-punishment, the reliability of evaluation of
recommending entities and the recommendation trust values.

Thus, The calculation model of the global recommendation trust value is
as follows:

TDRy, . :% 3 <<val(m_>s)-m_>s+ = f(@icss) ))-TDHS>

i€Ues s 1€Ue—ss f(xz—w .
4)

Where val(r;—s) is the ratio of the amount of successful interactions
over the total amount of interactions by all the entities. These entities have
interacted with the entity being evaluated.

5 Experiment and Analysis

5.1 Experimental Environment and Parameter Settings

We have performed some experiments to evaluate our proposed method
for calculating recommendation trust. The environment of experiment is as
follows: the computer used is a Lenovo PC, the software is an open source
one developed by Stanford University called Query Cycle Simulator and the
Java language is used in the programming to simulate the recommendation
trust model. Then, Matlab is used to analyse the results.

Query Cycle Simulator could be used to simulate the classic shared
network of P2P file resources and it provides the basic evaluation function.
The core idea is to take network entities as self-adapting smart entities based
on some simple rules that originate from the abstraction and simplification of
human behaviours.

5.2 Choice of the Reward-Punishment Factor

In the evaluation of recommendation trust, the choice of the reward-
punishment factor expresses the degree of acceptance of the trust values from
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recommending entities. In the process of interactions in an open network,
the values of €1 < €2 < e3 change dynamically along with the application
environment. The relationship between reliability and reward-punishment
can be seen in Figure 2 when the space of trust levels in the experiment are
setas L; = {0,0.15,0.85}, Ly = {0,0.05,0.95} respectively.

The results in Figure 2 show that the level of reward and punish-
ment is expressed by reward-punishment factor. The level of reward and
punishment changes dynamically along with values of trust levels. Further-
more, the values of trust levels change according to the network interaction
environment.

Therefore, reward-punishment changes dynamically as the network envi-
ronment changes. When the value of reliability is higher than 0.5, the
reward-punishment factor takes a positive effect and the degree of adoption
will improve as interactions take place between entities. When the value of
reliability is lower than 0.5, however, the reward-punishment factor takes
a negative effect and the degree of reward and punishment would decrease
by a large margin. When the value of reliability is 0, malicious entities can
be effectively filtered out, resulting in recommendations from such mali-
cious entities to be recognized and resisted so as to insure the reliability of
recommendation trust.

5.3 Effectiveness of Recommendation

We define the interaction satisfaction ratio as the ratio of satisfied interaction
amount over the total amount of interactions from all entities. The interaction
satisfaction ratio is expressed as SP (expressed in percentile).

The parameters in the experiment are as follows: the trust level space
L; ={0,0.15,0.85}, the number of entities E is between 100 and 1000, the
initial network topology is random, the percentage of normal entities is 100%
and thus that of malicious entities is 0% and the threshold for being trusted is
[0.5-1]. In addition, in our comparison analysis, we assume the same number
of entities in our proposed trust model (MyRTrust) and the EigenTrust model.

There is no interaction behaviour in networks at first. For the sake of
performing the evaluation in an objective and useful manner, we start the
analysis from the 51th period of the interactions, in which we don’t take into
consideration of the influence of direct trust.

Experiment 1: Percentage of malicious entities varies between 0% and 50%.
Figure 3(a) shows the results for 10 periods in an environment in which
there is no malicious entity. During each period, each entity would send an
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Figure 3 Comparison of SPs whether there are malicious entities or not.

interactive service request, which generates a proper response to the request.
As can be seen in the Figure 3(a), the speed of evaluation and clustering of
recommendation trust in MyRTrust is faster than that in EigenTrust in all the
10 periods.

When there are malicious entities in the network, the interaction satisfac-
tion ratio SP would be affected by the percentage of such malicious entities.
Figure 3(b) shows the results in which the amount of network entities is
invariant in the experiment. However, the percentage of malicious entities
varies between 0% and 50% with an increment of 10%. In this experiment,
we carry out a total number of 100 simulation periods for each of the above
scenarios that corresponds to the percentage of malicious entities and the SP
value is the average of the interaction satisfaction ratios for the 51-100th
periods. As can be seen in the Figure 3(b), the percentage of malicious recom-
mending entities increases along with the increasing number of interactions.
And the accuracy of evaluation of global recommendation goes down contin-
uously resulting in reduction in the number of successful interactions as well
as a decrease for SP to some degrees. Since every fraudulent recommendation
from a malicious recommending entity would also affect the trust on itself by
other entities in future interactions, the recommendation trust that it provides
will become less effective as the result. Thus, this reward and punishment
mechanism plays an important role in the model. Because of not having the
mechanism above, the EigenTrust model, however, is not able to lower the
influence of trust evaluation from such malicious entities, causing the SP to
drop very dramatically.
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Figure 4 Influence of different proportion of malicious entities on SP.

Experiment 2: Percentage of malicious entities remains unchanged.

In the experiment, the number of preset entities in MyRTrust and Eigen-
Trust model remains the same and unchanged. The simulation experiment
parameters set the percentage of malicious entities to 0%, 10% and 30%.
Each entity sends out an interactive service request in each cycle. For the
authenticity and objectivity of the simulation, since there is no network
interaction information between entities during network initialization, the
data analysis of Experiment 2 is also performed from the 5S1thperiod of the
interactions.

Figure 4 shows the results of the simulation experiment, in which Fig-
ure 4(a), (b) and (c) respectively indicate that, when the ratio of malicious
entities is 0%, 10% and 30%, the interaction satisfaction ratio changes as the
percentage of malicious entities changes.

Figure 4(a) shows that, under the condition that all network entities are
honest, the interaction satisfaction rate of the MyRTrust model is higher than
EigenTrust model, and the curves of two models are smooth.
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Figure 4(b) shows that,under the condition that the percentage of mali-
cious entities is 10%, there is no significant impact on the interactive
satisfaction rate of the MyRTrust model, but the interactive satisfaction rate of
the EigenTrust model decreases to a certain extent and its curve has changed
somewhat.

Figure 4(c) shows that,under the condition that the percentage of mali-
cious entities is 30%, the interactive satisfaction rate of above two models
both decrease to a certain extent and the curves both become no longer
smooth.

It can be seen from the changes of the curves in Figure 4 that the
interaction satisfaction rate of the MyRTrust model is significantly higher
than EigenTrust model. As the percentage of malicious entities increases,
the number of access failures increases. At the same time, the interaction
satisfaction rate of the two models is obviously reduced. In MyRTrust model,
the malicious entities may be blocked by the recommendation of other entities
in the process of recommendation.

Therefore, when the percentage of malicious entities is small, the inter-
action satisfaction rate of the MyRTrust model is less affected than that
of the EigenTrust model, indicating that the MyRTrust model can effec-
tively weaken the impact of malicious entity recommendation on entity trust
evaluation.

6 Model Analysis

6.1 Accuracy

In the process of quantitative calculation of trust measurement, the influence
parameters of trust are considered comprehensively in our proposed trust
model. Historical interaction information is considered in the measurement
process of direct trust. Not only reward-punishment factor but also reliabil-
ity of evaluation are considered. Therefore, our proposed trust model can
accurately and reliably identify the access behaviour of malicious entities,
and adopt appropriate processing methods to ensure the accuracy and fault
tolerance of calculation.

6.2 Dynamic Adaptability

In the process of quantitative calculation of trust measurement, the dynamic
influence parameters are considered from multiple aspects. In the process of
quantitative calculation of the comprehensive trust measurement, the balance
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weight factor is introduced to solve the weight proportion of direct and
indirect trust. In the process of network interaction, the balance weight factor
changes dynamically along with amount of interactions. This mechanism
reflects the dynamic adaptability.

6.3 Incentive

In the process of recommendation measurement, reliability of evaluation of
the recommendation entity is used to determine whether the access object
adopts the recommendation of the recommendation entity, and the reward-
punishment factor is introduced as the trust degree for the access object
to evaluate the direct trust of the recommendation entity. This network
environment encourages network entities to accumulate trust and provide
integrity services. Whether the choice of reward-punishment factor is appro-
priate, directly determines the magnitude of incentives, that is, the level
of reward-punishment standards, directly affects the effect of incentives.
Inappropriate reward-punishment standards not only do not play an incentive
role, and sometimes even counterproductive, resulting in the distortion of
trust calculation and the occurrence of dishonest access behaviour.

7 Conclusion

We propose a dynamic evaluation of recommendation trust model, con-
sidering the interaction procedure between entities, introducing reward-
punishment factor and reliability of evaluation factor. In the process of
quantitative calculation of trust measurement, the calculation of trust mea-
surement of entity comprehensively considers the influence factors such as
direct trust, indirect trust and feedback credibility, which can effectively
identify and resist the recommendation of malicious entities, resist active or
passive attacks by malicious entities, and ensure the reliability of the recom-
mended trust value. Simulation experiments results show that our proposed
trust model would effectively reduce the influence of recommendation trust
values from malicious entities. The model can be used in a variety of network
system access control scenarios.

The trust quantification method in our proposed model has reference
value for the evaluation and quantification of trust in open network envi-
ronment. Future work is to simplify the overly complex recommendation
trust relationship, improve the accuracy and convergence, establish perfect
incentive mechanism for untrustworthy network access behaviour between
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entities, establish the entity-oriented multi-dimensional attribute dynamic
game trust evaluation model in the universal environment, and amplify the
universality of trust evaluation and quantification against the deficiencies of
various models.
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