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Abstract

Access control is a major factor in enhancing data security in the cloud stor-
age system. However, the existing data sharing and the access control method
have privacy data leakage and key abuse, which is a major challenge in
the research community. Therefore, an effective method named Blockchain-
based access control and data sharing approach is developed in the cloud
storage system to increase data security. The proposed Blockchain-based
access control and data sharing approach effectively solve single-point failure
in the cloud system. It provides more benefits by increasing the throughput
and reducing the cost. The Data user (DU) makes the registration request
using the ID and password and forwards it to the Data Owner (DO), which
processes the request and authenticates the Data user. The information of the
data owner is embedded in the transactional blockchain using the encrypted
master key. The Data owner achieves the data encryption process, and
encrypted files are uploaded to the Interplanetary File System (IPFS). Based
on the encrypted file location and encrypted key, the Data owner generates
the ciphertext metadata and is embedded in the transactional blockchain.
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The proposed Blockchain-based access control and data sharing approach
achieved better performance using the metrics, like a better genuine user
detection rate of 95% and lower responsiveness of 25sec with the blockchain
of 100 sizes.

Keywords: Data sharing, cloud storage system, Blockchain, smart agree-
ment, interplanetary file system (IPFS).

1 Introduction

In the increasing internet technology era, the cloud storage system becomes
a key role in the daily life of the business model. Since the cloud offered
various categories of storage services for the enterprise domain and the
business individuals to access the cloud resources and share the information
anywhere, it is significantly brought a major convenience in human life. The
existing data storage system in the cloud has a single failure mark which
can be resolved using the decentralized data storage approach, such that it
gains more benefits than the centralized model [8, 16, 18]. The decentralized
network has high reliability, secrecy, and scalability. Moreover, single-point
failure is the major challenging task for the centralized network. To overcome
the issue, the decentralized network is used for the business model and
in bitcoin, which is fully secured, and hence efficiency can be improved.
Moreover, the scalability and trust in the data sharing are enhanced.

The information is stored in a single peer in the decentralized approach,
where no user can make any modification [15]. Blockchain is nothing but
a decentralized architecture, such that it forms an immutable ledger in a
distributed manner to record all the transactions. In general, blockchain is
a decentralized and secure data store where all the records are placed in
order, including events named blocks [9]. The blockchain is highly resilient;
hence no hackers may exploit the system to vulnerable. All the information
that is transparent to the nodes is recorded in the blockchain system. It is
also apparent to make modifications in data; hence, all users can provide
working proof with decentralized trust in blockchain technology. Besides,
it is the distributed, transparent, and open ledger that efficiently records all
the transactions among two parties in a permanent and verifiable way [11].
Once the information is stored, the information in the blockchain does not
get changed unless a record is inserted. In cryptocurrencies, each user has
the exact ledger in the network domain, ensuring the complete consensus of
nodes or users in the blockchain currencies [4, 17].
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Combining the blockchain with IoT technology provides an effective
trend in the storage system, as it ensures trust and minimizes the overhead in
the IoT system. It makes the IoT system model credible, publicly verifiable,
and decentralized databases so that numerous connected devices can achieve
trust through blockchain [2]. The blockchain model introduced the data man-
agement mechanism [12] to grant permission to the data owner to control and
own the data. The storage system can provide better privacy protection to the
user data. Besides, to avoid the issues like data privacy, the blockchain system
model was introduced [13]. The attribute-based encryption (ABE) model
is utilized to perform the access control strategy. The blockchain-enabled
access control mechanism was developed to enhance the security in the big
data framework [8, 10]. Access control is the most important mechanism to
guarantees security in data. Most of the existing access control model, like
identity-based access control (IBAC) and discretionary access control (DAC),
are not applicable to implement the access control in the IoT system, as it
is impossible for all the users to make the access control list (ACL) in IoT
system in terms of a large number of unknown identities [2, 22, 23]. The
access control model maximizes the integration of the delegation module,
such that the role of delegation is to temporarily assign the access rights to
the user [5, 24, 25]. Thus, the access control management system effectively
simplifies that the number of attributes must be lesser than the number of
users [2, 19-21]. The cloud computing helps the students to access the higher
learning motivation [26-28].

Motivation

Access control and data sharing in the cloud are essential for the secure
transmission and storage of data in the cloud using the secret key. The major
challenges associated with the data sharing in the cloud storage system are the
low efficient system, failure in the access control system, formal verification,
and failure to update the access policy. Hence, there is a need for the access
control and data sharing mechanism to enhance the security and to prevent the
unauthorized access. Accordingly, this paper proposes a Blockchain-based
access control and data sharing approach. The proposed approach involves
eight phases, such as setup, user registration, encryption, token generation,
control setup, test, validation, and decryption. The proposed approach con-
sists of four entities, like Data owner (DO), Data user (DU), Smart agreement,
and Transactional blockchain. The DU sends the registration request to DO
with the ID and password of DU. The DO receives the request and forwards
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it to the smart agreement. The DO generates the secret key based on the
Chebyshev polynomial and embedded in the transactional blockchain. The
DO encrypts the data and generates the ciphertext metadata. Finally, the DU
receives the file from IPFS and decrypts the file using the key.

The major contribution of this research is explained as follows:

* The proposed Blockchain-based access control and data sharing
approaches have the facility for distributing the secret keys to the data
users. It specifies the access policy to encrypt the shared data. However,
the search function of the decentralized system is evaluated using the
smart contract of the Ethereum blockchain.

The rest of this paper is organized as follows: Section 2 describes
the existing access control methods. Section 3 elaborates on the proposed
Blockchain-based access control and data sharing approach. Section 4
explains the results and discussion of the proposed approach, and section 5
concludes the paper.

2 Literature Survey

Various existing access control methods in the cloud storage system are
reviewed. Rajput, AR et al. [1] developed an emergency access control man-
agement system (EACMS) model based on the hyper ledger composer and
fabric. Based on the smart contracts, certain rules were defined for accessing
health. The performance was evaluated concerning factors like privacy, secu-
rity, accessibility, and response time. This method offered better efficiency
than the traditional access system. Ding, S et al. [2] introduced an ABAC
mechanism to simplify the management system in the IoT environment. The
attributes were recorded through blockchain technology to eliminate data
tampering and single-point failure. The access control procedure meets the
requirements with lightweight computation and high efficiency. Moreover,
this model resists multiple attacks but failed to use the consensus algo-
rithm. Ma, M et al. [3] introduced a distributed key management approach
(BDKMA) to minimize the multiblock chains and latency in the cloud
to attain cross-domain access. Blockchain technology was used to satisfy
the requirements, such as high scalability, audit ability, extensibility, and
decentralization in IoT. It maximizes the scalability and system performance
concerning the network size but failed to achieve persistency in the IoT
ecosphere. Ouaddah, A et al. [4] developed a privacy-preserving access
control model in IoT based on blockchain technology. It effectively manages
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the access control concerning the constrained devices. However, this method
failed to implement the fair access control model with the bitcoin blockchain
and IoT device.

Ali, G et al. [5] developed a permission delegation and access control
mechanism in the IoT application. The delegation services were verifiable,
trusted, decentralized, and secure by applying blockchain technology. This
method attained better integrity, availability, and confidentiality but failed
to work with the formal verification and formal modeling. Dagher, G.G
et al. [6] introduced a blockchain-based approach for interoperable, efficient,
and secure access to medical information by third parties, providers, and
patients. It achieves a better decentralization level. However, it failed to meet
the legislative standards in the medical data. Lin, C et al. [7] introduced a
secure mutual authentication that enforced the access control policies. This
approach was designed to offer security and privacy guarantees, like confi-
dentiality, audit ability, and authentication. However, it failed to evaluate the
performance using the collaborating and hardware implementation. Wang, S
et al. [8] introduced a blockchain-based approach for data sharing through a
fine-grained access control model in the decentralized system. Here, the data
owner distributes the secret keys to the data users, and the shared data were
encrypted through the access policy. This method attained better throughput
with less cost but failed to implement the access policy update. The literature
review with its inclusion criteria and its findings are given in Table 1.

2.1 Challenges
The major challenges of the research are elaborated below:

* Even though the IoT technology was used to solve various existing
problems in real-time, enhancing the privacy and security in the IoT
device poses a challenging issue due to the characteristics, such as
distributed nature, lack of standardization, and processing power [13].

* Reach the consensus in the cloud environment poses a challenging issue
in the network. Solving the access control issues through the full-fledged
distribution and append-only ledger in the big data results in a major
challenge in blockchain technology [10].

* It was very difficult to solve the data-related issues, like security, multi-
tenancy, standardization, and interoperability. Moreover, the pooled
resources in cloud computing pose a security challenge in the computing
framework [14].



1364 Yogesh M. Gajmal and R. Udayakumar

QUON

'S 681 st

W UOIOI[[0d 9FLIAR
Y ‘008T1 St sIasn

JO JoquINU QY USYA

-aInyeusts

JO UOT)BOYLIOA I0J

SUI €' PUE UOTIEIOUST
Aoy J0J swt /8T

:own uoneyndwo))

"[OIIUO0D S$9I0E
paseq uayo} Sursn
[OTUOD SSIJE A} 0]
pappe st Aia3ajur pue
KNS [RUOIPPY

‘1oL

ur [0IU0D SSAJOT pue
UOTIBZI[BI)USIIP Y} 10
poasn st Sunmndwos Sog

"[OIIUO0D S$S9I0E

9y} 10J pasn ST AJLINd9s
JO [9AQ] JUAISJIP A
UM SQITAIP 0] pue
senLIoyINE ANqLIIE
OYI] SANTUD 0M) A,

“UTRYOYO0[q
ur09)1q pue AITAP
10T 1dA1qdsey
M SSAOOY IR
ay) Juowedwir 0y
Pa[1e) 11 “JIOAMOH

-219ydso0o9 1,01
Paseq-ureyoyo0[q
) Jo Kouaysisiad

) 2JBI[I0B] O}
Pa[1e) 11 “JOAOMOH

T)SAS

[OTUOD SSAI0E
paureiS-ouy ayj JoJ
J[qelns jou sem |

*S01AQP
pauTensuod Jo Jeyeq
U0 [01IUO0J SSIDIE AY)

paSeuew A[oANO9JJ9 I

*SJUSUIUOITATD
snotea 10j pazmundo
9q 0} Ayroeded waIsAs
pue 2oueuriojrod

Y} s9[qeUd
juaunsn(pe awrn
UOT)O[[0D UOTIOBSUERT)
J1weuAp YL,

"SWRISAS

101 ur pajuawrsfduur
Apua1oyje

9q pue sydepe o[dnnu
SISTSaI A[oATIOJ)9 I

SJIomaurery
JuotoSeur
uonezLIoyNe

Suratesaid

Koeaud pue
snowAuopnasd
PazZITeNUAdJ

yoeoidde
JuowoSeuEW
Koy panqrustp
paseq
-ureyoyoorg

QwYds
[01IUO0J $SI0E
poseq-eINqLIy

(] e
V ‘yeppenQ

[€] e N BIN

[2] Te s ‘Suig

‘uonojoxd
Koeand 10J ureyoyoo[q QUEINS

ur 1esodwod $$9008 AouagIowe (SINDVA)

193paptedAH pue (JH) [euonIpe} AY) YIIM wasAs

SW £89¢ = own ouqe;j 13patedAH jo -100d A10A paredwods Aouaroyje JuowaSeuR
osuodsorpue g  d[oy oy yiIm passadoe SeM [opou STy} JO 10139q sopraoxd [OT)UOD SSAIOE [1] TR 30
89¢ = oFesn AIOWIA SISINDVA QUL Aduaroyje awr oy, SIomowelj SIy ], Kouagrowyg AV ndley
sSurpur BLIOJLID) UOISN[OU] saSejueApesi(q sagejueApy SPOYISIA sioyny

MITAQI QIMJBIANT | J[qBL



1365

Blockchain-Based Access Control and Data Sharing Mechanism

QUON

‘A[oanoadsar
S6SS°C

PUB ‘€10°0 ‘8,69
‘0187 “€T1°Cl

QIe 3500 A[uo aseyd
repd uorssiuIdg
‘AIDAI[( Q18IS
‘uorjoesueI], urey))
‘@ouenss| 1sanbay
‘uoneziEnIU]

QUON

QUON

“WIA)ISAS [ONUOD SSAOIR
paureIs Juy A0S 0} pue
WA)ISAS UONBZI[ENUDOP
) 10j pasn st uondLioua
paseg-aInque pue
UTRYOYO0[q WNAIAY)F oYL,

"JOBNUOD Jrews Jursn
[0TUOD $5909€ AINIS

10J 9p02 UONEONUAYINE
a3essowr pue uondAioud
SIOATQOQI-N[NW ‘AINJRUTIS
Jnque pajerdaqug

"[O1IU0D $$900€ sopraoxd
uonednuUAYINe pue
uond£1oud oy ‘sopisog
"UOT)RZITRIIUAIIP JO
[9AQ[-Y31Y J0J YIomaurely
q[ouy £q Juswaseuewr
(qHA)P1029Y

)[eoH OIUOMIH YL,
‘A)jqe[reAe pue
Ayrenuapyuod ‘Ayagajur
Jo s1sATeue ay) 10§
poylow uone39[ap prqAy
uorsstutad paseq A1onb
puE paseq JUIAD Pas()

-9)epdn

Korjod ssaooe pue
UOT)BOOARI JINqII)Ee
S9SN JO suorouny
oy Juowdrdur o3
Ppa[Te] [opou ST,

‘107e19dO

K10308] 1T8WIS © [IIM
Juneloqe[[od pue
‘uoneuawdrdur
rempiey 3ursn
ouewiojrad ayp
aziundo 0} pafrey I

‘A3aur eyep

pue uoneArasaid
Koeaud

JUBOYIUSIS SIQJJO
[0S [opowt STy T,
oL

UOIIBOYLIdA [BULIOJ
pue Suropow
[BWLIOJ U YJOM

0] PI[Ie] Sem [opowt
ST} “TOAIMOH

*JS00 PadNpal
ynm ndysnoxyy
yS1y paurene 1

"ANTenuapyuod

pue ‘Kriqenpne
‘uoneonIUAYINe
snowAuoue se yons
so9jueIens ALInoas
pue Koearid sopraoid i1

FNIAOi

I19y31y © JO 2q 01

1Y3No sopou dwos ey
Sur3pajmouoe a[Iym
UOTJEZI[BI)UIIIP JO
[9AQ[-YSIY B SOAIYOR 1]

‘Apiqeree

pue Auidayur
‘KITenuapyuo0d 19)39q
paure)e [opowr sIy J,

SIoMIWeL]
pasedq
-ureyoyoo[g

uonesnuayINe
[emnw

2IN09s 10§
wo)SAs paseq
-ureyayoorg

SIomouresy
paseq
-ureyoyoorg

“[0TUOD $53008
pue uone3a[ep
uorsstuad

10J 2INJOAIYIIR
PazI[enuaq

[8] e
S ‘Suepm

[L] B30 D ‘ur]

91w
12 DD ‘1YSeq

[c]1 0D IV



1366 Yogesh M. Gajmal and R. Udayakumar

* To provide the pre-emptive security for the complex and dynamic cloud
infrastructure in the cloud provider poses a challenging research issue
in the cloud-aware framework. Adapting the security solution to protect
the virtual infrastructure results in a major challenge in the cloud.

3 Proposed Blockchain-based Access Control and Data
Sharing Approach in Cloud

The proposed Blockchain-based access control and data sharing model is
developed for decentralized storage systems in the cloud environment. The
proposed decentralized storage approach involves eight phases: setup, user
registration, encryption, token generation, control setup, test, validation, and
decryption. The decentralized storage system consists of four entities, like
Data owner (DO), Data user (DU), Smart agreement, and Transactional
blockchain [8]. Each entity performs its operations to perform the access
control and data sharing mechanism. DO is the organization or person
that owns the files to share. However, DU is DO’s data clients that are
authorized to view the files. The DO set up the phase by encrypting the
master key and embedding the key into the Transactional blockchain. The
smart contract is deployed in the Transactional blockchain using the DO.
However, the smart contract is used to record the encrypted keyword files
and provides effective search to the DU. DU sends the registration request
to DO in the setup phase. The DO encrypt and uploads the file to IPFS and
embedded the ciphertext metadata in the transactional blockchain. The DU
downloads the file from IPFS and decrypts it. Figure 1 portrays the schematic
diagram of the proposed Blockchain-based access control and data sharing
approach.

3.1 Setup Phase

The setup phase is run by DO such that the DO considers the input as
S and generates M and R of the system as output. As R is publicly
accessible, the DO publishes the R in the media, like public database and
website. The DO encrypted M and embedded M into the Transactional
blockchain. Table 2 demonstrates the symbol description of the proposed
Blockchain-based access control and data sharing in the cloud.

Moreover, the DO deploys the smart contract in the Transactional
blockchain. The smart contract is utilized to record the encrypted key-
words and offers an effective search service for the Data user. The Rand
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Figure 1 Proposed Blockchain-based access control and data sharing approach.

M generated by the DO is represented as,
R = h(5S]lq) ey
M=S®« (2)

The S is concatenated with the parameter ¢ and is applied to the hashing
function to generate R. ¢ is the parameter that lies between [0, 1] and «
denotes the parameter that lies between [0, 1]. The master key of the system
is generated by performing the Ex-or operation with S and «. The M is
encrypted by the DO is represented as,

My, = E(M||a) modn 3)

The M and the parameter « are concatenated together, and the resultant
factor is encrypted with the modulus function. The DO embed the encrypted
M to the Transactional blockchain. The transactional blockchain receives
the encrypted M and records it with the soil database. The transactional
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Table 2 Symbol description of the proposed Blockchain-based access control and data
sharing approach

Symbol Description
S Security parameter

R System public parameter
M System master key

h Hash function

E Encryption function

/! Concatenation operator
D Ex-or operation

® interpolation

n random number

D Soil database

D;q Data user ID

Dpwa Data user password

D;pwa  Data user session password

Tia Transaction ID

Cad Contract address

CaBr Contract Application Binary Interface
Csre Contract source code

Den Encrypted data

fr File encrypted key

Sk Keyword set

Dioe File location

Cm Cipher text metadata

Dloe Encrypted data location

P., Encrypted key

Sy Randomly selected key using AES
Ien Encrypted keyword index

t Search token

d(.) Decryption

E() Encryption

Dr Data retrieved
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Figure 2 Setup phase of the proposed blockchain framework based access control and data
sharing in the cloud.

database performs the Ex-or operation with D; and M, and records it for
further processing. In this phase, the DU sends the registration request by
generating the ID as D;4 and password as D,,,q of DU and sends them to
DO. The DO receives the ID and password of DU and records it as D7,
and D;w 4 and forwards them to the Smart agreement. The DO generates the
session password for DU as D ,,,q and forwards it to DU for authenticating
the identity. The DU receives and records the session password as D, pwd
and sends it back to DO after satisfying the identity. The Do authenticates
the Dy g and assigns an attribute set Ato DU. Moreover, the transactional
account address of the DU is added as an authorized user in the smart
agreement. Figure 2 shows the setup phase of the proposed Blockchain-based
access control and data sharing approach.

3.2 User Registration Phase

DO runs the user registration phase. The DO generates the secret key Kby
considering the attribute set and M.

y =M @ h(A|[n) “4)
K =8y*—8y%+1 (5)
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Figure 3 User registration phase of data sharing system.

The attribute set is concatenated with the random number. It is applied
with the hashing function, and the resultant factor performs the Ex-or oper-
ation with the master key to form the parameter y. K is generated by using
the Chebyshev polynomial with the parameter y. The DO generates the secret
key K and sends it to the smart agreement, which receives the secret key and
stores it K*. However, the encrypted secret key is represented as,

Ken:E(K@y)®A (6)

The EX-OR operation is done with the secret key and the Chebyshev
parameter, and the resultant factor is encrypted and is interpolated with
A. The transactional blockchain receives the encrypted secret key K., and
embeds it with the soil database. The DO sends the T4, Chq, Capr, and
Csre to DU through a secure channel. The user registration phase of the
data-sharing system is illustrated in Figure 3.

3.3 Encryption Phase

DO runs the encryption phase, and the encryption phase is carried out at
three different stages, such as data encryption, key encryption, and keyword
index generation. Initially, the data is encrypted using the keyword set and file
encryption key. The DO select the keyword set from data Dand selects the key
using AES to encrypt the data. Moreover, the encrypted data is represented as,

Den:E(DHSk)@fk: (7)
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The DO uploads the encrypted data to IPFS, which receives the encrypted
data and sends the data file location Dy, back to DO. At the second stage, the

ciphertext for the metadata is created by DO using P,,, and D¢. However,
the data location of the encrypted data is specified as,
D¢ = E(Diocl| fi) @ a ®)

The encrypted data is Ex-or with the parameter factor a. The Do generates
the encrypted key, which is expressed as,

P., = E(R® a)||fx )

The Ex-or operation is carried out to the R and «, and is encrypted
with the concatenation of the file encryption key. The ciphertext metadata
generated by DO is represented as,

Cp = E(DXE||Pey) @ Sy (10)

The encrypted data location and the encrypted key are concatenated, and
the encryption function is applied to the concatenated data. The randomly
selected key using the AES is Ex-or with the encrypted data to form the
ciphertext metadata. The DO generates the encrypted keyword index by
considering the keyword set and «, which is expressed as,

Ien, = q||E(sk||) (11)

The keyword set and the parameter « are concatenated and are applied to
the encryption function. The encrypted data is concatenated with the factor
q to generate the encrypted keyword index. Figure 4 portrays the encryption
phase of the proposed data storage sharing in the cloud.

3.4 Token Generation Phase

The DU reads the data connected with the secret key and decrypt K., to get
K, which is expressed as,
K = D(Kp) (12)

The encrypted secret key is applied to the decryption function to obtain
K. The DU generates the token by considering the keyword set and the secret
key as input, which is expressed as,

t=a* @ (Klla) (13)
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Figure 4 Encryption phase of the proposed access control and data sharing system.

The secret key and the parameter o are concatenated and perform the
Ex-or operation with keyword set. DU generates the token based on s; and
invokes the smart agreement to search. Figure 5 shows the token generation
phase.

3.5 Control Setup Phase

DO runs the control setup phase to performs the data-sharing contract
between DO and DU [8]. This phase is responsible for adding a new user,
adding an index, deleting the file, deleting the keyword index, searching, and
withdrawing the file.
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Figure 5 Token generation phase.

Add user: When the user sends the registration request to DO, the DO receives
the request and authenticates it by recording the user information in the smart
agreement.

Remove user: The DO can eliminate the user from the authorized user set,
bypassing DU’s external owned account function.

Add index: When DO uploads the file to IPFS, it selects the keyword set
and constructs the keyword index. The keyword indexes stored in the smart
agreement are transaction ID, encryption key, and encrypted keyword index.

Delete file: This function is executed by DO, which deletes the file using the
keyword index and the transaction ID linked with the file.

Delete the keyword index: This function is executed when required to delete
all the files corresponding to the keyword.

Search: This function is executed by passing the encrypted keyword index
and returns the key and transaction ID.

Withdraw (): The DO executes this function to withdraw the search service.

3.6 Test Phase

In the test phase, the smart agreement receives the token generated by the DU
in the token generation phase and stores it in the smart agreement, which is
expressed as,

t* =a’F & (K*||a) (14)
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The token that is recorded in the smart agreement is denoted as t*. The
smart agreement verifies that the token generated by DU is matched with
the token recorded in the smart agreement. When ¢ = t*, then the DU
is authenticated. When DU sends the request, and if the search option is
enabled, then the DU is authorized, which is specified as,

X = E(Tiq|[t) ® E(S,||Ln) (15)

The transaction ID and the token are concatenated and perform the
encryption function. On the other hand, the key selected randomly using
AES is concatenated with the encrypted keyword index and performs the
encryption function. Both the encrypted data are allowed to performs the Ex-
or operation, and the resultant term is indicated as X. The smart agreement
generates the matched result and forwards it to DU.

3.7 Validation Phase

In the validation phase, the DU validates the user file by generating the
validation factor based on the random number, secret key, and the data user
ID, which is expressed as,

V=X & h(Dia® (n||K)) (16)

The secret key is concatenated with the random number and is inter-
polated with the data user ID; the resultant factor is passed to the hashing
function. The output of the hash function and the success factor generated
by the smart agreement are allowed to perform the Ex-or operation. The DU
generates the validation factor and forwards it to the smart agreement for the
user to get validated. The smart agreement receives the validation factor from
DU and records it as,

V* =X & h(Dj; ® (n||K™)) 17)

The smart agreement verifies V' with V*, if it matches, then the user is
validated by the smart agreement. Figure 6 shows the Test and Validation
phase of the proposed Blockchain-based access control framework.

3.8 Decryption Phase

DU runs the decryption phase. It considers the file encryption key with the
retrieved data file and decrypts the data to generate the final data file. DU
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Figure 6 Test and Validation phase of the proposed Blockchain-based access control frame-
work.

sends V and X to DO, which receives the file and recorded in the DO, which
is represented as, 3
V=X"®h(D};® (n||K)) (18)

The random number and the secret key are concatenated, and the resultant
factor is interpolated with the data user ID, which is applied to the hashing
function. Finally, the Ex-or operation is performed with X *. The DO verifies
if the validated file generated by DU is matched with the file recorded in
DO. DO sends the encrypted data location and encrypted key to DU. The DU
stores the encrypted data location and encrypted key and sends them to IPFS
along with a®*. The IPFS receives the data send from DU and records it in
IPES. The IPFES shares the encrypted data with DU. The DU download the file
that the IPFS shares and decrypt the retrieved data using the file encryption
key, which is expressed as,

D = d(Dg @ fi) 19)
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Figure 7 Decryption phase of the proposed Blockchain-based access control and data
sharing approach.

The Ex-or operation is performed with the retrieved data and the file
encryption key, and the resultant terms are decrypted using the decryption
function.

D = Dgl|fx (20)

The retrieved data and the file encryption key are concatenated to obtain
the data file.
D = Dp (21

Finally, the data file is retrieved back by DU. Figure 7 shows the decryp-
tion phase of the proposed blockchain for access control and data sharing
approach.

4 Results and Discussion

The results and discussion of the proposed Blockchain-based access control
and data sharing approaches are explained in this section.



Blockchain-Based Access Control and Data Sharing Mechanism 1377

4.1 Experimental Setup

The experimentation of the proposed cloud model is carried out in the
PYTHON tool with windows 10 OS, 4 GB RAM, and an Intel processor.

The simulation environment is created using cloudsim with the number
of user ranges between 20 to 100 and the blockchain size ranges between 100
to 500 for the experimental evaluation.

4.2 Evaluation Metrics

The performance of the proposed approach is evaluated using the metrics
such as responsiveness, bandwidth, and genuine user detection rate.

Responsiveness: It is the promptness with which the cloud services performs
the request during the time interval, which is expressed as,

fﬁ:l(rm)

Tmax

R=1- (22)

where, 7, indicates the time between the completion of m!" request, and
Tmax denotes the maximum acceptable time utilized to complete the request,
such that ry,x > rp,. k denotes the total number of requests, and f denotes

the function that is used to measure the central tendency of data.

Genuine user detection rate: It is termed as the number of users detected as
genuine concerning the total number of users.

4.3 Comparative Methods

The performance improvement of the proposed approach is revealed by
comparing the proposed with the existing methods, like Emergency Access
Control Management System (EACMS) [1], Attribute-Based Access Con-
trol (ABAC) [2], and blockchain-based system (BSeln) for remote mutual
authentication [7], respectively.

4.4 Comparative Analysis

The comparative analysis of the proposed Blockchain-based access control
and data sharing approach is made using the performance metrics, such as
genuine user detection rate and responsiveness by varying the blockchain size
from 100 to 500.
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(a) Blockchain size = 100

Figure 8 portrays the comparative analysis of the proposed approach with
the Blockchain size as 100. Figure 8(a) represents the comparative analysis
of genuine user detection rate concerning the number of users. By consid-
ering 20 number of users, the genuine user detection rate obtained by the
existing methods, such as ABAC, BSeln, EACMS is 65.7%, 65.76%, and
58.46%, while the proposed blockchain-based access control and data sharing
obtained better genuine user detection rate of 95%, respectively. Figure 8(b)
depicts the comparative analysis of responsiveness with respect to number
of users. When the number of users = 20, the responsiveness obtained by
the existing methods, such as ABAC, BSeln, EACMS is 25 sec, 27 sec, and
27 sec, while the proposed blockchain based access control and data sharing
obtained lower responsiveness of 25sec, respectively.

(b) Blockchain size = 200

Figure 9 portrays the comparative analysis of the proposed approach with
the Blockchain size as 200. Figure 9(a) represents the comparative analysis
of genuine user detection rate. When the number of users = 80, the genuine
user detection rate obtained by the existing methods, such as ABAC, BSeln,
EACMS is 30%, 30%, and 30%, while the proposed blockchain based access
control and data sharing obtained better genuine user detection rate of 35%,
respectively. Figure 9(b) depicts the comparative analysis of responsiveness.
When the number of users = 80, the responsiveness obtained by the existing
methods, such as ABAC, BSeln, EACMS is 65 sec, 66 sec, and 70 sec, while
the proposed blockchain based access control and data sharing obtained lower
responsiveness of 63 sec, respectively.
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Figure 8 Comparative analysis with the Blockchain size as 100, (a) genuine user detection
rate, (b) responsiveness.
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Figure 9 Comparative analysis with the Blockchain size as 200, (a) genuine user detection
rate, (b) responsiveness.
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Figure 10 Comparative analysis with the Blockchain size as 300, (a) genuine user detection
rate, (b) responsiveness.

(c) Block chain size = 300

Figure 10 portrays the comparative analysis of the proposed approach with
the Blockchain size as 300. Figure 10(a) represents the comparative analysis
of genuine user detection rate with respect to the number of users. When
the number of users = 40, the genuine user detection rate obtained by the
existing methods, such as ABAC, BSeln, EACMS is 61%, 56%, 56%, while
the proposed blockchain based access control and data sharing obtained better
genuine user detection rate of 73%, respectively. Figure 10(b) depicts the
comparative analysis of responsiveness. When the number of users = 20,
the responsiveness obtained by the existing methods, such as ABAC, BSeln,
EACMS is 80 sec, 81 sec, 86 sec, while the proposed blockchain based
access control and data sharing obtained lower responsiveness of 78 sec,
respectively.
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Figure 11 portrays the comparative analysis of the proposed approach with
the Blockchain size as 400. Figure 11(a) represents the comparative analysis
of genuine user detection rate with number of users. By considering 20
number of users, the genuine user detection rate obtained by the existing
methods, such as ABAC, BSeln, EACMS is 83%, 83%, 61%, while the
proposed blockchain based access control and data sharing obtained bet-
ter genuine user detection rate of 95%, respectively. Figure 11(b) depicts
the comparative analysis of responsiveness to number of users. When the
number of users = 20, the responsiveness obtained by the existing meth-
ods, such as ABAC, BSeln, EACMS is 93 sec, 95 sec, 103 sec, while the
proposed blockchain based access control and data sharing obtained lower
responsiveness of 91 sec, respectively.

(e) Blockchain size = 500

Figure 12 portrays the comparative analysis of the proposed approach with
the Blockchain size as 500. Figure 12(a) represents the comparative analysis
of genuine user detection rate to number of users. For 20 users, the genuine
user detection rate obtained by the existing methods, such as ABAC, BSeln,
EACMS is 61%, 57%, 49%, while the proposed blockchain based access
control and data sharing obtained better genuine user detection rate of 95%,
respectively. Figure 12(b) depicts the comparative analysis of responsiveness
with number of users. When the number of users = 20, the responsiveness
obtained by the existing methods, such as ABAC, BSeln, EACMS is 138 sec,
141 sec, 151 sec, while the proposed blockchain based access control and
data sharing obtained lower responsiveness of 136sec, respectively.



Blockchain-Based Access Control and Data Sharing Mechanism 1381

=~ Blockchain based Access Contral and Data Sharing =8~ Blockchain based Access Control and Data Sharing
90 == ABAC 1704 —* ABAC
—— BSein | =+ B5en

== EACMS == EACMS

Responsivenassisec)
i)
a

Genuine User Detection Ratel%)

1454

140 R

1351

0 30 40 50 60 0 BO 90 100 0 30 40 50 60 0 B0 90 100
HNumber of users Nurnber of users

(a) (b)

Figure 12 Comparative analysis with the Blockchain size as 500, (a) genuine user detection
rate, (b) responsiveness.

Table 3 Comparative discussion

Proposed
Blockchain-based
Blockchain Access Control and
Size Metrics ABAC BSeln EACMS Data Sharing
100 Genuine user 65 65 58 95
detection rate (%)
responsiveness (sec) 25 27 27 25
200 Genuine user 83 70 38 95
detection rate (%)
responsiveness (sec) 138 141 151 136
300 Genuine user 75 69 68 95
detection rate (%)
responsiveness (sec) 80 81 86 78
400 Genuine user 83 83 61 95
detection rate (%)
responsiveness (sec) 93 97 103 91
500 Genuine user 61 57 49 95
detection rate (%)
responsiveness (sec) 138 141 151 136

4.5 Comparative Discussion

Table 3 represents the comparative discussion. With the Blockchain size
of 100, the genuine user detection rate obtained by the existing methods,
like ABAC, BSeln, and EACMS is 65%, 65%, and 58%, while the pro-
posed obtained better genuine user detection rate of 95%, respectively. The
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Table 4 Comparative discussion of the proposed Blockchain-based access control and data
sharing with the existing techniques

Proposed
Blockchain-based
Access Control and
Metrics ABAC BSeln EACMS Data Sharing

Tamper-proof Y Y Y Y
Access Revocation
Non-Repudiation
Privacy-preserving
Attack Resistance

Block search

Access control
Metadata update
Storage space recycling
Data privacy

Mutual authentication

Data stream support

zZ zZ Z Z Z Z Z Z < < < Z
z z z 2z Z Z Z Z Z Z < Z
Z Z Z Z Z Z < Z < Z < <
T T R R R RO RO RO RO e

Encrypted location search

responsiveness obtained by the existing methods, such as ABAC, BSeln, and
EACMS is 138 sec, 141 sec, and 151 sec, whereas the proposed obtained
lower responsiveness of 136 sec for 200 Blockchain size. Therefore, it is
clearly depicted that the proposed Blockchain-based access control and data
sharing approach attained better genuine user detection rate of 95%, and the
lower responsiveness at 25 sec using the Blockchain size as 100.

The comparative discussion of the proposed approach with respect to
the existing techniques by evaluating the some of the parametric factors is
discussed in Table 4.

From Table 4, the proposed blockchain-based access control and data
sharing approach obtained improved performance compared to the state of
art techniques. For the data access, the tamper-proof is provided; hence
the transparency of transaction is achieved. The access revocation provides
enhanced security; non-repudiation is the evidence of the transaction and
hence very useful in settling disputes. The attack resistance in the system
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improves the performance of the system. Moreover, the block search, access
control provides another additional level of security, and metadata update
has the information about the distribution of data block and the size, which
helps to access the data faster. The storage space recycling improves the
storage capacity, data privacy enhances secure data sharing, and mutual
authentication provides the data sharing among two parties using the key for
secure data sharing. The data stream support enables the full data storage
referred by the hash function and can use as a general-purpose append-only
database. The encrypted location search enables the secure search. Thus the
secure and authentic data sharing is achieved by using the access control
mechanism in the blockchain.

Besides, the proposed blockchain-based access control and data sharing
technique uses eight different phases and four entities for secure data sharing
and access control. Thus, the privacy of data is enhanced with reduced
key abuse. The consensus protocols provide reliability and trust among the
blockchain network. Moreover, the risk of attacks is also reduced with the
help of a consensus algorithm named Proof of work (PoW). In our proposed
work, the experimental evaluation shows a better genuine user detection rate
with reduced responsiveness. Thus the bottleneck is reduced.

4.6 Threats to Validity

Internal Validity: The proposed blockchain-based access control and data
sharing are used to secure data transmission. In this, hashing is performed for
the encryption of the data. By using different layers of encryption, some of
the values may vary.

External validity: For the performance evaluation, the simulation envi-
ronment is created using cloudsim. Sometimes, the performance may vary
because of software issues.

Construct Validity: The performance of the proposed blockchain-based
access control and data sharing approach is evaluated based on the perfor-
mance metrics like responsiveness and genuine user detection rate. How-
ever, more evaluation is possible, like throughput, delay, load, and energy
consumption.

Conclusion Validity: In calculating the responsiveness and genuine user
detection, some functions were used, which may vary concerning the sim-
ulation environment.
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5 Conclusion

In this research, an effective method named Blockchain-based access control
and data sharing approach is developed to increase data security in the
cloud model. The system master key is generated and encrypted by the Data
owner and is embedded in the transactional blockchain. The Data owner
deploys the smart agreement in the transactional blockchain. The Data user
sends the registration request to the Data owner, which creates the secret
key and encrypts the secret key based on the Chebyshev polynomial, and
embedded the encrypted secret key to the transactional blockchain. The Data
owner sends the transaction ID, contract address, contract Application Binary
Interface, and contract source code to the Data user with the secure channel.
The Data owner selects the keyword set, encrypts the file, and uploads the
encrypted file to the Interplanetary File System. The data owner generates the
encrypted keyword index and records it in the smart agreement. Finally, the
Data user downloads the encrypted file from Interplanetary File System and
decrypts the file. The proposed named Blockchain-based access control and
data sharing approach achieved better performance using the metrics, such as
a better genuine user detection rate of 95% and lower responsiveness of 25sec
with the blockchain of 100 sizes. The proposed blockchain-based access
control and data sharing are widely used in security related applications like
secure medical data sharing, real time IoT-related applications, monitoring
services, etc. In the future, the performance of the access control and data
sharing model in the cloud storage system is enhanced by incorporating some
additional features.
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