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Abstract

Aiming at the problems of small value range of a single chaotic parameter,
low sequence chaos, and transient effects, a composite chaotic system of
cascaded Sine-Sine mapping, Logistic chaos and generalized third-order
Fibonacci is proposed (S-L-F). The new system is highly sensitive to ini-
tial values, the maximum spectral entropy of the generated sequence can
reach 0.95, and the value range of the parameter x is expanded to [0,4]
compared with the traditional Logistic, indicating that the new system is
suitable for generating pseudo-random sequences for image encryption. For
the problem that the traditional multi-image encryption scheme can only
encrypt images of the same type and size, the practicability is poor, and a
multi-image encryption scheme based on image reorganization and biting is
proposed. The algorithm recombines any number, different sizes and different
types of images into a three-dimensional matrix, converts it into a binary
matrix, performs bit-level scrambling and surface cyclic scrambling, and then
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restores the scrambling matrix to decimal, and the chaotic sequence performs
exclusive-or diffusion, and completes simultaneous encryption at one time,
which greatly improves the encryption efficiency and scope of application.
The NPCR of the ciphertext image is 0.9961, and the UACI is 0.3345,
which proves that the ciphertext image can effectively resist the difference
attack. The information entropy is greater than 7.999, which can effectively
resist attacks. It has certain application value in image information security.
Experimental analysis shows that the algorithm has high security and strong
practicability.

Keywords: S-L-F Cascade Chaos, bit-level scrambling, Multi-image
Encryption, Logistic chaos, Sine-Sine mapping.

1 Introduction

Chaotic system is a dynamic system, which is sensitive to the values put into
it and the system parameters, and the trajectory of the system is unpredictable.
Using chaos, it can be generated as a random sequence. As long as the
initial value and system parameters are given, a fixed random sequence
can be obtained. This reproducible pseudo-random sequence has a range of
applications in the fields of information security. In recent years, the research
on the construction of cascading chaos [1-5] and bit scrambling algorithm
[6-8] has gradually been favored by researchers. Tian Miaomiao and Liu
Ye [9] designed an picture encryption algorithm using a 5D hyperchaotic
system combined with a four-element loop operation. Zhao Hongxiang [10]
and others designed an algorithm based on an improved Henon map. Zhu
Shugqin et al. [11] designed a class of quadratic polynomial chaos, and based
on this, designed a pseudo-random number generator. Guo Yuan [12] and
others constructed a generalized Fibonacci chaotic system that can generate
a uniform chaotic sequence to generate random templates, and designed
an image encryption algorithm with the key adaptively changing with the
plaintext. Wang [13], Farah [14], etc. constructed a compound chaotic system
based on Logistic mapping [15], Tent mapping, and sine mapping, and
designed encryption algorithms by combining DNA encoding technology
and S-box technology, respectively. Xian et al. [16] designed an encryption
algorithm based on Chen chaotic system combined with chaotic sub-block
scrambling and chaotic digital selective diffusion. Cheng et al. [17] designed
an encryption scheme based on a hyperchaotic systems, pixel replacement
and bit replacement methods. Wu et al. [18] designed an image encryption
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scheme based on the Henon-Sine mapping. The parameter range of the
mapping is very wide. Chai et al. [19] designed an image encryption scheme
using hyperchaotic systems, cellular automata theory and DNA sequence
manipulation. Lietal. [21, 22] designed encryption algorithms by generalized
chaotic synchronization, and synchronizing two different chaotic systems
makes the encryption effect better.

Section 2 introduces the construction and design of the S-L-F system.
Section 3 introduces the detailed steps of the image encryption algorithm.
Section 4 introduces the simulation results and algorithm security analysis.
Section 5 is the conclusion.

2 Chaotic System Construction

Combining Sine-Sine mapping, Logistic chaos and generalized third-order
Fibonacci, a cascaded chaotic system is constructed. The Sine-Sine chaotic
map is

Tnp1 = mod(psin(mz,) x 244, 1). (1)

Logistic chaotic system is expressed as:
Ynt1 = pyn(1 = yn) 2)
Yo = To 3)

Combining logistic and Sine-Sine with generalized third-order Fibonacci
to construct a cascaded chaotic system is as follows:

F, = mod(xn—1Yyn—1Fn—1+ Tn—oyn—2Fn—2 + Tn—3yn—3Fn_3,1) (4)
Fy = mod(x1y1 X 214, 1)
Fy = mod(xays X 214 1)
F3 = mod(z3yz x 2'4,1) (5)

In the system, € (0.318,1) U (1,2) U (2,3), 29 € (0,1). Figure 1
shows the sequence F), distribution diagram obtained by the system after
5000 iterations.

Figure 2 shows the spectral entropy of the sequence obtained when the
parameter p takes different values.

It can be seen that the value range of p is significantly larger than the
traditional logistic, and the spectral entropy of the obtained sequence is also
around 0.93, closing to the ideal value 1.
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Figure1 The sequence F, distribution diagram obtained by the system after 5000 iterations.
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Figure 2 The relationship between parameter p and the spectral entropy (SE) of the

sequence.

Figure 3 shows the sequence {F,,} generated after 1000 steps of initial
value x,, and z,, + 1079 iteration. It can be seen that even the occurrence of
initial values and small changes will greatly affect the generated sequence,
indicating that the system has a strong initial value sensitivity.
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Figure 3 The sequence {F,, } generated after 1000 steps of initial value z,, (blue) and z,, +
10~ %(red) iteration.

3 Proposed Scheme

Figure 4 shows the flow chart of the encryption algorithm.

Step 1 Image reorganization

Read M plaintext images, extract all the pixel values in sequence in the order
of row first, then column, and put them into a pre-set m X n X N matrix A.
The calculation of N is given by Equation (6), where p is the total number of

§-L-F mapping

Plaintext images [—H Refacor F1' FLF2,F3 F4

Decampose into 8 Rubik’s Cuba
=+ Layer scrambling [—¥ S Difdusion e Refactor Ciphertext images
bit planes cra

Figure 4 Flow chart of the designed scheme.
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pixels of M plaintext images. If there is a vacancy in the nth layer of A, we
fill it with an integer of [0, 255].

Nzceil( P > i=1,2,.... M (6)
mXn

Step 2 Construct the chaotic sequence

Extract the first row of each layer of A into a two-dimensional matrix
A’. Calculate the sum of all the elements of A and record it as Sy4. Pass
A" + S4 into the SHA-256 algorithm to obtain a set of 256-bit hash values
H. Revert every 8 bits of h as H set of binary numbers to a decimal vector

H' = {hy, ha,..., hsa}, and construct the initial values o1, o2, To3, To4 as
follows.
hi®hy®--- D hs
To1 = mod ,1
256
2o = mod hg@hlo@"'@hlﬁl
02 — 256 )
oo —mod (T E M8 D B hoy
03 — 256 ;
hos @ ho & -+ - & hs3a
= d 1 7
To4 = MO < 956 ; (N

Take the parameter ;1 and substitute the initial values xg1, xg2, To3, and
o4 1nto S-L-F for 1000 iterations, and then iterate 8 x N, m, n, m xn x N
times to get four chaotic sequence 11, 15, T3, Ty. The chaotic sequence is
transformed into an applicable sequence by the following processing. Among
them, sortinqex () indicates that the sequence is arranged in ascending order,
and the index of the corresponding point is taken.

Fy = ceil(mod(Ty x 2'9,2 x (m 4 n)))
Fy = ceil(mod(Ty x 2'°,2 x (8 x N 4 n)))
F3 = ceil(mod(Ts x 2192 x (8 x N +m)))
Fy = ceil(mod(Ty x 2'°,256))
F| = sortindex (F1) (8)
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Figure 5 Convert a decimal plane to 8-layer binary plane.
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Figure 6 Select a layer from the left to perform surface cycle scrambling operation.

Step 3 Bit scrambling

Arrange the conversion binary of each layer of matrix A from high to low
into 8-layer bit planes, as shown in the Figure 5, construct bit matrix B. The
layers of the matrix B are scrambled according to the sequence F7,

B'(:,:,4) = B(:,:, Fi(4)) )

and the scrambled matrix B’ is combined with the sequence F}, F», F3 from
top to bottom, from left to right, and from back to front, to perform surface
cyclic scrambling. The specific scrambling method is shown in Figure 6.
Step 4 Image diffusion

Restore the bit matrix scrambled in the previous step to a decimal matrix C,
then reconstruct the sequence Fj into a m X n X N matrix Fi, and finally
perform a bitwise XOR operation on C' and F; to obtain the ciphertext matrix
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P =[Py, Ps,...,Py|. Extracting P = [Py, P», ..., Py] layer by layer is the
ciphertext image.

4 Experimental Results Analysis

Figure 7 shows the encryption result of the algorithm on the three pictures.
The choice of parameter value is ¢ = 2.51, m = n = 512. Three pictures
each has different size, one of them is a grayscale picture, and we also
choose a picture with text information is selected to further enhance the
universality of the algorithm proposed in this paper. Three images were tested
on the Windows 10 operating system using Matlab R2018a and Intel Core i7-
10750H CPU @ 2.60 GHz and 16.0 GB RAM. From Figure 7, it can be
intuitively shown that the ciphertext image has no visual connection with
the original image. In the following part, we will conduct a qualitative and
quantitative analysis of the statistical properties of the ciphertext image to
further prove the safety of the algorithm.

4.1 Histogram Analysis

Histogram can show the distribution of each color in a grayscale image. A
good encryption scheme should be able to erase the statistical characteristics

Figure 7 The encryption results of the proposed algorithm.
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Figure 8 The corresponding histograms of the plaintext image and the ciphertext image.

of the original image, so that the attacker cannot obtain the plaintext image
through the statistical properties, thereby protecting the original image infor-
mation. Figure 8 shows the corresponding histograms of the plaintext and
ciphertext image. It can be seen that some statistical characteristics of the
plaintext image, while the pixel distribution of the ciphertext image is very
even, which conceals its own statistical characteristics, indicating that the
algorithm of the article can effectively resist statistical attacks.

We randomly selected 2500 points in the original image and the first
ciphertext image, respectively, and calculated the correlation diagrams of
their horizontal, vertical, and diagonal adjacent points as shown in the Fig-
ure 9. It can be seen from the figure that the neighboring points of the original
image have obvious relevant statistical characteristics, and the neighboring
points of the ciphertext image do not have obvious statistical characteristics.
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Figure 9 Correlation for the grey value image and its ciphertext image encrypted through
the proposed scheme.

4.2 Differential Attack Analysis

The values of NPCR and UACI can reflect the number of changes in pixels of
the ciphertext image before and after minor changes are made to the plaintext
image and the magnitude of the change in pixel value. The calculation
formula is:

NPCR = M x N x 100% (10)
{D('LJ) =1, i C('L.:j) = Cl(iaj) (11)
UACIT = TN Z o x 100% (12)

i’j

Among them, M and N represent the rows and columns number of
the plaintext image, C(i,j) and C’(7,7) indicate the pixel value at the
corresponding position of the ciphertext.

This article randomly selects a pixel of one image from multiple images,
and adds 1 to the pixel value of this pixel. Table 1 present the NPCR and
UACI value of our algorism. The NPCR value calculated from the ciphertext
image and the original ciphertext image is 0.9961, and the UACI value is
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Table1 NPCR and UACI analysis
Proposed  Ref. [23]
NPCR  0.9961 0.9923
UACI 0.3345 0.3303

Table 2 Entropy analysis
Proposed Ref. [22] Ref. [24]
Entropy 7.9993 7.9417 7.9467

0.3345, indicating that the values of almost all pixels have changed, and the
changes are large. This shows that our algorithm can counter the differential
attacks well.

4.3 Entropy Analysis of Ciphertext

Information entropy can show the average amount of an information after
excluding redundant information from a piece of information The calculation

formula is:
255

1
H(s) = P(s;)logy —— 13
(s) ;(0 B2 53] (13)

Among them, s is the value of a random variable; P(s;) is the probability
density function of the occurrence of s;. If the probability of all values is
equal, then P(s;) = 2—18,1' € {0,1,2,...,255}, means the entropy is 8. There-
fore, in the image encryption algorithm, the closer the ciphertext image’s
entropy is to 8, it means that the encryption makes the image information
more uncertain, which means that the scheme can resist attacks based on
information entropy.

Table 2 present the entropy of the ciphertext image encrypted by our
scheme. The information entropy of our ciphertext image is 7.9993, and
compare with other paper than our information entropy obtained is closer
to 8. Therefore, the algorithm in this paper can better resist statistical attacks.

5 Conclusion

This paper proposes a composite chaotic system of cascaded Sine-Sine map-
ping, Logistic chaos and generalized third-order Fibonacci. It also proposes
a multi-image encryption algorithm based on bit scrambling, which can
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complete multiple-image encryption at one time, which greatly improves
the encryption efficiency and scope of application. After encryption, the
NPCR value is 0.9961 and the UACI value is 0.3345, which proves that the
ciphertext image can effectively resist the difference attack. The information
entropy is greater than 7.9993, indicating that the ciphertext image well
conceals the image characteristics of the plaintext. Experimental analysis
shows that the proposed multi-image encryption algorithm has better encryp-
tion effect, strong key sensitivity, excellent security performance indicators,
higher encryption efficiency, and can be used in image encryption.
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