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Abstract

Although the birthrate is declining, the average life expectancy continues
to increase. Therefore, it is more important for elderly people to maintain
their independence while staying at home. Ambient Assisted Living (AAL)
includes the use of devices and methods of ensuring that elderly people
can stay safe and age at home rather than at a facility. Assisted living
services help people live as independently and safely as possible when
they can no longer perform everyday activities on their own. Because the
information transmitted in AAL systems is personal, the security and pri-
vacy of such data are becoming important issues that must be addressed.
Herein, we propose an efficient and secure authentication scheme for an
AAL system. Our proposed authentication scheme not only satisfies several
important security requirements of such a system but also withstands various
types of attacks. Moreover, the proposed authentication scheme achieves
lightweight performance by manipulating basic cryptographic operations
including bitwise-eXclusive-OR (XOR) and hash functions. We simulated
our proposed authentication scheme using Automated Validation of Internet
Security Protocols and Applications (AVISPA), which is a prominent security
verification tool. Security and performance analysis show that our proposed
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scheme is not only robust against several attacks and has a lower computa-
tional cost in terms of execution time than those of existing authentication
schemes.

Keywords: Web security and privacy, wearable computing, ambient assisted
living, healthcare.

1 Introduction

Population aging is a global phenomenon, and populations are rapidly grow-
ing in many regions. The aging of populations globally is the result of
continual decline in fertility rates and increase in life expectancy. As a result,
the number of people aged 60 years and older may nearly triple to 2 billion by
2050, accounting for almost one quarter of the expected 9.2 billion population
globally. As people age, many suffer from physical disabilities or memory
loss and thus require more healthcare services. The main disadvantages of an
aging population include increased healthcare costs. Elderly people are more
prone to illnesses and ailments. The probability of occurrence of diabetes,
hypertension, or cancer increases with age. An increase in the number of
sick people will pressurize healthcare facilities, which may not be able to
cope with the demand. Advancements in information and communication
technology have allowed for remote delivery of health and care services,
supporting vulnerable people in their own homes rather than in hospitals or
residential facilities. One method to address this problem is to rely more on
AAL technology, known as a welfare technology, in the homes of elderly
and disabled people [1]. AAL provides a system comprising smart devices,
wireless networks, software applications, computers, and medical sensors for
healthcare monitoring. AAL aims to ensure safety and quality of health of
elderly adults and extend the number of years during which senior citizens
can live independently in an environment of their own preference. AAL can
provide assistance to elderly and handicapped patients through continuous
activity monitoring and access to medical support. AAL technologies can
provide greater safety for the elderly, offering emergency-response mecha-
nisms and fall-detection solutions. Because the information transmitted in
AAL systems is highly sensitive, security and privacy of such data are becom-
ing important issues that must be addressed. Security protocols designed for
AAL systems should satisfy security requirements such as integrity, confiden-
tiality, availability, and anonymity. Herein, we propose a novel authentication
scheme for AAL systems, which can improve the efficiency and guarantee
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security. The proposed authentication scheme for an AAL system only allows
authorized users to access a secure data exchange with the help of a session
key that is shared during authentication.

The rest of this paper is organized as follows. Section 2 reviews related
studies. Section 3 presents the system architecture of the proposed scheme
for an AAL system, along with the security requirements. The proposed
authentication scheme is then described in Section 4. Section 5 presents
the simulation results of our proposed authentication scheme using AVISPA.
Finally, we provide some concluding remarks in Section 6.

2 Related Work

In this section, we briefly review previous works related to the wireless body
area networks (WBANs) based AAL system [2–4, 6–8].

Liu et al. [6] proposed two remote certificateless authentication protocols
to preserve the privacy of potential WBANs users when they access network
medical service through WBANs terminals. With this scheme, the full private
key of the user consists of not only the partial private key issued by a semi-
trusted key generation center but also a user private key generated by the
user. However, this scheme is insecure against stolen verifier table attacks.
Moreover, the authors did not obtain a sufficiently lightweight protocol owing
to the complex bilinear pairing operation and computations.

To avoid a bilinear pairing operation, Zhao et al. [7] proposed an effi-
cient authentication protocol without using a bilinear pairing operation for a
WBANs. They proposed an efficient and anonymous identity-based authenti-
cation scheme for WBANs using Elliptic-Curve Cryptography(ECC). Owing
to the use of an ID-based concept, no certificate is required during commu-
nication. However, Zhao’s scheme is insecure because an adversary can trace
the user based on the constant value of the pseudo identity.

He et al. [8] presented a new authentication model suited for an AAL
system based on elliptic-curve cryptography. This scheme not only supports
several important security requirements of the AAL system but also with-
stands various types of attacks. However, this scheme is prone to tracking
attacks and fails to achieve untraceability.

Moreover, owing to the high resource constraints of such sensors, the
previous works are not lightweight enough to be suitable for AAL sensor
nodes. The proposed authentication scheme delivers lightweight performance
by manipulating basic cryptographic operations including XOR and hash
functions.
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Figure 1 The proposed system architecture for AAL.

3 System Architecture and Security Requirements

In this section, we present the architecture of a WBANs based AAL system
and security requirements that should be satisfied by the proposed scheme.

3.1 System Architecture of WBAN-based AAL System

We first describe the architecture of a WBANs based AAL system as shown
in Figure 1 [9]. The architecture of an AAL system typically consists of three
main components. At one end of the architecture, the network consists of
WBANs based AAL sensor nodes with low power consumption. The WBANs
based AAL sensor is responsible for gathering the required user data. The
data generated from the AAL sensors are forwarded to the AAL gateway. The
AAL gateway is responsible for the acquisition, management, and forwarding
of data on vital signs captured by the AAL sensors. The AAL gateway
accordingly sends data to the AAL server through its Internet connection.
The AAL server processes and stores data and performs specific situational
detection for the safety of elderly people. Moreover, the AAL server analyzes
the accumulated data and provides the results as an AAL service. Therefore,
the AAL server can send notifications to the registered caregivers of the users.

3.2 Security Requirements for AAL System

The authentication scheme is susceptible to attacks if used on insecure
communication channels such as the Internet. In this section, some security
requirements that should be satisfied by the proposed scheme are stated as
follows:

• Mutual authentication: To allow only authenticated users to use an AAL
service, a mutual authentication is required. Both the client and server
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must authenticate the identity of the other before actual communication
occurs.
• Session-key agreement: After performing mutual authentication

between entities, sensitive data transferred through the Internet need
to be encrypted by a session key shared among them. Therefore, a
robust authentication protocol for the AAL system should provide a
session-key agreement.
• No verification table: In several previously proposed authentication

schemes, the access point must maintain a verification table for mutual
authentication. However, an adversary can impersonate a user by mod-
ifying the values in the verification table to obtain AAL services from
the access point. Thus, the proposed authentication scheme for the AAL
system should avoid keeping the verification table for authentication
purposes.
• Perfect forward secrecy: It is a method of ensuring that all trans-

actions sent over the Internet are secure. The authentication scheme
must prevent an adversary from being able to access data from a
group of transactions even if they can hack the encryption for a single
communication sent over the Internet.
Many of the available sensors used for monitoring blood sugar, blood
pressure, and pulse-rate are capable of sending vital signs to the WBAN-
based AAL system, it is importat to use group authentication to improve
the efficiency of one-by-one authentication. But, this is outside the scope
of this paper to discuss how to apply a AAL system.

4 Proposed Authentication Scheme

In this section, we present a new authentication scheme for an AAL system.
First, in Table 1, we define some of the notations used in our proposed
scheme. Our proposed scheme is divided into two phases: registration and
authentication. We assume that the public parameters of ECC have previously
been generated by the AAL server.

4.1 Registration

We assume that the AAL sensor and AAL gateways share a session key, Ks.
Similarly, we assume that the AAL gateway and AAL servers share a session,
Kg, and the AAL sensor and AAL server share a session key, Kp. During
this phase, the AAL sensor, AAL gateway, and AAL server authenticate each
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Table 1 Major notations for the proposed scheme
Parameter Description
p, q, r Randomly chosen prime number
⊕ XOR logical operation

H(A) Hash function of A
G Generator of the elliptic curve

q ×G Elliptic-Curve Scalar Multiplication
Tα Timestamp of α
Nβ Nonce value of β
K Common session key
Em Encryption operation with m key
Dm Decryption operation with m key
|| Concatenation operation

other and negotiate a common session key, K, for the later authentication
phase. As shown in Figure 2, the registration phase is divided into four
rounds, which are as follows:

Round 1:

• Step 1. An AAL sensor chooses a random number p.
• Step 2. Simultaneously, the AAL sensor computes Us1 = pG, where G

is the elliptic-curve generator.
• Step 3. The AAL sensor sends Us1 ⊕Ks to the AAL gateway.

Round 2:

• Step 1. When receiving the message, the AAL gateway computes Us1⊕
Ks ⊕Ks to obtain the value of Us1.

• Step 2. The AAL gateway chooses a random number q. The AAL
gateway then computes Ug1 = q × Us1.

• Step 3. The AAL gateway computes Ug2 = q ×G.
• Step 4. The AAL gateway computes Ug1 ⊕Kg and sends Ug1 ⊕Kg to

the AAL server.
• Step 5. The AAL gateway computes Ug2 ⊕Kg and sends Ug1 ⊕Kg to

the AAL server.

Round 3:

• Step 1. When receiving the messages, the AAL server computes Ug1 ⊕
Kg ⊕Kg to obtain the value of Ug1.



An Efficient and Secure Authentication for Ambient Assisted Living System 699

Figure 2 Registration phase.

• Step 2. The AAL server chooses a random number r. The AAL server
then computes the session key K = r × Ug1( i.e., K = p · q · r ×G).

• Step 3. The AAL server computes Up1 = q × r ×G and Up2 = r ×G.
• Step 4. The AAL server computes Up1 ⊕Kg and sends Up1 ⊕Kp to the

AAL sensor.
• Step 5. The AAL server computes Up2 ⊕Kg and sends Up2 ⊕Kp to the

AAL sensor.

Round 4:

• Step 1. When receiving the messages, the AAL sensor computes Up1 ⊕
Kp ⊕Kp to obtain the value of Up1.

• Step 2. The AAL sensor simultaneously computes Up2 ⊕ Kp ⊕ Kp to
obtain the value of Up2.

• Step 3. The AAL sensor computes session key K = p · q · r ×G.
• Step 4. The AAL sensor computes Us2 = p× r ×G and Us2 ⊕Ks.
• Step 5. The AAL sends Us2 ⊕Kg to the AAL gateway.

Finally, when receiving the messages, the AAL gateway can compute the
session key K = p× q × r×G. As a result, the AAL sensor, AAL gateway,
and AAL servers share the common session key K = p× q × r ×G.
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Figure 3 Authentication phase.

4.2 Authentication

The AAL sensor, AAL gateway, and AAL server authenticate each other
based on the common session key, K, from the registration phase. As shown
in Figure 3, the authentication phase is divided into the following three
rounds:

Round 1:

• Step 1. An AAL sensor randomly selects a nonce value, Ns, and
generates a timestamp, Ts.

• Step 2. The AAL sensor computes A = Ns ⊕K and H(A) = h(Ns ⊕
K).

• Step 3. The AAL sensor uses a symmetric key algorithm to encrypt {A ‖
H(A) ‖ Ts} with K and sends it to the AAL gateway.

Round 2:

• Step 1. When receiving the message, the AAL gateway extracts {A ‖
H(A) ‖ Ts} using its K to decrypt the received ciphertext and computes
Ns
′ = A⊕K and H(A

′
) = h(N

′
s ⊕K).

• Step 2. The AAL gateway checks the value of H(A) = H(A
′
). If the

two values are equal, the AAL gateway confirms that the AAL sensor is
a valid user. Otherwise, the AAL gateway stops the protocol and sends
an authentication-failed message to the AAL sensor.
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• Step 3. If the AAL sensor is a valid user, the AAL gateway selects the
nonce value, Ng, and generates the timestamp, Tg.

• Step 4. The AAL gateway computes B = N
′
s ⊕ Ng ⊕K and H(B) =

h(N
′
s ⊕Ng ⊕K).

• Step 5. Finally, the AAL gateway uses a symmetric key algorithm to
encrypt {B ‖ H(B) ‖ Ts ‖ Tg} with K and sends it to the AAL
gateway.

Round 3:

• Step 1. Upon receiving the messages, the AAL server extracts {B ‖
H(B) ‖ Ts ‖ Tg} using its K to decrypt the received ciphertext and
computes Ns

′ ⊕Ng
′
= B ⊕K and H(B

′
) = h(Ns

′ ⊕Ng
′ ⊕K).

• Step 2. The AAL server checks the value of H(B) = H(B
′
). If the two

values are equal, the AAL server confirms that the AAL gateway is a
valid user. Otherwise, the AAL server stops the protocol and sends an
authentication-failed message to the AAL gateway.

• Step 3. If the AAL gateway is a valid user, the AAL server generates a
timestamp, Tp, and selects the nonce value Np.

• Step 4. The AAL server then computes C = Ns
′ ⊕Ng

′ ⊕Np ⊕K and
H(C) = h(Ns

′ ⊕Ng
′ ⊕Np ⊕K).

• Step 5. Finally, the AAL server uses a symmetric key algorithm to
encrypt {C ‖ H(C) ‖ Ts ‖ Tg ‖ Tp} with K and sends it to the
AAL gateway.

Round 4:

• Step 1. When receiving the messages, the AAL gateway extracts {C ‖
H(C) ‖ Ts ‖ Tg ‖ Tp} using its K to decrypt the received ciphertext
and computes C

′
= C ⊕K and H(C)

′
= h(Ns

′ ⊕Ng
′ ⊕N

′
p ⊕K).

• Step 2. The AAL gateway then checks H(C) = H(C
′
) and aborts if

two values are not equal.
• Step 3. The AAL gateway checks the freshness of Tg and aborts if the

check fails.
• Step 4. Otherwise, the AAL gateway generates a new nonce value, Ng2,

and a new timestamp, Tg2. The AAL gateway then computes H(D) =

h(Ns
′ ⊕Ng2

′ ⊕N
′
p ⊕K).

• Step 5. Finally, the AAL gateway uses a symmetric key algorithm to
encrypt {D ‖ H(D) ‖ Ts ‖ Tg2 ‖ Tp} with K and sends it to the AAL
sensor.
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Round 5:

• Step 1. When receiving the messages, the AAL sensor extracts {D ‖
H(D) ‖ Ts ‖ Tg2 ‖ Tp} with K to decrypt the received ciphertext and
computes D

′
= D ⊕K and H(D

′
) = h(Ns

′ ⊕Ng2
′ ⊕N

′
p ⊕K).

• Step 2. The AAL sensor checks H(D) = H(D)
′

and aborts if the two
values are not equal.

• Step 3. The AAL sensor checks the freshness of Ts and aborts if the
check fails.

After all these steps in the authentication phase are successfully com-
pleted, reauthentication can be performed directly from Round 1 with new
values of Ts2 and Ns2.

5 Security Analysis and Performance Evaluation

In this section, we present how our proposed authentication scheme satisfies
the previously mentioned security requirements. We then evaluate its the
performance using based on the experimental results.

5.1 Security Analysis

In this section, we show that our proposed scheme can provide mutual
authentication, session-key agreement, and perfect forward secrecy. We also
show that the proposed scheme can withstand man-in-the-middle attacks,
replay attacks, and mutual authentication.

• Mutual authentication: Our proposed scheme achieves mutual authenti-
cation among the AAL sensor, AAL gateway, and AAL server. After
registration, the AAL sensor, AAL gateway, and AAL servers share
the same temporary session key that is known only by them. With the
assistance of a temporary key, the AAL servers authenticate each other.
At the end of the authentication, they create a new temporary session
key, and the previous one is removed.
• Session-key agreement: In our proposed scheme, the AAL sensor data

transmitted to the AAL sensor, AAL gateway, and AAL server should
be encrypted using the session key shared between them. Therefore, a
shared session key must be generated during the mutual authentication
process. Thus, the proposed scheme provides session-key agreement.
• No verification table: The proposed scheme does not require a verifica-

tion table for authentication purposes. Thus, the proposed authentication
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scheme has no problems with the drawbacks of maintaining a verifica-
tion table.
• Perfect forward secrecy: Our proposed scheme provides strong forward

secrecy. In our protocol, the established session key is K, where p, q, and
r are random numbers selected by the AAL sensor, AAL gateway, and
AAL servers, respectively. Previously established session keys remain
secure even when the long-term keys of the server and the user are
disclosed because it is computationally infeasible for an adversary to
calculate the session key without an elliptic-curve point.
• Attack resistance: Protection against replay attacks of the AAL system

with our proposed scheme is achieved using timestamps. In our pro-
posed scheme, the timestamp mechanism is included in each message.
The AAL sensor, AAL gateway, and AAL server can detect the replay
of a message by checking the freshness of the timestamp. Therefore, the
proposed authentication protocol can withstand a replay attack. If the
adversary carries out a man-in-the-middle attack, the adversary needs
to choose a nonce value and compute a hashed value. However, the
adversary cannot obtain the value of the common session key. More-
over, our proposed scheme provides mutual authentication among the
AAL sensor, AAL gateway, and AAL servers. Therefore, our proposed
scheme can withstand a man-in-the-middle attack.

Our proposed scheme thus provides a highly effective and perfectly robust
forward secrecy property for mutual authentication. Results of compari-
son between proposed protocols and related works in terms of security
requirements are shown in Table 2.

Table 2 Comparison between our protocol and other authentication protocol in terms of
security requirements

Yeah Lui Zao’s He Our

et al. et al. et al. et al. Scheme

MutualAuthentication © © © © ©
Anonymity © © © © ©
Nontraceability © © × × ©
NoV erificationtable © © © © ©
SessionKeyAgreement © © © © ©
PerfectForwardSecrecy © © © © ©
Computationallyfeasibility × × © © ©
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5.2 Performance Evaluation

In this section we analyze the performance of the proposed scheme for the
AAL system. Similar to [8], we found that several authentication schemes
for the WBAN environment could be applied to the AAL system after some
modifications. Therefore, we compare the proposed scheme’s computational
cost in terms of execution time to execute various operations with those
of existing schemes. In Table 3, we define some notations used in the
performance evaluation.

Using the experimental results obtained in [6–8], we can calculate the
following:

Th
∼= 0.4Tmm (1)

Tsym
∼= 0.4Tmm (2)

Texp
∼= 240Tmm (3)

Tecsm
∼= 29Tmm (4)

Tpair
∼= 620Tmm (5)

Txor
∼= 12Tmm (6)

From Equations (1), we can evaluate the computation cost in terms
of execution time and compare our proposed scheme with the existing
schemes. The computational costs of the proposed authentication scheme and
the existing authentication schemes are listed in Table 3. In the proposed
authentication scheme, the AAL system executes four hash function opera-
tions, eight symmetric encryption or decryption operations, and eight bitwise
operations. Thus, the execution time of the AAL system is 4Th + 8Tsym +
8Txor ≈ 100.8Tmm. We can see that the proposed authentication scheme has

Table 3 Major notations for performance evaluation

Denotation Description

Th Execution time of one hash function operation

Tsym Execution time of one symmetric encryption or decryption operation

Tmm Execution time of one modular multiplication

Texp Execution time of one modular exponentiation operation

Tecc Execution time of one elliptic-curve scale multiplication

Tpair Execution time of one bilinear pairing operation

Txor Execution time of one bitwise XOR operation
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Table 4 Computational cost comparisons

Total Computational Cost Tmm

Liu et al. 6Th + 2Tsym + 4Tecsm + 1Texp + 1Tpair 1013.6Tmm

Zao et al. 9Th + 2Tsym + 9Tecsm 265.4Tmm

He et al. 4Th + 8Tsym + 6Tecsm 178.8Tmm

Our scheme 4Th + 8Tsym + 8Txor 100.8Tmm

a lower computational cost in terms of execution time than those of existing
authentication schemes.

5.3 Simulation for Formal Security Verification

In this section, we describe the simulation of our scheme for formal security
verification using the widely-accepted AVISPA tool [10, 11]. AVISPA is
used for the automated validation of Internet security-sensitive protocols
and applications. The tool measures whether the security protocol is safe
or unsafe according to specified goals and is supported by a High Level
Protocol Specification Language (HLPSL). We declared the required secu-
rity properties such as secrecy and authentication in HLPSL as shown in
Figures 4–6. The results indicate that our scheme is secure against passive
and active attacks.

We declared the required security properties such as secrecy and authen-
tication in HLPSL Firstly, the roles of the AAL sensor are defined in HLPSL
language as shown in Figure 4. The AAL sensor has public parameters with
the created channels, i.e., Sdn and Rcv, for sending and receiving, respec-
tively. It also has local variables. It has some constant variables to declare the
goals of the protocol. The process is initiated by the AAL sensor. At state = 0,
the AAL sensor receives a start command from the AVISPA. At the end of
the process, the requested and secret keywords can be seen. These keywords
enable us to check the authentication of the AAL sensor to the AAL gateway
and the confidentiality of the shared session key, respectively. As shown in
Figure 5, the role of the AAL gateway are defined in HLPSL language.
Their parameters are almost similar to Figure 4. The AAL gateway starts the
transition by receiving a message from the AAL sensor. Finally, it also checks
for strong authentication and the confidentiality of the shared key. Similar to
Figures 7 and 8, we set the roles between the AAL gateway and the AAL
server. As shown in Figure 6, the roles of session and environment are defined
in HLPSL language. The environment role involves general composition and
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Figure 4 Role of AAL sensor in AVISPA.
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Figure 5 Role of AAL gateway in AVISPA.

the initial knowledge of the intruder. From the initial knowledge, the intruder
will attempt to attack. The environment role also includes the goal of the
proposed scheme. The Constraint-Logic-based Attack Searcher (CL-AtSe)
is built in a modular way in the AVISPA. It supports type-flaw detection
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Figure 6 Session and environment roles in AVISPA.

and handles associativity of message concatenation. We have used the CL-
AtSe backends of the AVISPA framework. As shown in Figure 7, the results
show that the protocol is safe using CL-AtSe backends, which means that
the protocol meets the specified goal successfully. From the formal analysis
aspect also, it can be seen that the proposed scheme satisfies the necessary
security properties of the AAL system.
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Figure 7 Representative results in AVISPA.

6 Conclusion

Owing to rapidly decreasing birthrates, most countries are facing the problem
of an aging population. As a result, research on aging and the means to
support an aging population has thus become a priority for many governments
around the world. AAL technology is of considerable interest for supporting
the independence and quality of life of elderly people. Because the infor-
mation transmitted in AAL systems is highly personal, security and privacy
of such data are becoming important issues that must be addressed. Herein,
we propose an efficient and secure authentication scheme for WBANs based
AAL system. Our proposed authentication scheme not only supports several
important security requirements of the AAL system but also withstands vari-
ous types of attacks. Moreover, the proposed authentication scheme achieves
lightweight performance by manipulating basic cryptographic operations
including bitwise-exclusive-OR (XOR) and hash functions. The security
analysis and simulation results obtained using the AVISPA tool show that the
proposed scheme is secure and efficient compared with the state-of-the-art
authentication schemes for WBANs based AAL system.
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