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Abstract

A Fast Flux Service Network (FFSN) domain name system method is a
technique used on botnet that bot herders used to support malicious botnet
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actions to rapidly change the domain name IP addresses and to increase the
life of malicious servers. While several methods for the detection of FFSN
domains are suggested, they are still suffering from relatively low accuracy
with the zero-day domain in particular. Throughout the current research,
a system that’s deemed new is proposed. The latter system is called (the
Fast Flux Killer System) and is abbreviated as (FFKS)). It allows one to
have the FF-Domains “zero-day”, via a deployment built on (ADeSNN). It
is a hybrid, which consists of two stages. The online phase according to
the learning outcomes from the offline phase works on detecting the zero-
day domains while the offline phase helps in enhancing the classification
performance of the system in the online phase. This system will be compared
to a previously published work that was based on a supervised detection
method using the same ADeSNN algorithm to have the FFSNs domains
detected, also to show better performance in detecting malicious domains. A
public data set for the impacts of the hybrid ADeSNN algorithm is employed
in the experiment. When hybrid ADeSNN was used over the supervised
one, the experiments showed better accuracy. The detection of zero-day
fast-flux domains is highly accurate (99.54%) in a mode considered as an
online one.

Keywords: Hybrid supervised fast-flux, botnet detection, DeSNN.

1 Introduction

Botnets have been developing much recently. Many studies were conducted
about botnets. Fast flux botnets are associated with malicious threats, like
DDoS [1–4], online fraud. Whilst other systems for fast-flow detection were
proposed, the detection accuracy is still low, in particular with either the zero-
day domain [5–8].

The Spiking Neural Network is abbreviated as (SNN). It’s a 3rd gener-
ation of the network that’s neural. It seeks to have a time element added to
the network [9]. Regarding eSNN, it serves as a reform made to the spiking
neural network. It services as an extension for the ECOS models. It uses
the firing neuron (IF). It employs Rank-Order learning which is abbreviated
as (RO). The Dynamic evolving Spiking Neural Network (DeSNN) is an
advancement [10, 11].

Several problems face the fast-flux Botnet detection methods. Such prob-
lems include employing the mechanism of evasion detection before having
the attack launched to have the botnet malicious activities supported, such
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as Denial of service attack DoS. This is faced when attempting to detect
zero-day FFSNs without possessing any prior knowledge of the incoming
domain name that serves the mother ship or website deemed malicious.
There are problems faced in tracking the accuracy of the detection process.
There are problems faced in tracking the low rates of error detection. In
Ref. [12], a supervised method was used for having the fast-flux domains
detected based on the ADeSNN algorithm. The proposed method introduced
a hybrid method to do the same job but with improving and enhancing
the performance of the classification process and gaining higher detection
accuracy.

Regarding the FFKS proposed system, it seeks to deal with 2 stages to
have the fast-flux domains detected. The first stage is represented in an offline
learning phase that aims to have the system trained on the detection of such
domains. The 2nd stage is represented in the online mode. It relies on the
output reached through the first stage. Through the second stage, the online
learning mode will be capable of detecting the domains called (zero-day fast-
flux).

The need for such a system motivated the authors to propose the current
system. The proposed system combined the classification and learning at
the same time, so the system could classify the new inputs while keep
learning from adding the new arrivals to the learning data. In this case, all
the newly captured patterns will be included in the training set, which then
helps the classifier to identify the newly arrived instances whether malicious
or legitimate.

The rest of the paper is organized as follows. The related work is pre-
sented in Section 2. The proposed solution is discussed in detail in Section 3.
The experiments and discussion are presented in Section 4. The conclusion
has appeared in Section 5.

2 Related Work

Using the Fast flux Technique in a botnet is fully addressed and discussed
in [11, 13]. In the technique suggested by Zhao and Jin [14], the classifi-
cation and regression tree algorithms are employed. This system employs
a dataset deemed small to identify malicious and benign FFSNs quickly.
The whole system is based primarily on DNS and HTTP visiting phase and
FFSN domains. Yoshioka and Matsumoto have used separate characteristics
mapping [15]. It takes only just a few days for the classification task, and its
detection accuracy was about 90%.
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The genetic method for the detection of the problem of fast-flux domains
in real-time was developed by Lin, et al. [16]. The procedure proposed
for having the benign and the fluxed domains classified through using a
two detection structure. First the domain name entropy (E-DPN) of the
flux-agent node preceding this node. Lastly, the default Round Trip Time
Deviation (SD-RTT) between all the flux-agent return IPs and the user. The
whole geographic characteristic is used to calculate the number of various
IPs & ASNs in the DNS answer. Unfortunately, The botmaster evaded these
two detection features [17, 18]. The genetic algorithms show a good accuracy
level (as’s mentioned in this research). However, their results could have been
affected by the return of a list consisting of several IP addresses which belong
to the exact AS. Based on the previous implementations, the classifier shows
an overall accuracy of (95.37%). The function of the linear decision, which is
employed as the classification process must have the categorizer of the linear
function estimated. If not, the process of classification shall involve errors
deemed significant [19].

The genetic method to the detection of the problem of the fast-flux
domains in real-time was addressed by Ref. (2013).

Instead, the C4.5 algorithm [20] was presented at the event. Numer-
ous feature sets have been evaluated to have a fast-flux network detected.
The feature sets include timing, domain-based, network-specific, and DNS
feature sets. The data size is deemed small. The level of accuracy of the
concerned experiment is deemed high. Furthermore, where all of the features
of the experiment are engaged, the results of the prediction are considered
insensitive to the two main features (domain and time feature sets) [18].
Moreover, since C4.5 is a supervised learning algorithm, the undiscovered
attack, particularly the zero-day fast-flux domain, could not be discovered.
Furthermore, the accuracy wasn’t quite as high as in their work, according to
our implementation; it was 93.38%.

The system called (fast-flux botnet detection) was proposed in [12],
authors used the ADeSNN algorithm for the detection of fast-flux domains
in a mode deemed supervised. Their results were promising. However, as
their classifier worked in supervised learning more, that leads to disability
to detect fast-flux zero-day domains. The best accuracy that they gained was
98%.

In [21], L. Yang and G. Gan proposed a new feature named the ratio of
the name of the authoritative server in the traffic and used the random forest
classifier to judge their proposed feature. They stated that their proposed
system is light and accurate. However, they relayed passive traffic data via
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Wireshark therefore they work offline. Also, the highest gained accuracy
reached 98%.

In [22], Random Forest (RF) classifier was applied on ten selected fea-
tures, seven of them newly used. According to their experiments, the accuracy
was 95%. But the proposed method was based on passive learning mode.

Based on that, the need for a hybrid system that detects new instances
online and learns from the new incoming cases to enhance the classifi-
cation process for the lifelong becomes mandatory, which is similar to
self-supervised learning [23]. The rest of this proposed work will present a
kind of what the authors are going to propose according to this issue.

3 Hybrid Fast Flux Killer System

In the present part, further details shall be presented about the FFKS. That
includes supervised online and offline phases. The researcher sheds a light
on FFKS’s life cycle. That is done by beginning from the basis of the system
that is at the offline phase till shedding a light on the process of having the
zero-day fast-flux domains detected at the phase called the online phase.

3.1 The FFKS offline Phase

The offline phase seeks to deal with data that are labeled. It seeks to deal with
this data before working with the online phase discussed in Ref. [12]. While
the operation of learning is progressing, the classification threshold shall be
improved and developed. When the process of learning reaches the end, the
output of the latter phase shall serve as the final weights of the output spiking
neurons and the classification threshold. Regarding the weights, they’re saved
in the weights repository. Also, the threshold shall get stored.

3.2 The FFKS online Phase

In the present section, the online phase shall get introduced as an element of
the system abbreviated as (FFKS). Regarding that phase, it seeks to deal with
the domains. Thus, the online learning element of the system shall be capable
of dealing with data deemed as unknown. In this case, the data is the zero-day
fast-flux domains. Regarding the process of classification, it is based on the
output of the previous offline phase.

The novelty of this work reveals a new era of evolving the newly arriving
data into the learning process, while the system can do the classification



184 A. Al-Nawasrah et al.

process. Based on this, any other solution could adopt the idea of combining
learning and classification into the same system which helps to enhance the
performance of the system to be a multi-purpose platform to solve a different
kinds of issues and problems.

The following discussion presents the stages of the system platform.

3.2.1 The pre-processing stage
The fast-flux public dataset was found as stacks of DNS responses; a script of
python was written for having the required information extracted to create the
set of features. Some features need contacting the ASN to obtain additional
information on the IP addresses. A local ASN repository is allocated to
accelerate the operation of creating the feature set. This repository is located
in the local dive of the concerned system. That can be seen in Figure 1.
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Figure 1 The pre-processing phase.

3.2.2 Feature extraction
The present stage aim at having some features created and calculated. As it’s
shown in Ref. [12], several features must be calculated based on the additional
information that’s offered by a third-party database. Several features can be
obtained directly from the DNS response message.
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3.3 The system called (Hybrid Fast Flux Killer System)

Both stages were joined with each other to meet the intended research goal.
Such a goal is represented in having the zero-day fast-flux domains detected
in a mode deemed online.

Regarding the system of FFKS, it begins with the stage of supervision to
develop the main seeds of the operation of classification. After that, the mode
of the online detection shall begin to have the zero-day fast-flux domains
detected. When this phase ends, the offline learning mode shall be re-executed
another time to have criteria of classifications refined.

Based on the second figure, the phase deemed offline shall receive the
inputs that are labeled one by one. It shall create the SNN in a manner that
is based on (ADeSNN). While having further inputs arriving, the SNN shall
become bigger. It’s learning from the inputs shall generate the matrix of the
final weights. Afterward, for every input record, an output neuron shall be
developed for creating the input pattern along with the operation of learning.
At the last part of this stage, the whole output neurons’ weights were saved
in the weight repository. During the operation of learning, the classification
threshold got computed to have it employed in the operation of classification.
That’s done following measured related to similarity.

Regarding the online mode, it seeks to deal with the testing data. As for
the ADeSNN algorithm, it shall capture the domains’ features. After that,
it shall have the ADeSNN trained about the inputs considered new. It shall
access the classification threshold which is saved at the offline phase for
classifying the unknown domains. While the records deemed new get trained
by the ADeSNN in a mode considered online, the final weights shall become
ready to be saved in the weights repository.

Regarding the new weights of the input records that are new which are
saved at the weights repository, they shall be utilized after having a specific
number of records and at a specific time. In the present case, they shall be
utilized after having one thousand records, in a learning mode deemed offline.
That shall be done to improve the value of the classification threshold as the
new inputs. They shall serve as an element of the training dataset of the phase
deemed offline. Regarding the latter process, it can be shown in the second
Figure 2.

Regarding the classification threshold and the weight repository, they
facilitate the process of storing on the memory. There isn’t any need for
having all the incoming inputs stored forever. It is just enough to have a



186 A. Al-Nawasrah et al.

BenignFast Flux

Pre-processing
(feature 

exctraction)

Collected Dataset

DeSNN

Final-weights 
repository

Classification
Threshold

DeSNN

Off-line mode On-line mode

Pre-processing
(feature 

exctraction)

New Unknown 
dataset

Figure 2 The hybrid FFKS.

specific number of needed inputs stored. In this case, it’s enough to store
one thousand records.

3.3.1 Dataset
The hybrid FFKS proposed method must be assessed and tested in terms
of the ability to have fast-flux domains detected. Thus, the researcher used
the exact public dataset that was employed in Ref. [12]. This dataset was
employed in ref. [24]. Most of the systems to learning machine systems
employ the same sources [13, 25–31]. Such a dataset is composed of DNS
answers labeled as legitimate and fast-flux domain names. As for the domains
deemed legitimate, they’re are selected from Alexa, a leading blogger as
Blogs on top “BOT,” among the most trusted websites. In contrast, fast-
flux domains from well-known known blacklisted fast-flux websites [6]. For
identifying every class, the chosen feature set is included in each record.
Instances (1710) are presented in fast-flux data sets, and legitimate data sets
(3420).
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3.3.2 Feature set
Feature extraction is the first step of the proposed solution. The well-built
method of fast-flux detection for botnet should differentiate between a net-
work deemed legal and a network deemed malicious. However, a well-built
Fast Flux Network (FFN), because DNS records belonging to the same geo-
graphic areas, appear to be a benign CDN. It makes the detection system have
such kinds of FFN domains misclassified as being benign CDN depending on
the IP address feature. Furthermore, although the amendment influences the
performance level of FFN, the developers of FFN seek to make changes to
the features of the fast-flux network for evading detection. A new method of
detection therefore should depend on the features of the FFN, as they are not
susceptible to rapidly adjust.

Considering the existent fast-flux dataset, several features shown in the
current system have already been used [12]. The process of classifying
legitimate domains and fast-flux can be strengthened and improved by new
features. The features that were chosen are shown in the table below

Table 1 The proposed set of features
Feature Description
IPans Number of IP addresses in the answer section
NSadd Number of IP addresses in the additional section
NASN ans Number of ASN for the IP addresses of the answer section
NASN add Number of ASN for the IP addresses of the answer section
AVGSIM The average of similarity of the ASN

(among the answer section and the ASN of the victim himself)
Qtime Time of the query
Msgs Message size

Through this Table 1, a description of all the features in the set is
shown. The first couple of features are straightforward and obtained from
the response directly. The second and third features need to get further
information from the ASN local repository. The fifth feature seeks to compute
the average of the similarity that exists between the ASN number of the IP
address that’s requested from one hand and the other ASN number of the IP
addresses that’s returned in the response of DNS. It’s defined as the average
similarity in the response section of the response of DNS between user IP and
proxy bots, which is calculated by Equation (1) [32]:

Miy(e)− x(e)) = 1−
∑n

j=1 yij(e)− xij(e)∑n
j=1 yij(e)− xij(e)

(1)
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ė stands for the input vector. µ(ė) & δ(ė) are deemed much similar in case
M(µ(ė),δ(ė)) ≥ 1/2. This means that the greater the value is, the most similar
the variables are.

4 Discussion & Experiment

Online and offline learning phases operate simultaneously during the first
step. The model deemed offline shall have an algorithm trained on the
fast-flux data. Following that, it shall have the outcomes of the process of
classification produced and delivered to the following step. In the 2nd step,
the phase of online learning shall be dealing with new input records. It shall
have the algorithm used for the production of the weights that are the final
ones. Following that, it shall employ the outcomes reached through step 1 to
assist the online phase in the process of classifying the new-arriving inputs in
case inputs are fast-flux domains.

The software and hardware that are used in evaluations were built on the
current Linux mint operating system: i7 core 7500U CPU, 16 GB RAM,
and comparative method simulations were carried out through employing
MATLAB 8.5 in addition to Python 2.7 environments.

For the assessing system called (the Hybrid FFKS), the public fast-flux
data was employed. It was used for making a comparison between the reached
results and the ones reached through the online supervised stage in the other
paper. 3-folded cross-validation is carried out. 3 trials were carried out for
meeting such a goal. Every trial in the 1st couple of folds is carried out in
the offline learning mode to have the ADeSNN trained. The 3rd fold was fed
into the mode called (online learning). The architecture of the ADESNN is
presented in the following figure.

At the phase deemed offline, the first couple of folds is employed to
have the algorithm called (ADeSNN) trained on the benign and fast-flux
domains. The initial weights of SNN get updated following the new inputs.
The final weights shall get saved at the weights repository. Regarding the
classification threshold, they shall be trained for having the benign and the
fast-flux domains classified. The final value of the saved threshold shall be
employed by the following step at the phase deemed online.

As for the third fold, it shall be fed to the phase deemed online as being
new data inputs. As for the algorithm called ADeSNN, it shall implement
the SNN have the final weights of such inputs produced. The phase deemed
online can have the classification threshold -produced through the phase
deemed offline- accessed. The algorithm called ADeSNN shall be employed
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Figure 3 ADeSNN architecture.

for having the new inputs classified. Following that, the new weights shall get
added to the weight repository or replaced.

For each one thousand input records that are new, the system shall have
the offline phase re-trained on the weights that are saved in the weights repos-
itory. That shall be done to improve the classification threshold. Thus, the
system that’s proposed shall seek to update its classification ability following
the changes that occur to the input. That shall grant the system workability
that is characterized as being a lifelong one. The functionality of the system
adapts with the recent changes that occur to the form
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4.1 Experiments and Results

Based on the 3 main experiments, the system called (hybrid FFKS) operated
effectively in the mode deemed offline and the one deemed online. It operated
effectively in a model deemed hybrid for having fast-flux domains detected
in a mode deemed offline. It operated effectively for having the algorithm
trained on the domains of (zero-day fast-flux) in a mode deemed online. As
for the average of the experiments’ results, they are shown in the second table.

A group of accuracy measures was conducted to evaluate the results, such
as False Negative Rate FNR, False Positive Rate FPR, True Positive Rate
TPR, True Negative Rate TNR, Accuracy ACC, Precision, Recall, F-measure,
The Matthews Correlation Coefficient MCC, Root mean square error RMSE,
Non-Dimensional Error Index NDEI. The AUC represents the performance
level shown by the classifier [33]. Likewise, the AUC serves as a robust
estimator for the performance level shown by the classifier [34].

Table 2 The results that are reached through the hybrid FFKS
Evaluation Measures Hybrid FFKA
FNR 0.00%
FPR 0.059%
TPR 100.00%
TNR 99.41%
ACC 99.54%
Precision 99.41%
Recall 100.00%
F-measure 99.71%

Based on the Table 2, the system is capable of having benign domains
classified with a TPR of 100%. It is capable of having the fast-flux domains
classified with a showing FPR of 0.59%. Every measure for measuring the
accuracy of the system is listed in the second table. The error results are
shown in the Figure 7.

Figure 4 displayed the results which are reached through the system called
(hybrid FFKS). Based on the error estimators, the latter system is capable of
minimizing the number of instances that were misclassified. It’s capable of
doing that based on the new enhancements.

It’s proved that the latter system is capable of having the domains called
zero-day fast-flux detected in a mode deemed online. The total accuracy
shown by the system in this regard is 99.54%. The system improves its
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Figure 4 The general idea of combining multiple models.

accuracy periodically in the process of classification in the mode deemed
offline.

4.2 Comparison Between the Online Supervised System and the
Hybrid Ones

As for the supervised system, the hybrid system is introduced to have the
system trained on the process of having the fast-flux domain detected. It
created the classification threshold of the online phase and improved it.

The argument below sheds a light on the comparison made between the
supervised system phase from the fast-flux botnet catcher system [12] (i.e.
the supervised FFKS) and the FFKS hybrid offline and online system. The
researcher used a dataset that’s public to have the selected classifiers tested.
3 trials were made through the use of a public fast-flux dataset. They aim
to assess the capability of the FFKS system in having the problem of the
fast-flux domains solved. The results reached through the experiments and
the performance level are deemed promising. They indicate that there is a
rise in the detection-based accuracy level of fast-flux domains. To have the
quality level of the learning phase of the ADeSNN measured, a 3-folded
cross-validation technique is employed for having the algorithm’s error rate
estimated. The three trials were carried out. The average was calculated then.
The third table offers a summary for the comparison of the results that are
obtained in these trials and the trials in [12].

Table 3 shows the results of the comparison made between the supervised
phase experiment fast-flux botnet catcher system in [12] and the hybrid FFKS
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Table 3 Results of making a comparison between the FFKS supervised system in[12] and
the FFKS hybrid system

Evaluation Measures Supervised FFKA [8] Hybrid FFKA
FNR 0.00% 0.00%
FPR 2.41% 0.59%
TPR 100.00% 100.00%
TNR 97.59% 99.41%
ACC 98.76% 99.54%
Precision 97.53% 99.41%
Recall 100.00% 100.00%
F-measure 98.75% 99.71%
MCC 97.56% 98.67%
RMSE 11.11% 6.78%
NDEI 22.19% 13.55%

experiment. Through having such results analyzed, the two systems show
similar achievement in terms of having the benign domains detected. As for
the detection rate of the benign domains, it’s represented in one hundred
terms. In terms of having the fast-flux domains detected, the system deemed
hybrid shows a better performance. It shows a detection accuracy rate of
99.54%. As for the supervised online system, it shows a percentage of 98.76%
in this regard [12]. As shown in Figure 5.

 

98.76%

99.54%

98.00%

98.50%

99.00%

99.50%

100.00%

Supervised FFKA[[8] Hybdrid FFKA

Accuracy

Figure 5 An accuracy comparison was made between the online supervised system and the
hybrid FFKS one.

The proposed system proved better accuracy over the supervised system
other measures were used. They are displayed in the third table. They include
Precision and MCC. They include F-measure and recall. They all indicate
that the hybrid system shows a better performance level than the online one.
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Figure 6 presents the compared graph that presents the whole measures
in the online supervised experiment and the hybrid FFKS system experiment.

 
Figure 6 A comparison made between the online supervised system and hybrid FFKS one.

RMSE and NDEI of error estimator show a rise in comparison to the same
in the supervised phase. Thus, the percentages of the misclassification of the
normal and fast-flux domains were reduced in the system considered hybrid.
That can be seen in Figure 7.
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Figure 7 A comparison made between the supervised system and the hybrid FFKS one in
terms of error.

The contribution made by the FFKS enhanced the accuracy level and
the capability to have fast-flux domains in general and zero-day fast-flux
domains in particular detected in a mode deemed hybrid. Based on f-measure
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and precision, there is an improvement in their values in comparison to the
previous trial results. The researcher found that the detection accuracy of the
FFKSA is a hybrid system that dramatically enhanced the capability of the
algorithm called ADeSNN in having the incoming inputs classified.

5 Limitations and Future Work

There is a shortcoming in the DeSNN algorithm. It’s represented in the fact
that a great number of parameters must be set before running them. Through
this research, the researcher addressed a problem. Still, there is a need for
setting numerous parameters. The problem of fast flux hasn’t been solved
yet. Thus, more effort should be exerted in this regard by the private sector
and the public one. There must be a coronation between public and private
organizations in this regard. That must be done to make sure that the dataset
is tested and controlled correctly.

Researchers should conduct studies about the use of fuzzy rules rather
than weight matrices.

6 Conclusion

Botnets have been developing much. Many studies have been conducted
about them. Fast flux botnets are associated with malicious threats, like
DDoS, online fraud. Whilst other systems for fast-flow detection were pro-
posed, the detection accuracy is still low, in particular with either the zero-day
domain

The researcher provided a system for having the fast-flux domains
detected and classified. This system is called (Fast Flux Killer). It’s developed
through the use of ADeSNN. It’s capable of having FF-domains detected in
a mode deemed hybrid. It can do that during the zéro days in online mode. It
proved its effectiveness in having fast-flux domains detected with showing a
high level of accuracy.

An evaluation has been made with a previous supervised version of the
detection system. This comparison indicates that the system being proposed
outperforms the other system. A public dataset used in trials to demonstrate
the impacts of the ADeSNN hybrid algorithm, high accuracy achieved in the
detection of fast-flux domains is (99.54%) approximately in a mode deemed
online and improved by offline mode.
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