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Abstract

Electronic health record (EHR) implementation not only to facilitate doctor-
patient communication reduces paper consumption but also allows the rapid
exchange of medical records, integrating patients’ medical information from
different locations. However, the costs of establishing massive and repetitive
systems, constructing databases, and maintaining and exchanging data, as
well as the energy consumption underscoring such an operation, represent
substantial costs for a medical institution. Therefore, it is important to develop
a cloud solution for EHRs and to provide a platform where resources are
truly shareable. This study investigates the feasibility of cloud EHR services
provided by trusted third parties. However, not only do medical records stored
in an access environment with multiple users potentially endanger patient
privacy, but also, without well-designed access control, such an environment
may beget excessive unnecessary data access, which is costly and hinders
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cloud computing. To address the dual challenge of protecting patient pri-
vacy and allowing cloud computing, this study proposes the doctor–patient
workflow and implements a web-based system. This mechanism ensures
patients’ data security and addresses the demand of EHR cloud sharing,
i.e., controlling EHR access authorities. The proposed method can protect
the privacy of patients’ medical records on the cloud and grant users with
minimum granularity access, thereby creating a system with the advantages
of data security and cloud computing. This study proposes the doctor–patient
workflow as the access control mechanism of cloud medical records, which
minimizes the granularity of access. In addition, the access authority of the
workflow dynamically changes with the environment, which ensures patients’
access to their medical records and defines the appropriate timing of cloud
data access operations, thereby preventing unnecessary energy consumption.
In practice, considerable contributions can be made to the establishment of
access control and promotion of the cloud environment for medical records.

Keywords: Electronic health records, cloud environment, access control,
workflow, doctor-patient communication, web-based system.

1 Introduction

In an attempt to improve the quality of healthcare and patient safety, Taiwan
initiated the implementation of electronic health records (EHRs) in 2008.
This program accelerated the informatization of medical-related works in
medical institutions and the electronization of medical records. Consequently,
medical institutions have started storing patients’ electronic medical records
(EMRs) in each other’s hospital information systems (HISs). Subsequently,
to resolve the problem of incomplete medical records when patients visit
different medical institutions, Taiwan established an EMR exchange center
as a mechanism for sharing EMRs between different medical institutions.
Owing to the possibility of exchanging medical records among different
medical institutions, an EHR system was formed. The system provides doc-
tors with accurate and comprehensive patient information in one diagnosis
period, thereby preventing them from prescribing considerably repetitive and
unnecessary tests and medications.

Although introducing the information system to medical institutions
has many benefits, the costs of implementation, including hardware, soft-
ware, IT technicians, and complicated system deployment, are substan-
tial [1]. Most medical institutions in Taiwan are small clinics. Therefore, the
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incomplete implementation of EHRs in Taiwan, due to the failure to introduce
such information systems to these small clinics, impairs Taiwan’s medical
quality and patient rights.

As a cross-hospital EMR exchange involves retrieving medical records
that meet the requirements of the HIS of each medical institution before
integration, it cannot be referred to as an integral EHR. Furthermore, because
the methods and details of internal data storage in the HIS vary between
institutions, multiple primary standards that promote EHRs are available.
As some areas have experienced an inadequate degree of informatization or
insufficient funds, EMRs cannot be implemented in clinics in these areas,
thereby further impairing the EHR development. In 2018, the proportion of
EMR implementation in Taiwan was 80% (approximately 400) for hospitals
and 70% (approximately 14,000) for clinics [2]. On the contrary, only 300
hospitals were equipped with EMR exchanges, indicating that achieving
comprehensive EHR implementation remains a difficult task.

Cloud computing is a useful solution, where instead of investing in the
in-house construction of information systems, users utilize the Internet to
create an outsourcing operation mode [3, 4]. Gao and Sunyaev [5] indicated
that cloud computing can improve healthcare services and therefore recom-
mended the promotion of EHRs via cloud computing. They also suggested
that cloud computing can help reduce the costs of EHR implementation,
including cost related to hardware, software, and network and license fees,
in small-scale medical institutions. A unified EHR control through the cloud
data center can also promote integrity and consistency.

However, in an environment of resource sharing and common access by
multiple users, challenges of such a unified EHR control system include
data confidentiality, privacy, access control, authentication, and authorization.
Shah et al. [6] pointed out that EMR security and privacy under a sharing
environment deserve more attention than that those in the traditional model
of in-house systems. The Health Insurance Portability and Accountability Act
of 1996 [7] proposed by the United States declares that patients’ medical
records are a part of personal privacy and introduces two globally recognized
health information privacy and security principles [8]: (1) the principle of
non-disclosure and (2) the principle of minimum necessary. Whereas EMR is
usually considered a private cloud system, the EHR is defined as a public
cloud system. EMR and EHR can reside on different cloud environment
under various technologies and standards. EMR contains local information
and provides fast and accurate delivery, the major advantage of EHR in
medical practice is the availability of cross-provider medical information [9].
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That is, if an EMR is stored in a cloud environment without good access or
authorization control, then patient privacy rights would be violated.

From the perspective of computing consumption, although cloud com-
puting mitigates the excessive energy consumption from equipment over-
expansion during the construction of in-house information systems, the cloud
cluster composed of thousands of nodes still consumes a large amount
of energy, including the power consumption of the host, air conditioning,
and network transmission. Within the cloud computing system, the energy
consumed by data transmission in the network is the most substantial [8].
Therefore, failure to create an effective access control mechanism to restrict
users from accessing cloud data outside specific and appropriate timeframes
incurs considerable additional costs.

Thus, to enable patient privacy while mitigating the inefficient use of
cloud computing technology in EHR exchange systems, the purpose of this
study designs a flow-based mechanism and implement a system scenario
to access EHR and protect patient privacy. The following sections include
literature review, methodology, case and system scenario, verification and
discussion and conclusion.

2 Literature Review

2.1 Cloud Medical Records

Traditional in-house HISs encounter different problems, such as limited
storage, continuously increasing data volume, excessively high data backup
and storage costs, and difficulty in secure data exchanging [10]. Alternatively,
a platform built via a cloud that allows exchanging and sharing medical
information and provides cluster care service channels can promote a more
effective cooperation between medical services provided by different medical
institutions. In addition to eliminating the cost of setting up an internal infor-
mation system at each medical institution, the service from cloud providers
grants flexible access to medical record resources, thereby preventing over-
investment in equipment and inadequate access at peak hours. Whether
visiting or being referred to either a large hospital or a small clinic, in a large
city or a small town, patients can benefit from the medical services that result
from on-demand and broad network accesses supplied by cloud computing,
which can provide the most complete information to doctors [11].

With the popularity of mobile devices, ubiquitous data access can be
achieved by providing services from the cloud data center. In fact, multiple
cloud innovations have utilized cloud data centers as the data access and
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storage space. This solution not only solves the insufficient storage capacity
problem of mobile devices but also grants access to medical information
anywhere in the world through the portability of mobile devices [12]. Sending
patient information back to the cloud data center through wireless sensing
networks for doctors to use can also improve the quality of medical infor-
mation transmission and exchange [13]. Furthermore, the adoption of cloud
computing’s decentralized processing to address the increasing number of
medical image files can accelerate the analysis and processing of medical
data [14].

2.2 EMRs

The term “EMR” in the medical dictionary has two versions: EMR and EHR.
Despite their frequent alternate uses, health and insurance industries are not
familiar with the differences of the two. EMR is a legal record of a patient’s
visit to a medical institution and is also the source of data that constitutes an
EHR [15]. A brief description of the two definitions are provided below.

Table 1 Validation checks and definitions
EMR EHR

Definition The legal record of a patient’s
visit to a medical institution

Composed of the EMRs from
multiple medical institutions

Owner Access Only accessible by the owner
medical institution and does not
include EMRs from other
medical institutions

Accessible by the patient or an
authorized person. EHR can be shared
between different medical institutions
via electronic data exchange

(1) EMR

According to the European Union’s General Data Protection Regulation [16],
the patient would be the owner of EMR. In Taiwan, with the development
of EMR, EMR systems have been widely used in almost all medical institu-
tions for routine clinical work. A large number of EMRs are generated and
accumulate during everyday patient care [17]. A medical institution stores
a patient’s medical information in its own HIS. Upon a patient’s visit, the
doctor can view the EMR or add or revise the contents.

(2) EHR

An EHR consists of a combination of EMRs from different medical insti-
tutions, which allows patients to access their EMRs that exist with various
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medical institutions from any location. Therefore, an EHR can only be
generated through an electronic process that involves standardized EMRs,
which are owned by the patients themselves.

Currently, most medical institutions use their own in-house information
systems and databases to provide EMR services. Because the EMR is located
in the same system, its exchange and administration are considerably easier
than those of traditional paper medical records. However, to achieve a fully
integrated EHR, where medical records can be shared between different med-
ical institutions in a patient-centric approach, the existing implementation
scheme relies on the complete establishment of an EMR exchange platform
in each medical institution. This system however becomes a challenge for
small-scale medical institutions [18]. On the contrary, cloud infrastructure
can help build a unified data control center that provides integral EHR
services, allowing a patient’s personal medical records to be shared between
medical institutions. In addition, such a cloud solution can eliminate the
need for medical institutions to employ complex procedures and medical
record formats previously required for EMR exchange and the need for a
deployment of information equipment. Instead, a cloud infrastructure can
provide on-demand services through a cloud EHR.

2.3 EHR Access Control on Cloud Environment

Because EHRs are composed of multiple EMRs, users must determine data
access according to the authorization scope. To do so, Joshi et al. [19] pro-
posed two types of attribute-based and role-based access control mechanisms
to establish a secure access control model for EHRs. The attribute-based
mechanism decomposes EHRs into multiple elements and sub-elements
before presenting them in a hierarchical structure. Each element and sub-
element are assigned one or more attributes, which are classified according
to the degree of privacy, use intention, or type of element. Therefore, this
hierarchical attribute structure can ensure that specific information can only
be accessible by specific users in specific situations, thereby achieving
granularity authorization and access control. However, when EHRs have a
complicated system where multiple users have different granularities of data
access, a significant number of attributes must be created, resulting in a
complex structure that is difficult to implement and for which it is challenging
to maintain access control rules. On the contrary, the role-based mechanism
integrates the role and identity of the participating medical team, diagnosis
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type, and EMR with authorized access into a tree structure, the root nodes of
which represent the individual hash value of a patient. The advantage of this
mechanism is as follows: when the medical team changes, the tree structure
can be flexibly modified. However, although this approach can overcome
the deficiencies of the attribute-based access control model, it restricts the
granularity of the authorized access.

Alternatively, Rauf et al. [20] proposed a task-role-based access con-
trol mechanism to manage user data access in the cloud environment.
Tasks sequentially executed by users form a workflow, the data access
authorities of which are dynamically changed by sequential tasks. However,
although this approach does allow minimum authorization, duty division, task
delegation, and access at specific times and locations, these permissions are
granted by the system administrators rather than according to the patient’s
behavior, which may lead to an abuse of authority.

Ramu et al. [21] proposed a fine-grained data access control in multi-
owner settings, wherein patients used the attribute-based encryption (ABE)
method to upload their medical records on the cloud. This method has
improved the complexity of private key generation and distribution, where
users obtain access rights through the attribute authorization center. However,
by replacing the private key with the patient attribute, this approach becomes
easy to declassify if the attribute structure is not complicated enough. On the
contrary, an immensely complicated attribute structure is difficult to manage
and maintain, as mentioned earlier. In addition, the assignment of private keys
based on attributes through the authorization center also presents the risk of
abuse of authority.

Other than the problems listed above, in clinical practices, instead of
attending to a single or specific patient, doctors often diagnose many patients
within a certain period. However, the access control studies mentioned above
are designed for the access control of a single patient’s data rather than for
an overall medical record use environment where the characteristics and
connections between multiple patients are utilized to design and restrict
access authority. If the user’s access to medical records cannot be limited to a
minimum period, in addition to the confidentiality and privacy of patients’
medical records being threatened, then the excessive energy consumption
caused by users accessing too much unnecessary data on the cloud system
can also compromise the environmental protection benefits brought by the
cloud environment.
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2.4 Workflow

The concept of workflow originated in the field of production process and
office automation. Its purpose is to design a process plan for work activities
with a fixed sequence. Subsequently, through the decomposition of designed
activities, staff can perform tasks in accordance with existing rules and proce-
dures, thereby increasing productivity and production while reducing costs.
According to the definition of the Workflow Management Coalition [22],
a workflow is a business program that can be fully or partially automated, and
it involves the transfer of documents, information, or tasks between different
executors based on a series of programmatic rules.

As an execution program composed of many tasks, each task in the
workflow is conducted by one or more executors. This executor can be either
an information system or a person. In the latter case, a workflow refers to the
completion of tasks in a certain order by one or more people, during which
the production is increased through collaboration. The emergence of the
workflow management system [23] as a result of advanced digital technology
has further enhanced the efficiency of the workflow.

There is an optimal execution order for tasks composing the workflow.
Each task is sequentially completed by the executor following a given
order. In the context of this study, based on their sequential and dependent
characteristics, tasks within the workflow are replaced with doctors and
patients. Therefore, two workflows are created: a patient workflow consist-
ing of several patients who register with the same outpatient clinic and a
doctor workflow where doctors delegate patients to other doctors during the
diagnosis process. In this study, the two-workflow system is referred to as
the doctor–patient workflow. Due to the mutual constraints of the processes
performed by doctors and patients, the authorization must be dynamically
changed according to the execution status of the processes, thereby achieving
environment-based dynamic access control.

3 Methodology

3.1 Concept Illustration

To allow patients to authorize and control EHRs themselves, this study
considers the compulsory pre-visit registration action of a patient as the
trigger. Therefore, each registration action of a patient authorizes the access
of a specific doctor during a specific diagnosis period. During this period, a
specific doctor can access the patient’s specific medical records only when the
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doctor’s credentials and the patient’s credentials (e.g., a health insurance card)
are both verified. The related specific nouns of Doctor–patient Workflow and
in this study are defined and illustrated as follows.

• Doctor: The doctor holds the primary diagnostic role of a patient
workflow or a diagnosis period and is a cloud EHR user that requires
authorization.

• Diagnosis Period: The diagnosis period refers to the doctor’s outpatient
consultation scope. All patients in this diagnosis period form the patient
workflow according to the registration order.

• Granularity: In this study, granularity refers to the time scope during
which cloud EHR authorizations are open.

• Doctor–patient Workflow: To minimize the granularity of the authoriza-
tion scope, this study utilizes the order of multiple patient registrations
to generate the so-called patient workflow. The authorization timing
of the patient’s previous and current medical records is determined
by consecutive patients in the workflow and the execution status of
the patient’s medical records. For example, a doctor can acquire the
execution authority of the N + 1th patient only after the doctor has
performed some actions (e.g. read (R), write (W) and prohibit (P), shown
in Equation (1) Section 3.2) on the medical records of the Nth patient.
In other words, it means that the authority is in the execution queue
when these actions are performed on Nth patient. In addition to using the
patient workflow formed during a diagnosis period, the doctor may also
refer the patient to other doctors for tasks, such as blood tests or X-ray
imaging during the diagnosis. When a patient has seen more than one
doctor, the patient has crossed different patient workflows, which forms
the so-called doctor workflow described in this study. The execution
authority of the Nth doctor who has delegated the task to other doctors
will be temporarily restricted and will not be restored until the delegated
N + 1th doctor completes the necessary action in the medical record.
The concept of the doctor–patient workflow is shown in Figure 1.

3.2 Research Design

This study aims to apply the doctor–patient workflow to the access of
patients’ medical records on the cloud, the authority of which is dynamically
adjusted according to the connections formed during clinical consultations.
By restricting doctors’ access control to the minimum necessary granularity,
a safe access control mechanism can be established.
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Figure 1 Doctor–patient workflow.

3.2.1 Authorization formulation
An authorization, shown in Equation (1), includes the authorization’s current
execution status, its authorized actions, and the scope of its diagnosis period:

Authij (status, action, diagnose period){
i: index of diagnose period

j: index of Patient Workflow

Status =


N: never

B: buffer

D: delegation

C: completion

Action =


R: read

W: write

P: prohibit

(1)

Status denotes the current authorization status, which includes four states:
never (N), buffer (B), delegation (D), and completion (C). N indicates that the
authorized medical record has not been processed by the doctor; B indicates
that the patient who is due is absent and therefore has been temporarily placed
in the queue by the doctor; D indicates that during the diagnosis period, the
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Figure 2 Authorization status.

doctor has assigned this patient to the patient workflow of another diagnosis
period; and C indicates that the patient has completed his visit and the doctor
has uploaded and signed off the medical record.

Action denotes the executable access authority. It includes three access
permissions: read (R), write (W), and prohibit (P). R indicates that the autho-
rized user can only view the medical records, without the need to verify the
patient’s credentials; W covers the authority of R and allows the user to add
a new entry to the medical record once the patient’s credentials are verified;
and P indicates that authorization has been banned. Figure 2 illustrates the
transition path of the authorization status.

The authorization status transition shown in Figure 2 consists of the
following: (1) indicates the establishment of the authorization either triggered
by patients or delegated by doctors, the initial status of which is N; (2)
indicates the placement of the authority into the queue by the doctor, as the
patient, whose status has been transitioned to B, has not arrived within the
time limit; (3) and (4) indicate the delegation of the authority to a doctor in
another diagnosis period as the current doctor cannot complete the diagnosis
during the consultation, which requires the patient’s credentials; (5) indicates
the completion of the diagnosis by the delegated doctor, which changes the
medical record authorization status of the diagnosis period from D to B; and
(6) and (7) indicate the completion of the diagnosis, during which the doctor
uploads and signs off on the medical record.
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3.2.2 Access control in the patient workflow
The process of establishing the authorization by the patient through the
registration action is shown in Equation (2). All patients in the same diagnosis
period are arranged according to the registration order. Except for the last
patient, each patient is connected to the next one. Such a connection is
referred to as the dependency patient here. Because the doctor in charge of
this diagnosis period must consult patients one by one following this order, a
dependency patient workflow is created (Equation (3)):

Pj(dependency patient) → Authij(S,A,DPi) (2)

Patient Workflow =



P1(P2) → Authi1(N,W,DPi)

P2(P3) → Authi2(N,R,DPi)

P3(P4) → Authi3(N,R,DPi)

. . . . . . . . . . . . . .

Pj(null) → Authij(N,R,DPi)

(3)

The dependency patient of PN is PN + 1, and so on, until the last patient
(Pj), whose dependency patient is null as there are no more patients in the
diagnosis period. The initial statuses of all authorizations are N, indicating
that the doctor has not performed any action on the medical records. More-
over, except for that of the first patient, which is W, the access authorities of
all remaining patients are R, thereby only authorizing the doctors to view the
medical records. Subsequently, when doctors change the authorization status
through the user interface during the diagnosis period (Figure 2), the access
authority of the dependency patient changes accordingly.

• (2), (3), (7): Once the doctor has processed the medical record of patient
PN, the action authorization of patient PN + 1 changes from R to W.

• (3), (4): Once the doctor delegates patient PN to another diagnosis
period, the action authorization of this patient changes from W to R,
which is scaled down.

• (6), (7): Once the doctor completes the diagnosis of patient PN and
uploads and signs off on this patient’s records, the action authorization
changes from W to P, prohibiting any further operations.

3.2.3 Access control in the doctor–patient workflow
When doctors (Dr) delegate a patient to other patient workflows due to
the need for a diagnosis (Equation (4)), except for the first doctor, other
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doctors, referred to as the dependency doctors here, are assigned by the
previous doctor. The authority of the delegating doctor must be changed when
assigning patients to another patient workflow, so the delegating doctor’s
access authority is restricted. Owing to the delegation process, the patient
can be consulted by different doctors in different patient workflows, thereby
forming the doctor workflow (Equation (5)).

Pj (dependency doctor) → Authij (S, A, DPi) (4)

Doctor Workflow =



P1(P2) → Authi1(N,W,DPi)

P2(P3) → Authi2(N,R,DPi)

P3(P4) → Authi3(N,R,DPi)

. . . . . . . . . . . . . .

Pi(Dri−1 → Authij(N,R,DPi)

(5)

The dependency doctor of DrN is DrN-1, and so on, until that of Dr1,
which is null. In addition, except for that of DrN, which is N, the authorization
statuses of all other doctors are D as they wait for the assigned doctor to
complete the diagnosis. The status and access authority of DrN are admin-
istered by the patient workflow mentioned in the previous section, until the
status changes in Step (6) or (7) (Figure 2). At this moment, the completion
of the delegated diagnosis changes the status of DrN-1 to (5) and the action
authorization of DrN-1 from R to W.

3.3 Doctor–patient Workflow vs. a Workflow

A workflow is composed of tasks, whereas the doctor–patient workflow
proposed here is composed of doctors and patients. Different entities in the
process will lead to different characteristics of the workflow. Because the pur-
pose of a workflow is to improve production efficiency through the division
and cooperation of labor between different tasks, its tasks are conducted by
multiple executors, either sequentially or in parallel. On the contrary, during
a certain diagnosis period, the sole executor of the doctor–patient workflow
is a specific doctor. Because a doctor cannot diagnose more than one patient
at a time, the task cannot be conducted in parallel.

Furthermore, because a workflow is planned in advance with a fixed
execution order to achieve a specific purpose, to complete the entire process,
all tasks must follow this order without any arbitrary addition or deletion.
However, in the doctor–patient workflow, the consultation of subsequent
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patients can be continued, e.g., in the case of a patient’s absence. In addition,
the insertion of a patient to the outpatient visit queue through the emergency
department is also acceptable in this process.

4 Case and System Scenario

4.1 Case Scenario

The following scenario is used to demonstrate and explain the proposed
workflow. Suppose there are six patients, P1–P6. During the visit, P1–P4
are sequentially referred to doctor Dr1 at the Division of Pediatric (DP1),
whereas P5 and P6 are sequentially referred to Dr2 for blood tests (DP2).
Therefore, two patient workflows are created, as shown in Equation (6):

Dr1


P1(P2) → Auth11(N,W,DP1)

P2(P3) → Auth12(N,R,DP1)

P3(P4) → Auth13(N,R,DP1)

P4(null) → Auth14(N,R,DP1)

Dr2

{
P5(P6) → Auth25(N,W,DP2)

P6(null) → Auth26(N,R,DP2)
(6)

Except for the access authorities of P1 and P5, which are both W, those
of the subsequent patients are R, thereby only granting the users with the
authority to view the medical records of P2, P3, P4, and P6.

In this scenario, P1 comes to the doctor on time. Upon his arrival, the
doctor verifies the patient’s identity and his health insurance card and then
consults the patient. In this case, as the authorization of the action of Auth11
is W, Dr1 can add new entries to this patient’s medical records to document
his treatment. Subsequently, when Dr1 uploads and signs off the new entry
with his login, as the status transition of Step (7) is triggered (Figure 2),
the status and authority of DP1 in the patient workflow are changed as per
Equation (7).

Dr1


P1(P2) → Auth11(C,P,DP1)

P2(P3) → Auth12(N,W,DP1)

P3(P4) → Auth13(N,R,DP1)

P4(null) → Auth14(N,R,DP1)

(7)
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When P1 completes his visit, it is P2’s turn. Suppose at this time P2 is
not present; Dr1 can temporarily place the authorization of P2 in the queue.
Because this method initiates the status transition of Step (2), the status and
authority of DP1 in the patient workflow are changed as per Equation (8).

Dr1


P1(P2) → Auth11(C,P,DP1)

P2(P3) → Auth12(B,W,DP1)

P3(P4) → Auth13(N,W,DP1)

P4(null) → Auth14(N,R,DP1)

(8)

Due to P2’s absence, it is P3’s turn to see the doctor, and P3 has already
arrived. However, during P3’s consultation, Dr1 believes that P3 must have
a blood test (DP2) before continuing his treatment at DP1. Therefore, Dr1
delegates P3 to the patient workflow of DP2 under Dr2. In addition to
triggering the status transition of Step (3), because the patient has crossed
multiple patient workflows, a doctor workflow is created between Dr1 and
Dr2. In this case, the statuses and authorities of the patient workflows of DP1
and DP2, as well as the doctor workflow created as a result of the delegation,
are shown in Equation (9):

Dr1


P1(P2) → Auth11(C,P,DP1)

P2(P3) → Auth12(B,W,DP1)

P3(P4) → Auth13(D,R,DP1)

P4(null) → Auth14(N,W,DP1)

Dr2


P5(P6) → Auth25(N,W,DP2)

P6(P3) → Auth26(N,R,DP2)

P3(null) → Auth23(N,R,DP2)

P3

{
P1(null) → Auth13(D,R,DP1)

P2(null) → Auth23(N,R,DP2)
(9)

At this moment, because of the restrictions of the doctor workflow, the
action authorization of Auth13 is restrained by Auth23. When Dr1 continues
to see P4, Dr2 executes the patient workflow of DP2 as before, until Auth23
triggers the status transition of Steps (6) and (7), the status and authority of
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which change as per Equation (10).

Dr1


P1(P2) → Auth11(C,P,DP1)

P2(P3) → Auth12(B,W,DP1)

P3(P4) → Auth13(B,W,DP1)

P4(null) → Auth14(N,W,DP1)

Dr2


P5(P6) → Auth25(C,P,DP2)

P6(P3) → Auth26(C,P,DP2)

P3(null) → Auth23(C,P,DP2)

P3

{
P1(null) → Auth13(B,W,DP1)

P2(null) → Auth23(C,P,DP2)
(10)

Lastly, once Dr1 finishes the execution of all the patient workflows for
which Dr1 is responsible, the statuses of all patients are changed to C and
their authorities to P, marking the completion of the access control of the
entire doctor–patient workflow.

4.2 System Scenario

In this section, the system’s workflow will be explained by simulating a
scenario where a doctor is seeing patients. The characters in this scenario
and their actions are shown in Table 2.

As this system was constructed in a web-based environment, Google
Chrome was used to show its interfaces. Based on the users of the system, the
usage scenarios that were examined here included the registration of patients
and the addition of new medical records by a doctor. First, the patient used the
system to register themselves (the screen after patient registration is shown
in Figure 3) and then gave the doctor authorization to access their medical
records. After a number of patients have been registered, a patient flow will be

Table 2 Characters and their actions in the simulated scenario
Character Actions
Dr. Chen Seeing patients
Dr. Chen Adding new medical records
C. T. Lin Seeing a doctor
B. C. Liou Seeing a doctor
S. H. Wang Seeing a doctor
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Figure 3 Screen after patient registration.

Figure 4 Screen showing all of a doctor’s appointments.

formed according to their appointment times. The access rights of the doctor
to the medical record of each patient will then be controlled by this patient
flow.

After all of the patients at this clinic have been registered, Dr. Chen
will arrange the registered patients into a patient flow for the 8/18/2020
9:00–12:00 examination period. Dr. Chen must log into this system before
seeing any patients. The screen that appears after the doctor logs in is shown
in Figure 4. Here, all of the patient appointments of the doctor will be shown
in the form of a calendar, and the doctor may click on an appointment to
see the patient treatment screen, as shown in Figure 5. The menu on the left
shows the three hypothetical registered patients, C. T. Lin, B. C. Liou and S.
H. Wang, and the patient flow formed by other patients.
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Figure 5 Patient treatment screen.

Table 3 State-icon legend

Icon State Meaning 

 

N Never 

 

B Buffer 

 

D Delegated 

 

C Completed 

Figure 5 shows that in the patient flow, there is an icon next to each patient
name that indicates the state of use of the patient’s medical record. As per
Equation (1) in Section 3, these states are never (N), buffer (B), delegated
(D), and completed (C). The icons and states they represent are shown in
Table 3.

Because this scenario assumes that the three aforementioned patients have
not seen a doctor yet, the state of their medical records is N. If a patient
misses an appointment, then the doctor may temporarily assign this patient to
a queue to move on to the next patient. In this case, the system will change
the state of this patient’s medical record to B. During treatment, a doctor may
also use the “delegate” function to assign this patient to other patient flows.
The state of this patient’s medical record then becomes D. After the treatment
of a patient is completed, the doctor will store a record of the patient’s most
recent treatment in the system, and the state of the patient’s medical record
will change to C.

Due to the patient-flow access control mechanism, if, for instance, a
doctor did not perform a “create,” “pending,” or “delegate” operation on the
medical record of C. T. Lin, he/she will then be prevented from accessing
the medical records of patients that come after C. T. Lin in the patient flow,
as shown in Figure 5. Because the treatment of C. T. Lin is still in progress,
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Figure 6 Addition of a new treatment record.

should the doctor try to access the medical record of B. C. Liou, the following
error message will appear “You have no enough authorization to operate this
patient’s diagnosis records!” and no further action will occur. To record the
prescription that was used for the current treatment, the doctor simply has
to fill a form for a new prescription, as shown in Figure 6. After this form
has been filled, pressing “submit” will store the prescription in the system.
This step facilitates the exchange of EMRs that are stored in the system.

5 Verification and Discussion

5.1 Design and Reliability of the Questionnaire

A questionnaire was designed to evaluate the proposed doctor–patient work-
flow. The first four questions in the questionnaire are meant to gauge how
experts feel about the problems being addressed by this study, based on
current EHR arrangements and issues, such as patient rights and interests.
The fifth to eighth questions were designed to evaluate the access control
mechanism proposed by this study. The fifth question is about the principle of
nondisclosure and the protection of patient rights and interests, and the sixth
question is about the direct collection and most reasonable use of personal
data. The seventh question is about the minimum required granularity, and
the eighth questions is about the principle of respect and fairness. Finally,
the ninth and tenth questions are meant to assess how experts feel about the
overall benefit provided by the proposed mechanism.

In addition, 10 experts were asked to use a system that was created based
on the proposed access control mechanism, and then fill out the aforemen-
tioned questionnaire. The questionnaire items were answered using a 5-point
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Likert scale, that is, the answer to each question can be “strongly disagree,”
“disagree,” “neutral,” “agree,” and “strongly agree.”

This questionnaire was filled by 10 experts (N) from the fields of IT and
medicine. The IT experts were five senior employees who have worked in
hospital IT departments. The medical experts were five attending physicians
from different hospital departments.

In this work, Cronbach’s alpha was used to test the internal homogene-
ity, consistency, and stability of the expert questionnaire. This method was
invented by Cronbach in 1951 (Cronbach, 1951), and the alpha (α) represents
the internal consistency of the scale. The higher the value of α, the more
reliable the scale, and a reliable questionnaire will obtain consistent answers
from different experts. This reliability coefficient is the most widely used
method for evaluating consistency, and it is generally believed that an α value
of 0.7 is the minimum threshold for reliability (Hair et al., 2010). Statistical
Package for the Social Sciences (SPSS) was used to perform the reliability
analysis. The Cronbach’s α of the questionnaire is 0.837, which is above
the 0.7 threshold. Hence, the questionnaire is reliable, and the questionnaire
answers from the 10 experts can be used to perform the expert evaluation of
the proposed doctor–patient workflow. In this way, we shall assess whether
the proposed workflow has resolved the problems targeted by this study.

5.2 Results and Discussion

A statistical analysis was performed on the answers to each item in the
questionnaire, as shown in Table 4. The first 10 questions, which are about the
mechanism proposed in this study, generally had average scores (AVG) above
4 (except for Q9, which had an average score of 3.9). This finding shows
that the experts almost always answered “agree” or “strongly agree” to the
questions. The standard deviations (SD) of the questions were all less than
0.707, with Q4 having the highest variance. The results of the questionnaire
are analyzed below.

In addition, to classify the AVG of low, medium and high scores, this
study also used the AVG in Table 5.

Table 4 shows that Q1 and Q7 had the highest average score, at 4.8.
The level of agreement in Table 5, Q1 shows that the experts strongly agree
that treatment quality is affected by inconsistencies between the EMRs of
different hospitals. Q2, which has an average score of 4.7, shows that the
experts strongly agree that it is viable to use a cloud-based solution to provide
EMRs, which are currently difficult to share between different hospitals
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Table 4 Statistical analysis of the questionnaire
Seq. Question AVG SD N

Q1 Do you agree that inconsistencies between the electronic health
records stored by different hospitals and clinics will affect the
quality of the medical treatment provided by doctors?

4.8 0.422 10

Q2 Do you agree that a cloud-based electronic health record service
will help to alleviate the difficulty of sharing electronic health
records between different hospitals and clinics?

4.7 0.483 10

Q3 Do you agree that access rights to a patient’s electronic health
records in a cloud server must be granted by the patient?

4.0 0.667 10

Q4 Do you agree that medical personnel who have not been granted
authorization should not be able to access electronic health records
that are stored in a cloud server?

4.5 0.707 10

Q5 Do you agree that the proposed patient flow mechanism will ensure
the security and privacy of cloud-stored electronic health records?

4.2 0.632 10

Q6 Do you agree that the proposed patient flow mechanism will allow
doctors to have an optimal level of access to their patients’
cloud-stored medical records?

4.4 0.516 10

Q7 Do you agree that the proposed patient flow mechanism will
optimally limit the granularity of a doctor’s access to cloud-stored
medical records?

4.8 0.422 10

Q8 Do you agree that the use of the proposed patient flow mechanism
for access control is fair for patients and doctors alike?

4.5 0.527 10

Q9 As a whole, do you agree that the proposed patient flow mechanism
will effectively reduce access control costs for cloud-stored
electronic health records?

3.9 0.568 10

Q10 As a whole, do you agree that the proposed patient flow mechanism
will improve the quality of the treatment process?

4.0 0.667 10

Q11 Is the system easy to use? 4.7 0.483 10

Q12 Is the interface easy to understand? 4.7 0.422 10

Q13 Is the workflow smooth and intuitive? 4.9 0.316 10

Q14 Are the patient medical records provided by this system complete
and comprehensive?

4.7 0.483 10

Q15 Does the system provide patient medical records in a timely
manner?

4.9 0.316 10

Q16 Are the patient medical records provided by the system useful for
medical personnel?

4.7 0.483 10

Q17 Do the functions of the system protect the privacy and security of
the patients’ personal data?

4.8 0.422 10

Q18 Do the functions of the system impose an optimal limit to the
granularity of access to patient medical records by medical
personnel?

4.8 0.422 10

Q19 Are the functions of the system compatible with the doctor–patient
workflow?

4.6 0.516 10

Q20 Do the functions of the system provide an adequate reflection of
the strengths of the doctor–patient workflow?

4.7 0.483 10
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Table 5 Analysis of Likert scale
AVG The Level of Agreement Value Seq.
0.00∼1.50 Strongly disagree 1
1.51∼2.50 Disagree 2
2.51∼3.50 Neutral 3
3.51∼4.50 Agree 4 Q3, Q4, Q5, Q6, Q8, Q9, Q10
4.51∼5.00 Strongly Agree 5 Q1, Q2, Q4, Q7, Q11, Q12, Q13, Q14,

Q15, Q16, Q17, Q18, Q19, Q20

and clinics. Q7, which asks whether the proposed patient flow mechanism
will limit operations on medical records stored on the cloud to an optimal
time span, obtained a relatively high level of agreement from the experts.
This finding shows that the doctor–patient flow does provide the minimum
required level of granularity. The average scores of Q5, Q6, and Q8 were
generally higher than 4.50, which shows that the experts agree that the patient
flow access control mechanism will adequately address patient privacy and
security issues.

However, some experts opined that if the proposed doctor–patient work-
flow aims to simultaneously address issues, such as permission changes,
granularity restrictions, and patient–doctor rights and benefits, it is necessary
to test this system in the real world to ascertain whether unexpected problems
and issues may arise. Hence, this mechanism may be further improved in the
future.

Q11–Q20 in Tables 4 and 5 are questions about the system itself, and all
of these questions had average scores greater than 4.51. Hence, the experts
generally showed a high level of agreement in terms of the usability of the
system, the usefulness of the information provided by the system, and the
mechanism that was designed in this study.

6 Conclusions and Future Works

6.1 Conclusions

To allow patient EMRs to be shared between different hospitals and clinics
in a comprehensive and holistic manner, we propose that a third-party cloud
service provider can be used to provide EHR services. In this way, doctors can
obtain the latest medical records of a patient through the Internet. However,
as medical records are private personal data, it is necessary to provide a
comprehensive access control mechanism for cloud-stored EMRs. To this
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end, we designed an access control mechanism based on doctor appointments
and called it the doctor–patient workflow. The access rights of a doctor to
medical records stored in the cloud will be limited to patients who have
registered with their clinic. Furthermore, the doctor can only access patient
medical records according to their patient flow, and these access rights will
also change according to the patients’ statuses. This mechanism protects the
privacy of each patient and limits the granularity of access to the cloud.
Furthermore, to ensure that the cloud application can be freely accessed by
its users, a web-based system was constructed based on the proposed access
control mechanism. Doctors are thus able to access the EHR cloud by simply
using a web browser, such as Google Chrome.

Finally, the results of this study were validated by 10 experts, who gener-
ally approved of the system. The experts generally agreed with the views of
this study and also agreed that there are problems in the way EMRs are cur-
rently being handled. In addition, they showed a high level of agreement with
the proposed doctor–patient workflow in all aspects, including the protection
of patient privacy, the time limits to a doctor’s access to patient medical
records, and the fairness of the system for doctors and patients alike. These
results prove that the proposed mechanism does improve on the problems that
were highlighted in this study.

6.2 Limitations and Future Works

The proposed doctor–patient workflow is an access control mechanism for
cloud-based EHR, and the goal of this workflow is to protect patient privacy
and security in a multi-user access environment. In this study, it was assumed
that this system would only be used by a doctor who is treating or delegating
patients. However, medical records are not just used by doctors, as there are
other users who require this information to make decisions, such as doctors on
patrol or nurses administering medications. In addition, because the doctor–
patient workflow is a completely new concept of access control, more work
is required to improve this mechanism so that it can be used to control the
access rights of all users who require access to medical records.

In this study, it was assumed that the doctors and patients will verify their
identities using personal identification documents, such as patient health ID
cards. The doctor will only be able to gain access to the patient’s medical
records after the patient’s health ID card and the doctor’s personal iden-
tification have been verified. After the end of a treatment, the doctor will
store the records of the current treatment on the cloud system and terminate
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the treatment process, thus completing the current transaction and ending
the program. However, due to material limitations, we were only able to
test the identity validation process via a simulated scenario. Nonetheless,
because there is no absolute dependence between the validation process and
the proposed doctor–patient workflow, this condition does not have any effect
on the processes and results of this study. In future works, we will transfer our
system to IT department of a hospital. They can complete all functions of our
designed system.
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