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Abstract

Quantum computing (QC) is an emerging technology with transformative
potential that remains in development and that promises significant impacts
across a broad spectrum of industrial sectors. Small and medium enter-
prises, large corporations, and academic institutions are investing substantial
resources to make this promising technology a commercial reality. Given
the fragmented nature of current QC initiatives and the diverse development
pathways being pursued to commercialize them, establishing coordinated
standardization efforts across different global regions is critical to accelerate
progress and ensure interoperability between the various proposed hardware
and software solutions. This paper reviews recent standardization efforts
and the main standards developing organizations working on the definition
of future QC products. Finally, it analyzes the current discussion on the
European Commission planned Quantum Act and its potential effects on the
QC community.

Keywords: Quantum computing, standardization, SDO, ETSI, CEN-
CENELEC, IEEE, ISO, EIC, NIST, ITU-T, regulation.

Quantum Information Technologies Journal, Vol. 1_1, 49-74.
doi: 10.13052/qitj2795-0492.114
© 2025 River Publishers



50 Valerio Frascolla

1 Introduction and Background

When a new technology emerges with the promise of providing significant
enhancements to the status quo and even breakthrough results, the progres-
sion from concept to commercial product by first the research and then by the
industrial ecosystem typically follows a common pattern.

One of the most widely recognized descriptions of such pattern is the
Gartner technology hype cycle [1]. Figure 1 shows a 2014 version of this
chart, in which quantum computing (QC) is mapped in the Innovation Trig-
gers sector, with an expected market availability of >10 years. While more
recent forecasts are available, they show the same trend and comparable
timelines to commercial market launch.

It is worth noting that the term QC broadly encompasses a set of different
technologies with varying maturity levels, ranging from technology readiness
level (TRL) 1 to TRL4 or TRLS. Comprehensive recent overviews of QC
focusing on open challenges and current status can be found in [2] and in [3],
respectively.

As a matter of fact, in 2025 there are still no commercially available
QC hardware (HW) products that can be purchased. The few commercial
offerings that exist are provided as cloud-based services leveraging propri-
etary QC implementation, with limited availability to the general public and
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private users. For instance, IBM offers a quantum processing service with
approximately 100 gbits [4].

To understand the maturity of QC technology, achieving so-called “quan-
tum supremacy” (i.e., the point at which a quantum computer can solve
specific problems significantly faster than any existing classical computer)
requires quantum computers with several hundred gbits [5]. In some spe-
cific cases within narrow sectorial applications, promising results have been
achieved. However, how to measure performance is a controversial matter
among domain experts and it is indeed too early to conduct meaningful
performance comparisons in a broader context.

Analysts and futurists, however, are convinced that QC is a technology
expected to deeply change and disrupt the majority of business domains,
from weather prediction and climate modelling to drug discovery, from
cryptography to cybersecurity, and from materials science to chemistry. A
recent forecast from McKinsey predicts that the QC market size is expected
to grow from a projected $1.5 billion in 2025 to $15 billion by approximately
2035 [6], representing a compound annual growth rate (CAGR) of 22-25%
over the next decade.

Due to the promise of such a high CAGR, many small and medium
enterprises (SMEs) as well as large industries have embarked on designing
and developing QC-related services and products in recent years. Substantial
investment and ecosystem-building initiatives are taking place across all
regions of the world. For instance, at the EU level, the European Commission
(EC) has begun launching regulation-related initiatives such as the forth-
coming European Quantum Act [7] and has announced a recent investment
plan to “make Europe a global leader in quantum technology by 2030 [8].
Additionally, individual European Member States are supporting similar
public-private partnerships; for instance, the Munich Quantum Valley [9] has
been clustering a significant number of stakeholders seeking to enter the QC
arena for many years. Similar initiatives have emerged in the Netherlands
with the Quantum Delta NL [10] and in Italy with the Quantum Valley
initiative [11], to name just a few recently announced programs.

In such an immature and fragmented QC landscape, interoperability of
proposed solutions in both (HW) and software (SW) within the broader
information and communication technology (ICT) domain is essential. This
is where standardization plays a key role in transforming promising new tech-
nology into successful commercial products. Without assurance that individ-
ual components provided by single companies can integrate into the overall
QC technology ecosystem, the already uncertain return-on-investment (ROI)
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becomes even less appealing, given the substantial investments required to
implement such complex novel technology. Standards are crucial as they
prevent costly market battles over competing technologies and can create
optimal market access opportunities for SMEs.

Similar patterns can also be observed in how new technologies are stan-
dardized: these patterns repeat with each new generation of products and with
the launch of each new technology in an increasingly interconnected global
market [12]. The introduction of millimetre waves (mmWave) technology
serves as a prime example of this pattern, as described in detail in [13-15].

Although that example dates back 10 years, the same sequence of actions
can be observed today with the introduction of artificial intelligence (Al) in
the work of several standards developing organizations (SDOs).

Regulation also is expected to play a pivotal role in determining how and
when new technologies are launched into the European common market.
The role of QC and how it will be regulated by the EC remains under
discussion. Some technical divisions of the EC have already begun working
on a forthcoming Quantum Act, which will establish the requirements for
quantum technologies (QT)-based products to enter the European market.

This paper surveys the current status of major SDOs working on QC-
related topics, highlighting key published recommendations and deliverables,
and explaining the focus of each SDO within the overall QC landscape. It
also briefly summarized the ongoing discussion on regulation at the EU level,
providing insight into the forthcoming Quantum Act.

2 Overview of the Main Standard Bodies Related to
Quantum Computing

As it happens with many technologies that span all layers of a system, from
HW to upper SW layers, QC-related standardization activities are spread
among a set of SDOs, each one taking a specific aspect of QC under its
responsibilities. It is worth mentioning that some overlaps happen in such a
scattered and not always aligned approach to standards. As a consequence,
providing a comprehensive list of SDOs whose work is related to QC is
an evolving and complex landscape. In this section we concentrate on five
key SDOs among the several that deal in some way with QC-related work,
providing the status of the art of the activities.
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2.1 ETSI

The European Telecommunications Standards Institute (ETSI) is a “not-for-
profit Institute with more than 900 member organizations worldwide”, which
provides a pre-competitive and collaborative environment that “supports the
timely development, ratification and testing of globally applicable standards
for ICT-enabled systems, applications and services” [16].

2.1.1 Technical Committee (TC) on Quantum Technologies

In the second half of 2025, ETSI launched a new TC focusing on QT,
addressing diverse aspects of QC including quantum communications and
quantum networks spanning several market verticals. One of the declared
aims of the TC is to support the ongoing European drafting of key regulations
such as the Quantum Act and the Chips Act, in alignment with other SDOs,
treaty organizations and the open Source communities like the ETSI Software
Development Groups [17].

It is also important to mention the ongoing support provided by the
TC QT to the definition and implementation of the European Quantum
Communication Infrastructure (EuroQCI) [18], which aims at building a
secure quantum communication infrastructure spanning the EU, including its
overseas territories. The EuroQCI claims to be the first operational system
in the world providing quantum key distribution (QKD) for the protection of
government data and communications, telecommunications networks, data
centers, and critical infrastructure. A list of running and EU-funded collab-
orative research projects under the EuroQCI program can be found in the
Coordination and Supporting Action project called Petrus [19].

The areas of focus of the ETSI TC QT work are:

* Quantum communications: Secure data transmission using quantum
principles like superposition and entanglement.

* Quantum networking: Connecting quantum systems for distributed
computing and cryptography.

* Quantum sensing: Enabling ultra-precise measurements for quantum
communication networks.

* Satellite quantum communications: Standardizing beacon signals,
interfaces, and security for space-based quantum systems.

* Quantum random number generators (QRNGs): Generating true
randomness for secure applications.
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* Quantum security: Establishing methodologies to assess hardware
vulnerabilities and side-channel attack risks.

2.1.2 Industry Specification Group (ISG) on QKD

ETSI has operated an ISG on QKD for more than 10 years, with the scope of
specifying a QKD system and developing a set of ETSI Group Specifications
(GSs) describing quantum cryptography for ICT networks.

QKD has long attracted attention as a quantum-based security mechanism
that can integrate with already deployed networks, generating significant
interest in both research and industry due to its ease of deployment compared
to other QC technologies.

Among the most relevant GSs it is worth mentioning:

* GS QKD 002 “Quantum Key Distribution (QKD); Use Cases”: One
of the first GSs to be defined, back in 2010, focusing on creating a
blueprint or catalogue of security and other functional requirements
for different user groups and application fields, to be used as basis for
implementing QKD system specifications.

* GS QKD 003 “Quantum Key Distribution (QKD) — Components
and Internal Interfaces”: Components and interfaces of the blueprint
described in GS QKD 0002.

* GS QKD 004 “Quantum Key Distribution (QKD); Application
Interface”: Specification of the application interface between QKD and
cryptographic ICT systems. Existing ICT systems have to fulfil the
compatibility aspects, especially for cryptographic keys handover and
key distribution system management.

* GS QKD 005 “Quantum Key Distribution (QKD); Security Proofs’:
Security definition, device models, implementation security and QKD
protocols relevant to security mechanisms.

* GS QKD 008 “Quantum Key Distribution (QKD); QKD Mod-
ule Security Specification”: QKD module requirements to increase
the probability of detecting and responding precisely and promptly to
attempts of direct physical access and use or modification of modules.

* GS QKD 010 “Quantum Key Distribution (QKD) Implementation
security: protection against Trojan horse attacks’: Specification of
protection of QKD modules against a set of Trojan horse attacks.

* GS QKD 011 “Quantum Key Distribution (QKD); Component char-
acterization: characterizing optical components for QKD systems”:
Characterization of optical components for use in QKD systems.



Quantum Computing Standardization and Regulation 55

* GS QKD 012 “Quantum Key Distribution (QKD); Device and Com-
munication Channel Parameters for QKD Deployment”: Description
of the characteristics of QKD devices and the required communication
channels in the context of QKD deployment on point-to-point links.

* GS QKD 013 “Quantum Key Distribution (QKD) Characteriza-
tion of Optical Output of QKD transmitter modules’: Procedures
for characterizing specific properties of complete QKD transmitter
modules.

* GS QKD 014 “Quantum Key Distribution (QKD); Protocol and
data format of REST-based key delivery API’’: Representational state
transfer application programming interface (REST API) specification
that allows applications to request cryptographic keys from a QKD
network.

* GS QKD 015 “Quantum Key Distribution (QKD); Control Interface
for Software Defined Networks”: Management interfaces to integrate
QKD with disaggregated network control plane architectures, in par-
ticular with software defined networks (SDNs). It defines abstraction
models and workflows between an SDN-enabled QKD node and the
SDN controller.

* GS QKD 016 “Quantum Key Distribution (QKD); Common Crite-
ria Protection Profile — Pair of Prepare and Measure Quantum Key
Distribution Modules”’: Protection profile for QKD systems describing
complete systems involving point-to-point devices from the physical
implementation up to the output of final secret keys.

* GS QKD 017 “Quantum Key Distribution (QKD); Analysis of QKD
Network architectures”: Description and review of the variety of
architectures that have been proposed for QKD networking. The aim
is to reveal the basic functionalities that the mentioned architectures
implement as well as the commonalities between the architectures, and
to identify architectural components, their purpose and their conceptual
interfaces and assess the interoperability potential for networks based on
distinct architectural designs.

* GS QKD 018 “Quantum Key Distribution (QKD); Orchestration
Interface for Software Defined Networks”: Definition of orchestration
interfaces between SDN orchestrator(s) and SDN controller(s) of QKD
networks. It also defines abstraction models and workflows between
SDN orchestrator(s) and SDN controller(s) of QKD networks, including
resource management, system configuration management, performance
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management, alarm, service provisioning, and management of multi-
domain QKD networks.

* GS QKD 020 “Quantum Key Distribution (QKD); Protocol and
data format of REST-based Interoperable Key Management System
API”’: Description of how to allow keys to traverse quantum networks
managed by different parties.

* GS QKD 021 “Quantum Key Distribution (QKD); Orchestration
Interface of Software Defined Networks for Interoperable key man-
agement system’’: Extensions to GS QKD 018 to allow for the operation
and management of multi-domain end to end (E2E) key usage patterns.
This is scheduled to be released early 2026.

* GS QKD 022 “Quantum Key Distribution (QKD); Network Archi-
tecture”: Specification of a QKD network architecture building on the
analysis performed in GS QKD 017 and identifying network function-
alities and interfaces aligned with modern communication networking
paradigms, suitable for both stand-alone critical infrastructures and
integration with general telecommunications networks.

* GS QKD 023 “Quantum Key Distribution (QKD); Monitoring
Interface and Data Model”: Interface and data model definition for
QKD monitoring, consistent with the existing approved interfaces,
defining also monitoring and telemetry interactions with QKD modules,
covering information about the modules and the links attached to them.

* GS QKD 024 “Quantum Key Distribution (QKD); Common Cri-
teria Protection Profile — Key Processing Module’’: Description of a
common criteria protection profile for key processing modules (KPMs),
which enable the secure key establishment of cryptographic keys with
other certified KPMs, using QKD keys generated by QKD modules.

It is also worth mentioning that ETSI publishes White Papers and orga-
nizes (often together with the with the Institute for Quantum Computing
(IQC) [20]) several events focusing on QC-related topics. Recent examples
include the Preparing for a Quantum Secure Future [21], and periodic
workshops and conference such as the annual Quantum Safe Cryptography
Conference, with the next one planned for June 2026 in Canada [22].

2.2 ITU-T

The International Telecommunication Union — Telecommunication Standard-
ization Sector (ITU-T) has the charter to “develop international standards
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known as ITU-T Recommendations which act as defining elements in the
global infrastructure of ICT technologies” [23].

ITU-T splits its work into two main sets of actions, called Study Groups
(SGs) and Focus Groups (FGs). SGs deliver standardization work in the form
of recommendations (standards) documents in the various domains of inter-
national communications. FGs are usually short-lived, addressing industry
needs as they emerge, and when they are not covered within an existing SG.
The key difference between SGs and FGs is the freedom that the latter have to
organize and finance themselves. Both organize their work into a set of Work
Groups (WGs) with well-defined scopes and responsibilities.

Among the other forms of actovoties in ITU-T it is worth mentioning
the Joint Coordination Activity (JCA), especially the JCA on Quantum Key
Distribution Network (JCA-QKDN).

ITU recommendations are published following a categorization based on
a starting letter; for instance documents starting with A.xyz focus on Organi-
zation of the work of ITU-T, those starting with W.xyz on Global information
infrastructure and Internet protocol aspects, and those starting with Y.xyz on
Languages and general software aspects for telecommunication systems. The
latter are the ones relevant for QC, as discussed later.

2.2.1 ITU-T Focus Group on Quantum Information Technology
for Networks (FG-QIT4N)

Among the several activities related to QC under the work of ITU-T, the
FG dedicated to QC is called ITU-T Focus Group on Quantum Information
Technology (QIT) for Networks (FG-QIT4N), which ran from 2019 to 2021.
It split its activities between two WGs: WGI Network aspects of QIT and
WG2 QKD Networks (QKDN), and co-worked with other two ITU Groups:
ITU-T Study Group 13 — Future networks, with focus on IMT-2020, cloud
computing and trusted network infrastructures [24] and ITU-T Study Group
17 — Security [25].

Each WG of the ITU FG-QIT4N created its set of technical reports, also
called deliverables, three from WG1 and five from WG2, as detailed below:

* D1.1 Quantum information technology for networks terminology:
Network aspects of QITs: Survey on terminology on network aspects
of quantum information technology, their overlap and divergence, also
listing terms that are required but are yet to be standardized.

* D1.2 Quantum information technology for networks use cases: Net-
work aspects of QITs: Analysis of QIT for network use cases gathered
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during the lifetime of the ITU-T FG-QIT4N. Use cases are analysed by
bottlenecks, application scenarios, technical requirements and solutions,
providing analyses and suggestions for future applications and potential
standardization requirements.

* D1.4: Standardization outlook and technology maturity: Network
aspects of QITs: Snapshot of the standardization landscape of QIT for
networks, listing prospects and barriers to the development and adop-
tion of related standards, and reviewing methodologies for assessing
technology maturity and standardization readiness of QIT for networks.

* D2.1: Quantum information technology for networks terminology:
QKDN: Survey of terminology relevant to QKDNs published or under
development by other SDOs including ETSI ISG QKD, ISO/IEC JTC1
SC27 WG3 and ITU-T SG13/17.QKDN.

* D2.2: Quantum information technology for networks use cases:
QKDN: Consolidation of the QKDN use cases gathered during the
lifetime of the ITU-T FG QIT4N, classifying them into six classes,
highlighting the competitive advantage of the use cases brought by
QKDN, and providing suggestions for future standardization efforts.

* D2.3: Quantum key distribution network protocols: Quantum layer:
A discussion on the potential of integration of QKD in future networks,
providing considerations and suggestions for future work on QKDN
protocols. It focuses on the quantum layer of a QKDN, describing
different types of QKD protocols, their workflows, features, parameters,
and commercialization status.

* D2.3: Quantum key distribution network protocols: Key manage-
ment layer, QKDN control layer and QKDN management layer:
Extension to the above deliverable focusing on other layers (key
management layer, QKDN control layer and QKDN management layer).

* D2.4: Quantum key distribution network transport technologies:
Survey of QKDN transport technologies such as transport system
components, technical solutions, and the typical scenarios of the co-
existence of quantum and classical signals in a common fibre (CEQC).

* D2.5: Standardization outlook and technology maturity: Overview
of QKD technology, including frontier research, system experiment,
field trial, and commercialized product. It summarizes QKD indus-
try status, including market players such as system vendor, network
provider, and end user, project and opinions from different country
and region, including QKDN standardization landscape, conducts gap
analysis, and provides future standardization suggestions.
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It is worth noting that the above deliverables are informative ITU-T
publications, whereas mandatory provisions, such as those found in ITU-T
recommendations, are outside the scope of these publications.

2.2.2 Study Group 13: Future networks and emerging network
technologies

ITU SG13, among other targets, “develops standards for quantum networks
and their related technologies including networking aspects of QKDN”,
including the study on the integration of computing and networking from the
viewpoint of future networks. It further “studies concepts and mechanisms
to enable trusted ICT, including framework, requirements, capabilities, archi-
tectures and implementation scenarios of trusted network infrastructures and
trusted cloud solutions”. The work is conducted in alignment with other ITU
Groups, e.g., the JCA-QKDN [26].

Among the 31 Work Items proposed or currently running related to QC
technologies, the ones that have been approved and are going to create
recommendations (identified by the starting “Y”’) are:

* Y.3833: Quantum key distribution networks — Dependability assess-
ment: Discussion on QKDN robustness aspects, specifying QKDN
dependability assessment conceptual model, indicators, and dependabil-
ity assessment processes.

* Y.3834: Quantum key distribution networks — Functional archi-
tecture enhancement for autonomic quality of service assurance:
Specification of a functional architecture enhancement for autonomic
quality of service assurance (QoS) in QKDNs, providing functional
architecture enhancement, reference points, and example operational
procedures of autonomic QoS assurance for QKDN.

* Y.3810 (2025) Corr.1: Quantum key distribution network inter-
working — Framework: Description of the interworking among
QKDNs, the reference models, and the functional models of gateway
functions (GWFs) and interworking functions (IWFs).

* Y.3818 (2025) Corr.1: Quantum key distribution network inter-
working — Architecture: Description of a functional architecture mod-
els for QDKN interworking (QKDN:I), i.e., functional architectures with
gateway and interworking nodes.

* Y.3831: Integration of quantum key distribution network and user
network supporting end-to-end modern cryptography services func-
tional architecture: Discussion of solutions to integrate the QKDN and
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user networks supporting modern cryptography services, specifying sev-
eral architectural models, requirements, and a framework architecture
for such integration.

* Y.3832: Quantum Kkey distribution networks — framework for
orchestration: Orchestration framework to enhance resource efficiency
of QKDNss describing QKDN orchestration together with requirements,
reference models, and overall operational procedures.

Among the long list of ITU-T recommendations under the responsibility of
SG13 that are already in force, some key ones are:

* Y.3800 Overview on networks supporting quantum key distribution:
Published in 2019, it gives an overview on networks supporting QKD.

* Y.3801 Functional requirements for quantum key distribution net-
works: Published in 2020, it specifies the functional requirements for
the quantum layer, the key management layer, the QKDN control layer
and the QKDN management layer.

* Y.3802 Quantum key distribution networks — Functional architec-
ture: Published in 2020, it defines a functional architecture model
of QKDNs, specifying detailed functional elements and reference
points, architectural configurations and basic operational procedures of
QKDNeE.

* Y.3803 Quantum key distribution — Key management: Published in
2020, it provides help for the design, deployment, and operation of key
management of a QKDN.

* Y.3804 Quantum key distribution networks — Control and man-
agement: Published in 2020 and slightly updated in 2025, it specifies
functions and procedures for QKDN control and management based on
the requirements specified in Recommendation ITU-T Y.3801.

* X.1710 Security framework for quantum key distribution networks:
Published in 2020, it specifies a framework including requirements and
measures to combat security threats for QKDN:ss, specifying a simplified
QKDN structure for analysis of the relevant security threats.

2.2.3 Joint Coordination Activity on Quantum Key Distribution

Network (JCA-QKDN)

Another interesting stream of activities on QC is driven by the JCA-QKDN.
It started in 2022 with the charter to coordinate standardization work on
QKDNs within ITU-T and acts as the point of contact within ITU-T and
other SDOs, consortia and forums working on QKD-related standardization.
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Figure 2 QKDN standard roadmap update and discussion [26].

To illustrate the kind of tasks that JCA-QKDN performs, it is worth
sharing a comprehensive overview of QKDN standardization work performed
in ITU-T SG 13, as found in Figure 2, taken from the document JCA-
QKDN-079 “QKDN standard roadmap update and discussion”, presented
in December 2025 in the JCA-QKDN meeting [26].
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2.3 CEN-CENELEC

The European Committee for Standardization (CEN) and the European
Committee for Electrotechnical Standardization (CENELEC) are two pri-
vate international non-profit organizations, providing “voluntary European
Standards and related products and services for the benefit of businesses, con-
sumers and other standard users in Europe” [27]. They often issue standards
together and such documents are referred to CEN-CENELEC standards and
are issued as the work of the CEN-CENELEC Joint Technical Committee
(CEN-CLC/TC) [28].

CEN-CENELEC have a well-established way of interacting with the
European Commission (EC) when a request of developing European stan-
dards is issued, as detailed in [27] and [29].

2.3.1 CEN-CLC/JTC 22 on Quantum Technologies

In particular, when it comes to QC technologies, CEN-CENELEC started the
work with the CEN and CENELEC Focus Group on Quantum Technologies
(FGQT) that ran from 2020-2023 and edited the following documents:

* FGQT QO01: Term of reference [30].

* FGQT QO02: Work programme [31].

* FGQT QO03: Towards standardization for quantum technologies
[32].

* FGQT QO04: Standardization roadmap on quantum technologies
[33].

* FGQT QO05: Quantum technologies use cases [34].

The FGQT was taken as the basis for the work of the currently ongoing CEN-
CLC/JTC 22, which started in 2022 and has the target to develop standards
for quantum technologies in a set of diverse domains, such as:

* Quantum enabling technologies.

* Quantum sub-systems.

* Quantum platforms and systems.

* Quantum composite systems and applications.

CEN-CLC/JTC 22 organizes the work in four WGs, all following an agreed-
upon common work programme, and in alignment with other SDOs such as
ETSI and IEC/ISO JTC3, ensuring at the same time that its standardization
efforts support European market needs, legislative frameworks, and key EU
policies and principles.
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A very recent (published in June 2025) and interesting document pro-
duced by CEN-CLC/JTC 22 is JTC22 Q06 — Standardization Roadmap on
Quantum Technologies [35].

2.4 ISO and IEC

The International Organization for Standardization (ISO) started in 1946 to
create standardization documents to help trade and cooperation all over the
world, having published since then more than 26,000 international standards
and other deliverables [36].

The International Electrotechnical Commission (IEC) was founded in
1906 and since then has published “around 10000 IEC International Stan-
dards which together with conformity assessment provide the technical
framework that allows governments to build national quality infrastructure
and companies of all sizes to buy and sell consistently safe and reliable
products in most countries of the world. IEC International Standards serve
as the basis for risk and quality management and are used in testing and
certification to verify that manufacturer promises are kept.” [37].

2.4.1 ISO/IEC Joint Technical Committee 3 on Quantum
Technologies (JTC 3)

ISO has published several documents related to QC, and the most inter-
esting ones are those jointly worked on by ISO and IEC, in the ISO/IEC
Joint Technical Committee 3 on Quantum Technologies [38]. The scope
includes “standardization in the field of quantum technologies, including
quantum information technologies (quantum computing and quantum sim-
ulation), quantum metrology, quantum sources, quantum detectors, quantum
communications, and fundamental quantum technologies”.

There are currently seven active documents in the IEC/ISO JTC 3 work
programme, taken care of by different IEC WGs. The most interesting docu-
ment is the IEC 63712 ED1 Quantum technologies — Quantum computing —
Hardware benchmarking and a set of four publications on the vocabulary of
QC-related technologies [39].

The work in EIC JTC 3 is driven also in synch with the ISO/IEC JTC
1/SC27 Information security, cybersecurity and privacy protection, offering
“expertise in cybersecurity and privacy protection on emerging technological
topics”, for instance in post quantum cryptography and QKD (ISO/IEC
23837-1:2023 “Information security — Security requirements, test and eval-
vation methods for quantum key distribution — Part 1: Requirements” and
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ISO/IEC 23837-2:2023 “Information security — Security requirements, test
and evaluation methods for quantum key distribution — Part 2: Evaluation
and testing methods”).

2.5 IEEE

The Institute of Electrical and Electronics Engineers Standards Association
(IEEE SA) is very active in organizing events on the QC-related topics,
such as the IEEE Quantum Week [40], the Quantum Educational Portal
[41], the IEEE Quantum podcast series [42], or the activity on defining a
commonly agreed-upon standardisation roadmap on quantum applications in
the research and industry ecosystems [43].

In addition, it also drives a set of so-called project standards, indicated by
the letter "P’, focusing on delivering standards on several aspects of QC, as
listed below:

 IEEE P1913™ Software-defined Quantum Communication: The
software-defined quantum communication (SDQC) protocol that
enables configuration of quantum endpoints in a communication net-
work in order to dynamically create, modify, or remove quantum
protocols or applications.

« IEEE P1943™ Standard for Post-quantum Network Security:
Post-quantum optimized version of network security protocols.

« IEEE P2995™ Trial-use Standard for a Quantum Algorithm
Design and Development: Standardized method for the design of
quantum algorithms.

« IEEE P3120™ Standard for Quantum Computing Architecture:
Technical architectures for quantum computers based on the technolog-
ical type and one or more qubit modalities.

« IEEE P3172™ Recommended Practice for Post-quantum Cryptog-
raphy Migration: Multi-step processes that can be used to implement
hybrid mechanisms, i.e., a combination of classical quantum-vulnerable
and quantum-resistant public-key algorithms.

« IEEE P3185™ Standard for Hybrid Quantum-Classical Comput-
ing: HW and SW architectures of hybrid quantum-classical computing
environments.

« IEEE P3329™ Standard for Quantum Computing and Simulation
Energy Efficiency: Universal energy efficiency for QC and simulation.

« IEEE P7130™ Standard for Quantum Technologies Definitions:
Quantum technologies specific terminology and definitions necessary to
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facilitate clarity of understanding to enable compatibility and interoper-
ability.

« IEEE P7131™ Standard for Quantum Computing Performance
Metrics & Performance Benchmarking: QC performance metrics for
standardizing performance benchmarking of QC HW and SW.

2.6 NIST

The National Institute of Standards and Technology (NIST) “promotes
U.S. innovation and industrial competitiveness by advancing measurement
science, standards, and technology” [44]. NIST introduces the use of the
quantum information science (QIS) term to better describe its activities in
the QC field. QIS is the merger of quantum physics and information theory.

Among the several activities NIST drives, it “convened some of the earli-
est scientific meetings on quantum information theory and later launched the
Quantum Economic Development Consortium to support the nascent indus-
try”, being also among the main promoters of the U.S. National Quantum
Initiative launched in 2018.

The most relevant action of NIST in the QC domain is driving a U.S.-
wide initiative on post-quantum cryptography called the NIST Post-Quantum
Cryptography (PQC) project. The PQC project “leads the national and
global effort to secure electronic information against the future threat of
quantum computers — machines that may be years or decades away but
could eventually break many of today’s widely used cryptographic systems”
[45]. After years of work, the first three Federal Information Processing
Standards (FIPSs) on PQC and an additional standard on key-encapsulation
mechanisms were released in 2024.

* FIPS 203: Module-lattice-based Key-encapsulation Mechanism
Standard (ML-KEM): To be considered as “the primary standard for
general encryption”, providing benefits like smaller encryption keys and
speed of operation [46].

* FIPS 204: Module-lattice-based Digital Signature Standard (ML-
DSA): To be considered the primary standard for protecting digital
signatures, using the CRYSTALS-Dilithium algorithm, which has been
renamed ML-DSA [47].

* FIPS 205: Stateless Hash-based Digital Signature Standard (SLH-
DSA): Designed for digital signatures, it employs the Sphincs+ algo-
rithm, which has been renamed SLH-DSA. The standard is based on a
different math approach than ML-DSA, and it is intended as a backup
method in case ML-DSA proves vulnerable [48].
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» SP 800-227: Recommendations for Key-encapsulation Mechanisms:
A key-encapsulation mechanism (KEM) is a set of algorithms that can
be used by two parties under certain conditions to securely establish
a shared secret key over a public channel. A shared secret key that is
established using a KEM can then be used with symmetric-key crypto-
graphic algorithms to perform essential tasks in secure communications,
such as encryption and authentication. This document describes the
basic definitions, properties, and applications of KEMs. It also provides
recommendations for implementing and using KEMs in a secure manner
[49].

These four post-quantum encryption standards secure a wide range of
electronic information, from confidential email messages to e-commerce
transactions that propel the modern economy. NIST is encouraging computer
system administrators to begin transitioning to the new standards as soon as
possible.

As next steps, since the ML-DSA and ML-KEM standards are expected
to provide the foundation for most deployments of PQC, NIST continues
working on innovative algorithms in order to identify additional candidates
for standardization, such as https://csrc.nist.gov/news/2022/pqc-candidates-t
o-be-standardized-and-round-4 [50] and https://csrc.nist.gov/news/2025/hq
c-announced-as-a-4th-round-selection [51].

3 Regulation

The European Union (EU) has been very active in the last ten years in
designing, developing and implementing several pieces of legislations called
Acts that regulate the use of technologies to be launched in the European
market.

Even though QC is not yet a fully developed technology, and commercial
services are just starting to appear, in the attempt to create a Quantum Valley
in the EU, the EC has started drafting a new Quantum Act, to be published
presumably in 2026.

Considering the huge concerns around the security of telecommunication
networks and the disruptive expected impact of QC on security mechanisms,
the timing for this new Act seems right.

Efforts to provide guidance on QC started already around 2018, when
the Quantum Technology Flagship was launched [52] and the European High
Performance Computing Joint Undertaking, now called Chips JU [53], was
launched to steer European efforts around QC.
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More recently the QuiC association was launched, to align and create
synergies between start-ups, SMEs, industry and academia established in the
EU, with the aim to counteract the overwhelming power of U.S.-based big
technology companies [54].

Also, several Member States of the EU are launching national initiatives,
as mentioned in a previous section.

To provide some guidance in such a complex and dynamic landscape,
Digital Europe published in June 2025 the position paper “Making Europe
a quantum industry powerhouse: a strategic EU roadmap for investment,
talent and industrial scale” [55]. The paper fosters the need for an EU-aligned
quantum strategy, encompassing the scattered landscape of grants, research
programmes, projects, national and European initiatives. In a nutshell, Digital
Europe recommends the following actions to help European-headquartered
companies flourish and leverage the forthcoming QC revolution:

* Avoid regulating the quantum ecosystem until technologies have
matured and regulatory gaps can be clearly identified.

* Scale up public and private funding to boost demand for innovative
quantum solutions.

* Bridge the quantum skills gap to meet the growing demand for talent.

* Foster industrial capacity to stay globally competitive and bring innova-
tions to market.

All those points are probably accepted by the majority of the European
players in the QC field. The problem lies in how such high-level agreed-
upon points are to be implemented and with which financial supporting
mechanisms and schemes.

The first point of the list above stresses a concern shared by many players
in the European QC ecosystem, and therefore it is worth reporting its content
in full: “The EU should be cautious about creating specific rules for the
quantum sector and instead rely on existing horizontal laws at least until
commercial use cases stabilise. Any future legislative initiative, such as a
potential Quantum Act, must be preceded by a rigorous impact assessment
and a structured, in-depth dialogue between policymakers and industry, with
a particular focus on quantum start-ups and scale-ups” [55].

Existing EU legislation are also involved in the QC-related discussion.
For instance, the European Cybersecurity Certification Framework under the
EU Cybersecurity Act, as set out in [56], is supposed to be updated to take
into consideration PQC and new security-based algorithms that are expected
to be enforced in the EU, following the same path that NIST drove in the U.S.
(see Section 2.6).
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In summary, we are on the verge of a new set of actions undertaken by
the EC that will mandate in the coming years how products related to QC will
have to be compliant with to European regulation if such products are to be
launched in the European market.

4 Conclusion

QC is attracting a lot of attention as it is a very promising technology with
perspective of breakthrough new performance in a diverse set of vertical
market segments.

Due to its expected impact, several SDOs have started working on cre-
ating standards that can facilitate and promote the interactions among the
several system components that make a QC system work.

The most active SDOs in QC-related standards are ETSI, ITU-T, CEN-
CENELEC, ISO/IEC, IEEE and NIST. Each one of those SDOs focuses its
attention on a subset of the elements of a QC system; some overlap, e.g., the
documents on use cases, whilst some slightly diverge on message or details.
Overall, it is reassuring that so many experts split into so many different
entities are taking on the job to define together the future QC systems.

Finally, it is worth mentioning the activities about to start in the EU
regarding the regulation of QC technologies. There are a lot of concerns
regarding the capability of the EU to reach a comparable point with the U.S.
and China on cutting-edge technologies like QC, and regulation is expected
to help the ecosystem, rather than slow it down with additional non-technical
requirements. The way such streams of activities will be implemented will
inform us whether the EU has a chance against other geographical areas of
the world in QC productisation and successful market launch. We have a few
years ahead of us; let’s contribute together by participating in associations
and SDOs work to make that happen.
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